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Consumer Protection/Advertising

	***********************************************************************NOTE: This is a draft work in progress and is being submitted for comment on the existing text.  The views or descriptions contained in this draft are the collaborative work of the members of the group and do not represent the views of the individuals either in their personal or professional capacities.*****************************
 INTRODUCTION
		The difficulty in applying traditional aspects of jurisdiction over consumer protection and advertising practices on the Internet is apparent for a variety of reasons.  The primary reason is that countries throughout the world have in place numerous different regimes to protect their consumers and it is presumed that they will not willingly give up their sovereignty in applying these laws.  
	While self-regulation may offer an attractive alternative to the development of local laws, its success may be thwarted by national and local regulators who are not familiar with concepts of self-regulation, not familiar with the Internet and see it as a dangerous threat to their competitiveness, not willing to defer to such a system, and not able to avoid local political pressures that could doom the effort.  The sheer number of local and national authorities that would have to “buy into” any system for it to work is staggering. In addition, concepts of First Amendment protection for commercial speech (often a distinctly U.S.-centric concept) make uniform application of general principles of advertising regulation difficult.  Finally, there is a very real and legitimate concern by business that over-regulation or knee-jerk fear of the Internet may spill over into more traditional forms of marketing, advertising, and consumer transactions. 
I.	CONSUMER PROTECTION SHOULD BE SUBDIVIDED BECAUSE IT IS A BROAD FIELD
	One of the difficulties in attempting to define a workable framework for consumer protection on the Internet is that the scope of what could be classified within the title of “consumer protection” is too broad to be governed by any one approach.  In order to better evaluate an appropriate framework and identify how jurisdictional concerns impact this area of the law, it is useful to divide the subject of consumer protection into three categories:  (1) fraud, (2) content/otherwise regulated industries, and (3) transactional. Of these three categories, this paper focuses on the transactional area, areas in which disparate bargaining power may exist between a merchant and consumer.  Likewise, within this “transactional” category, privacy is not covered as it is addressed in other sections of this paper.  We set forth below a summary of these three categories and describe the focus on transactional issues.
A.	Fraud
	Basic principles outlawing fraud are universal.  Likewise, it is generally accepted that no sovereign will defer from enforcing its laws against perpetrators of fraud on the Internet against its citizens.  The situation in which numerous countries have the ability to pursue fraudulent actors will, however, likely be less problematic to the development of the Internet as the burden of many sovereigns exercising their jurisdiction against such bad actors could actually serve as a stronger deterrent to such behavior.  
B.	Content/Specially Regulated Transactions
	This subdivision of consumer protection includes transactions involving issues that are specially regulated, such as financial services, health care, alcohol, tobacco, firearms, gambling, and other content issues such as hate speech and pornography.  Issues that fall within this area generally are subject to numerous complex, and often conflicting, regulations on the global scale.  
	For example, in the United States the practice of medicine is regulated by the individual states, and even the giving of verbal advice across state lines would raise regulatory issues.  Likewise, the sale of pharmaceutical goods and medical devices typically requires country-specific approvals.  For the time being, it seems likely that most countries will assert jurisdiction over any health care-related activity that affects their citizens and will not defer to the health care laws that protect consumers of another country.  Most traditional manufacturers and providers are already sensitized to this issue, and in some cases (multinational pharmaceutical companies, for example) maintain operational divisions in many countries with the explicit goal of regulatory and legal compliance.  In the future, as delivery of medical care over the Internet advances, more work in this complex area likely will be required.  Likewise, issues such as gambling, pornography, and alcohol will continue to receive significant global focus, but are outside of the scope of the types of consumer protection considered here as, like health care, governments will not defer to them.
C.	Transactional
	The “transactional” category, the area where disparate bargaining power may exist within contractual relations, will be the focus of the consumer protection discussion. This category includes marketing and terms related to online transactions, and covers disclosures, terms of agreements, and means of addressing disputes on these issues.  Likewise, advertising fits into this category as an advertisement is the communication about the offer from the seller to buyer.  The lines between marketing, advertising, and transactions are often blurred by the technical capabilities of the Internet.  
One central similarity between off-line and online consumers is that both groups enter into contracts with vendors.  Many of these contracts (both off-line and online) are not negotiable, and many are drafted by the vendor.  Consumer advocates and consumer protection agencies will want to ensure that, to the extent online contracts are premised on unequal bargaining power and pressure to buy (or violate fundamental public policy), provisions of these contracts can be overridden by local law. 
	Under U.S. law, “adhesion contracts” (unilaterally-drafted form agreements) are enforceable absent a finding of “unfairness” or “unconscionability.”  Both of these latter terms are susceptible to many meanings.  “Unfairness” often means that the weaker party is not in a position to shop around for better terms, or that the weaker party is so bereft of bargaining power that he or she has no real choice.  “Unconscionability” often means that terms that are grossly unreasonable in light of the mores and business practices of the time are not enforceable.  A finding that a given contract is a contract of adhesion is the beginning of the analysis, not the end, and courts try to distinguish enforceable adhesion contracts from unenforceable adhesion contracts.
Courts in the United States have often enforced adhesion contracts that involved choice of law and forum clauses.  For example, in Carnival Cruise Lines, Inc. v. Shute, 499 U.S. 585 (1991).
 Eulala Shute, a resident of Washington state, purchased a ticket for a cruise.  Carnival, a Panamanian corporation with offices based in Florida, sent Shute a ticket with the choice of law and forum selection clause (selecting Florida) printed on the back.  During the cruise, Shute slipped on a wet deck during a guided tour of the ship's galley.  Shute sued Carnival in the state of Washington.  The U.S. Supreme Court held that the forum selection clause should be enforced.  The Court analyzed the clause by looking at the factors used to decide a 28 U.S.C. § 1404 motion to transfer.  The Court noted that Carnival had an interest in limiting the arenas in which it could be sued, and that the clause eliminated any confusion about where a suit could take place or what law should apply.  The Court also found that Carnival had not inserted the clause in order to discourage litigation, and that there was no evidence of fraud or overreaching. 
All other things being equal, online contracts should be subject to the same analysis.  The characteristics of the Internet (e.g., personalization, global reach, and asynchronous communication) create substantially diminished risks of  “unfairness” and “unconscionability” in consumers' contracts with vendors.  The Internet exponentially increases the availability of consumer choice and drastically limits the sales pressures that can create unfairness.  All Internet users can find alternate sources of goods and services—indeed, the global nature of the medium means that no user is ever “stuck” with a single source or a single form contract for a given good or service.  The Internet provides consumers with easy access to vast amounts of information and facilitates rapid comparison shopping on a global scale.  The merchant itself can provide a large amount of information about its products and services.  Consumers can easily turn to third-party sources that provide additional information, including product reviews, advice and guidance concerning how to purchase a particular good or service (e.g., information about the types of available mortgages and tips concerning how to obtain the best rate), and reputational information concerning a particular merchant.  The Internet provides consumers with access to up-to-date, easily searchable information about companies’ performance history, and the ability to communicate their own experiences widely to others, making it even more difficult for unscrupulous companies and individuals to stay in business for very long.  Third-party consumer protection organizations provide another important and useful resource.  All of this information can be close at hand and easily accessible.   
Vendors on the Internet (like vendors in the paper-based world) need to be able to use form contracts to lower their costs and limit the forum in which they can be sued.  Consumers are free to accept or reject these contracts, and should be held to their terms (unless the consumer's agreement was procured through fraud or deception).  Only those terms in form contracts that are grossly unfair or would violate fundamental public policy should be invalidated.  
Given the rich diversity of sources for products and services available on the Internet, the absence of sales pressures, and the opportunity for Internet consumers to have far better access to third-party information about vendors than they possibly could in the physical world, e-commerce contracts are likely not as a class inherently unfair or unconscionable.  Accordingly, choice of law and forum clauses in online adhesion contracts should be enforced—and, as discussed below, may be an important source of increased certainty regarding jurisdiction for both businesses and consumers..
We set out below the way that the law protects consumer transaction in the United States at both the Federal and state levels.  Then we provide similar overviews of consumer protection law.  Following this overview, the potential alternative frameworks that would govern consumer protection for transactions on the Internet will be explored.  
II.	THE WAYS THE LAWPROTECTS CONSUMERS
A.	United States
The Federal Trade Commission (the Commission) is an agency of the United States Government that, among other responsibilities, is tasked with protecting consumers by enforcing a variety of consumer protection laws.  In particular, the Commission seeks to eliminate from the marketplace acts that are unfair and deceptive, and promote practices that enhance consumer choice. 
The Federal Trade Commission Act (FTC Act), codified in 15 U.S.C., is the primary source of formal constraints guiding the Commission.  Section 5 of the FTC Act prohibits “unfair or deceptive acts or practices in or affecting commerce.”  The Commission may bring violations of Section 5 to federal district court.  Additionally, the Commission staff often is asked to provide opinions on the application of FTC law to discrete situations.  Such opinions are not binding on the Commission, but provide guidance to businesses, particularly new enterprises seeking to conform their practices to comply with FTC statutes, precedents and decisions.  
The enabling statute provides the Commission with law enforcement authority over commerce on the Internet.  Accordingly, the Commission has taken strong action to combat fraud on the Internet.  
B.	What Is Unfairness?
In the FTC Statement of Policy on the Scope of the Consumer Unfairness Jurisdiction, the Commission admits that the exact meaning of unfairness is not clear by any means.  The unfairness standard is not a precise term of art.  It is intentionally vague in order to cover matters not predicted by the Commission.  Congress framed the FTC statute in general terms and allowed the Commission under judicial review to determine what would constitute unfair trade practices.  The concept of unfairness evolved to require three factors that the Commission considers when applying prohibitions against consumer unfairness.  These are:  (1) whether the practice injures consumers, (2) whether it violates established public policy, and (3) whether it is unethical or unscrupulous.  These factors were cited and approved by the U.S. Supreme Court in the case of FTC v. Sperry & Hutchinson.  405 U.S. 233, 249 (1972).  The Commission has continued to refine the definition of unfairness through its cases and rulings.
1.	Injury to Consumers
Unjustifiable consumer injury is the most important factor when determining consumer unfairness.  However, not every injury is per se “unfair.”  To justify a finding of unfairness, the injury must first be substantial.  Monetary damage and harm to health or safety are typically deemed “substantial.”   Emotional or mental injury usually is not enough to comprise a substantial injury.  Second, the injury must not be outweighed by any countervailing benefits to consumers or competition that the practice produces.  The Commission is aware that there are tradeoffs that must be considered.  If a consumer simultaneously benefits from a practice by, for instance, paying lower prices, the Commission will take this into account.  Further, the Commission also considers costs of remediation upon parties and society as a whole.  To find that a practice unfairly injures consumers, it must be injurious in its net effects.  Finally, there must be an injury that consumers themselves could not reasonably have avoided.  
2.	Violation of Established Public Policy
To determine whether a practice is a violation of established public policy, the Commission looks to formal standards of public policy that are shared by society in general by statute, common law, industry practice, or otherwise.  This criterion is typically employed by the Commission as an additional consideration to the injury prong, rather than a separate means of establishing injury.  The Commission believes the most emphasis should be placed on the analysis of whether substantial net harm has occurred.  However, the Commission also notes the importance of examining outside statutory policies and established judicial principles, such as the First Amendment, for assistance in ascertaining the actual harm a certain conduct causes to consumers.
Sometimes public policy will allow for a practice that the Commission has already deemed unfair.  The Commission may reconsider its position on the issue.  In situations where it is difficult to obtain accurate evidence of consumer injury, public policy is given more consideration.  Also, public policy may be directly in line with a Commission action.  A policy must be clear and well-established before the Commission relies on it to support a finding of unfairness.  Further, the Commission also requires independent evidence that the practice was causing unjustified consumer injury.
3.	Unethical or Unscrupulous Conduct
The third prong investigates whether the conduct was immoral, unethical, oppressive, or unscrupulous.  However, this prong is largely redundant in practice since conduct that injures consumers will almost always be unethical and unscrupulous.  Therefore, the Commission has never relied on the third element as an independent basis for a finding of unfairness and will not do so in the future.
C.	What Is Deceptive?
All deception cases contain three elements.  First, there must be a representation, omission or practice that is likely to mislead the consumer.  Second, the Commission examines the practice from the perspective of a consumer acting reasonably in the circumstances.  Finally, the representation, omission, or practice must be “material.”  
1.	Misleading Representation, Omission, or Practice
Examples of practices that have been found to be misleading or deceptive are false oral or written representations, misleading price claims, sales of hazardous or systematically defective products or services, sales without adequate disclosures, failure to disclose information regarding pyramid sales, use of bait and switch techniques, failure to perform promised services, and failure to meet warranty obligations.  Typically these practices involve oral or written misrepresentations, omissions of material fact, or conduct associated with a sales transaction.  The Commission will consider an advertisement in its entirety when investigating a possible questionable situation.  The key issue is whether the advertisement is likely to cause consumer deceptions, not whether it actually misleads.
When implied claim issues are raised, the Commission carefully considers any extrinsic evidence that is introduced.  When important material information is omitted, the Commission may require evidence on consumers’ expectations because the consumers may have reached false beliefs because of the omission.  Further, when a company fails to perform services under a warranty, by contract it is a deceptive practice.  Deception also occurs when there is a product that is not fit for the purposes for which it was sold.
2.	Reasonable Consumer Group
If a practice is targeted to a particular group, the Commission will consider reasonableness from the perspective of a reasonable group member.  The test utilized by the Commission is whether the consumer’s interpretation or reaction is reasonable.  Further, the Commission considers the totality of a practice, advertisement, transaction, or course of dealing, rather than a discrete portion.  The Commission will consider many factors in determining the reaction of the ordinary consumer to a claim or practice.  
A company is not liable for every interpretation or action by a consumer.  A representation is not false or deceptive because it may be unreasonably misunderstood by an insignificant and unrepresentative segment of the class of persons to whom the representation is addressed.  In Standard Oil of California, the Commission explained that in evaluating advertising representations, they are required to look at the complete advertisement and formulate their opinions of them on the basis of the net general impression conveyed by them and not on isolated excerpts.  84 F.T.C. 1401, 1471 (1974), aff’d as modified, _________ 611, 617 (3d Cir. 1976), cert. denied, 430 U.S. 983 (1977).  
The interpretation the company intended to convey is presumed reasonable.  However, for example, the Commission will not accept accurate information in the text to remedy a false headline because some people may only read the headline.  Also, written disclosures in fine print may be insufficient to correct a misleading headline.  Any qualifying disclosure a company includes must be legible and understandable. 
The Commission does not bring advertising cases based on subjective claims or on correctly stated opinions if consumers understand the source and limitations of the communication.  Further, “puffing” cases usually are not pursued since it is assumed that the reasonable person can recognize obviously exaggerated claims and do not take them seriously.  
3.	Material Representation, Omission, or Practice
The Commission investigates whether the “act or practice is likely to affect the consumer's conduct or decision with regard to a product or service.”  The information given to consumers is important to them.  Certain types of information, such as express claims, are presumptively material.  Also, when the seller knew, or should have known, that an ordinary consumer would need omitted information to evaluate the product or service, or that the claim was false, materiality will be presumed because the manufacturer intended the information or omission to have an effect.  Finally, when evidence exists that a seller intended to make an implied claim, the Commission will infer materiality.
Other material claims or omissions may involve health, safety, or similar areas where the consumer is reasonably concerned.  Information regarding the major features of a product also may be presumed material.  Further, information pertaining to durability, performance, warranties or quality has typically been found to be material.  Finally, information pertaining to a finding by another agency regarding the product also may be material.  
The Commission may require evidence that the claim or omission is likely to be considered important by consumers when the Commission does not find the content inherently material.  If there is a finding of materiality, injury is likely to exist because of representation, omission, sales practice, or marketing technique.  The Commission believes that injury and materiality are synonymous.
D.	Formal Actions by the Commission Relating to the Internet
Consumer protection on the Internet is most effective when businesses, government, and consumer groups all play a role.  The Commission believes that protection can be accomplished by coordinated law enforcement against fraud and deception; private initiatives and public/private partnerships; and consumer education through the combined efforts of government, business, and consumer groups.  The Commission has taken the offensive against fraud on the Internet through a strategy that emphasizes targeted law enforcement action, complemented by education of consumers.  
1.	Law Enforcement
In 1997, the FTC filed more than 50 cases and formed alliances with other consumer protection authorities that resulted in 374 actions being filed by other law enforcement agencies.  The FTC stopped alleged frauds that cost consumers more than $185 million in 1997 and $747 million over the lifetime of the scams.  The FTC worked with other federal agencies, state attorneys general, and other state law enforcement agencies, and foreign governments.
The majority of these cases indicate that traditional fraud is migrating to the new medium of the Internet.  The Internet allows fraud operators to mimic legitimate businesses more convincingly.  The FTC focuses its enforcement and education efforts on novel schemes as well as traditional scams.  Many Internet scams depend on the unique features of the Internet.
a.	FTC v. Fortuna Alliance, L.L.C.
On May 29, 1996, the Commission charged Fortuna Alliance and its five officers with violating federal laws by operating an illegal pyramid scheme.  The Commission found that Fortuna Alliance marketed the pyramid scheme through a home page on the World Wide Web and with printed promotional material.  A federal district court froze the assets of the company.  Using exorbitant earnings claims, Fortuna induced thousands of consumers in more than 60 countries to pay between $250 and $17,500 to join their pyramid scheme, claiming that members would receive more than $5,000 a month in profits.  In addition, Fortuna and its officers provided advice and promotional materials for members to set up their own web sites to recruit others to join the pyramid.  According to the Commission, most participants in pyramid schemes lose money.  On February 24, 1997, the principals of Fortuna agreed to settle the Commission charges with a permanent injunction.  This injunction stopped the pyramid scheme and required Fortuna to refund all membership fees to all 15,622 Fortuna members.  This included $5.5 million to investors in the United States and other foreign countries.  On June 5, 1998, the court issued a contempt order against the defendants, prohibiting them from promoting any marketing or investment program until they had paid $2 million, plus interest, owed to consumers.  
b.	FTC v. Unnamed Defendants
On May 11,1999, the Commission filed its first complaint against unnamed defendants.  It obtained a federal district court order freezing the assets of a scam that dupes consumers into making costly international telephone calls in an attempt to ward off bills for merchandise they never ordered.  The scammers make their money from the revenues from the costly audiotext telephone calls.  The Commission asked the court to block the revenue stream from American telephone carriers, return the money to the consumers, and bar the deceptive practices.  
The defendants contacted the consumers using bulk e-mail, or spam, with a variety of addresses that prevented consumers from refuting orders by e-mail.  Consumers were told that their order had been received and processed and their credit card would be billed.  The consumers had not ordered anything.  The e-mail said if they had any questions about the order, they should call a telephone number in area code 767.  That number was actually an adult entertainment audiotext service with sexual content in Dominica, West Indies.  The consumers were later billed for the telephone call.  The Commission planned to add the defendants to the court complaint when it identified them.    
2.	Opinion Letters
The FTC staff provides opinions on the application of FTC law to discrete solutions when asked.  These opinions are not binding on the Commission, but provide guidance to businesses to conform their practices to comply with FTC statutes, precedents, and decisions.  
a.	NASA Advisory Opinion Letter
The Commission was asked to write an opinion letter addressing the issue of a deceptive domain name.  A commercial pornography site registered the nasa.com domain with Network Solutions.  When millions of Internet users, a good deal of whom were children, went to visit NASA's web site to download pictures sent from Mars, many inadvertently ended up at nasa.com rather than nasa.gov.  Both NASA and the Commission received complaints from parents of deceived children who stumbled upon the pornographic website.  The Commission’s staff provided an advisory opinion to Network Solutions explaining that the nasa.com site may be deceptive to consumers.  As a result, Network Solutions withdrew the nasa.com domain name.
b.	Internic Advisory Opinion Letter
An Australian company, Internic Software, Inc., registered the domain internic.com in order to pose as Network Solutions, whose domain is internic.org.  The internic.com web site provided an online application for a domain and required a credit card payment of $250, whereas Network Solutions only charged a $100 license fee.  The Commission’s staff issued an advisory letter to Network Solutions warning that the copycat web site is likely to mislead consumers and subsequently referred the matter to the Australian Competition and Consumer Commission, which is now investigating the practices of Internic Software, Inc.  The Commission found that the use of a domain name virtually identical to that of the official domain registration site, combined with the provision of nearly identical domain registration services to those offered by Network Solutions, was likely to create an impression that the site is owned and operated by Network Solutions.  The disclaimer on the internic.com site was inadequate to cure this false impression.  Further, on May 1, 1998, the Australian Competition and Consumer Commission (ACCC) charged Internic Software with misleading consumers and asked a federal court in Australia to enjoin the company from continuing to operate a business using the “Internic” name and to provide consumers refunds in the amount of the difference between what it collected and the actual registration cost.    
	c.	Opinion Letter to DMA for Self-Regulation
On September 9, 1997, the FTC responded to a request of the Direct Marketing Association (DMA) for an advisory opinion regarding a proposal to require that each DMA member (1) participate in DMA’s Mail Preference Service and Telephone Preference Service and honor consumers’ requests to refrain from future contacts; (2) disclose to consumers whether and how it disseminates information about its customers; and (3) upon the customer’s request, refrain from transferring information about that customer to others.  DMA is a trade association composed of 3200 firms, most of which use direct mail or telemarketing to sell their products.    
The Commission stated that it did not see a problem with the DMA’s proposed actions in light of its rules and would not recommend a challenge to the proposed conduct.  This appeared to be an endorsement for self-regulation.  The Commission further explained that antitrust laws do not forbid legitimate self-regulation that benefits consumers.   It believed that the DMA’s proposed restraints were unlikely to harm competition because they were narrowly tailored to achieve their purposes.
3.	Workshops/Policy Making
a.	U.S. Perspectives on Consumer Protection in the Global Electronic Marketplace
This seminar about U.S. Perspectives on Consumer Protection in the Global Electronic Marketplace was held on June 8-9, 1999 at the FTC headquarters in Washington, D.C.   The workshop explored various issues that online consumers confront as they buy goods or services from foreign businesses.  These issues concerned questions of what laws apply to direct, international business-to-consumer transactions, where disputes are heard, and which governments have authority to protect consumers.  The workshop examined how businesses, consumers and government can work together to ensure that consumers are protected when buying from foreign firms online.  
A determination of how to provide effective international consumer protection involves complex issues of law, act, and policy.  The United States Secretary of Commerce, William M. Daley, gave the introductory remarks at the workshop.  He urged the private sector to take the lead in protecting consumers in the new electronic marketplace.  Many other speakers from both the public and private sectors, including a law school dean and director from the Securities & Exchange Commission, provided useful and insightful information. 
b.	Interpretation of Rules and Guides for Electronic Media
Similarly, on May 14, 1999, the FTC held this workshop to inform how its rules and guides apply to advertising and commercial transactions on the Internet.  The workshop was divided into two sessions.  Session one discussed how the Commission should evaluate whether disclosures required or recommended by its rules and guides are made clearly and conspicuously in electronic media advertisements.  It examined the placement and proximity of disclosures on a website.  Session two discussed the interpretation of the terms “written,” “writing,” and “printed” as used in the rules and guides in light of the use of electronic media.  This session also discussed how electronic media may be used to comply with requirements to provide information to consumers “in writing” or by “mail.”  The participants in this workshop included state attorneys general, as well as private groups such as the American Association of Retired Persons (AARP) and America Online, Inc.
E.	International Efforts
1.	Mexico-USA-Canada Health Fraud Task Force
Members of the Mexico-USA-Canada Health Fraud Task Force have joined together in a number of enforcement and summer education projects.  These included two Internet surf days.   Campana Alerta I and II were two sweeps targeting deceptive Spanish-language ads for health care products that included a total of seven Commission enforcement actions, four Spanish-language radio public service announcements, and a Spanish-language television PSA jointly released in the United States and Mexico.  Also, there was a Mexican government crackdown on border clinics in that country offering “cures” for cancer, AIDS, and multiple sclerosis.
To enhance the cooperative efforts of the Mexico-USA-Canada Health Care Task Force, on December 10, 1998, the FTC, the U.S. Food and Drug Administration, Health Canada, and the Secretaria de Salud of Mexico announced the adoption of an agreement on Joint Strategies to Combat Health Fraud.  The Joint Strategies Agreement provides a formal framework for cooperation and signals an expansion of joint efforts against the fraudulent marketing and sale of health-related products, services and devices.  Under the agreement, the adopting agencies will:  share information describing current trends in health fraud; cooperate in the detection of cross-border health fraud; inform other agencies as soon as practicable of significant investigations involving activities in their country; consider counterpart agency requests to investigate domestic activities and to coordinate related enforcement activities; and work to develop and disseminate joint consumer and business education messages about health fraud.  
2.	International Marketing Supervision Network
Founded in 1992, the International Marketing Supervision Network (IMSN), is an international association of criminal and civil law enforcement agencies from more than two dozen countries charged with protecting consumers against fraud.  The members include the Commission's counterpart agencies from most European nations, Australia, New Zealand, Canada, Mexico, and Japan.  One purpose of the Network is to find ways to cooperate in tracking consumer problems associated with cross-border transactions in goods and services.  Members cooperate on an informal basis, using their best efforts to notify each other about the business complained about so that they may consider an investigation subject to national law and practice and the availability of resources.  A bulletin is also published by IMSN informing participants of relevant developments in members’ consumer protection laws and in allegedly deceptive advertising practices.  
3.	Consumer Sentinel
The Commission has launched Consumer Sentinel, the first binational, multi-state consumer fraud database that uses the Internet to provide secure access to consumer complaints for more than 150 law enforcement organization across the United States and Canada.  Consumer Sentinel contains more than 110,000 complaints, including 23,000 complaints added since March 1998.  These complaints concern telemarketing and direct mail problems, as well as Internet fraud.  
III.	STATE ATTORNEYS GENERAL OFFICES
A.	Overview
Most attorneys general offices engage in law enforcement, consumer complaint handling and mediation as well as legislative activities.  All 50 states and the District of Columbia have enacted consumer protection statutes and the attorneys general have law enforcement authority in connection with those statutes. In certain states, however, that authority is shared with other state agencies or local district attorneys. The earliest efforts to create consumer laws go back to a 1911 model statute that had limited success. As adopted in many states, an element of scienter was statutorily engrafted and the courts interpreted the statute strictly. 
The real impetus for consumer protection at the state level came in the 1960s when President Kennedy delivered his landmark 1962 message setting forth basic consumer rights and calling for new legislation and strengthened government programs to ensure fuller realization of consumer rights. The President’s emphasis on protecting consumer rights resulted in a flurry of state activity regarding consumer protection.  Laws were passed and states began to create consumer protection units within their offices. The statutes were designed to overcome what was perceived as the inadequacies of the common law in protecting consumers.  Specifically, these statutes were aimed at eliminating caveat emptor, or “buyer beware,” as the rule of the marketplace. 
B.	The State Statutes 
The main state consumer protection laws that have been enacted either have relied on one of several uniform laws or were modeled on Section 5 of the Federal Trade Commission (FTC) Act and are thus referred to as  “little FTC Acts.” See infra ___.  Similar to Section 5 of the FTC Act, each of these state statutes has as its overarching framework a prohibition against deceptive or misleading trade acts or practices, including deceptive or misleading advertising. 
However, there are important statutory differences among the individual states that must be noted.  For example, many states have “unfairness” jurisdiction, while others do not. Additionally, the type of remedies available can vary across the states:  some statutes provide for individual remedies, some provide only for state law enforcement remedies, while some provide for both individual and state law enforcement remedies. 
In addition to having the general “little FTC Act” available in statutory form, over the last 20 years many states also have enacted statutes aimed at controlling very specific abuses against consumers.  In some cases, some state legislatures merely amended the existing consumer protection omnibus law to provide per se that specific practices are in violation of it; in other cases, additional and separate problem-specific laws were adopted. In contrast to the general prohibitory language of the broad statutes, these special statutes or amendments generally impose affirmative compliance obligations on businesses.  Such compliance obligations include required disclosures, waiting periods, registration requirements, and performance deadlines. Examples of specific areas these statutes cover include laws relating to:  1) three-day cooling-off periods; 2) time shares; 3) prize promotion offers, gifts and the sale of goods; 4) telephonic sales solicitations; and 5) credit repair.
C.	Attorney General Law Enforcement 
As mentioned above, most attorneys’ general offices engage in law enforcement, consumer complaint handling and mediation, as well as legislative activities.  Investigations by an attorney general’s office are generated from many different sources, including competitor referrals, press reports, the experience of individuals working in consumer protection offices, consumer complaints, and new developments in the law.  Moreover, these investigations can be conducted as single state inquiries or in conjunction with other AG offices around the country (“multistate investigations”). However, it is important to note that if a multistate investigation is unable to achieve a negotiated settlement with the business at issue, each AG’s office can sue in its own state court system, thus resulting in numerous state suits against the same corporate defendant.  The only exception to this is if the issues at bar relate to specific federal statutory enactments, which give the states authority to sue under that particular law in federal court.  An example of this is the FTC’s Telemarketing Rule. 
Generally, AG law enforcement actions are based on deceptive or unfair practices.  The jurisdictional grant is very broad and, in many states, includes both civil and criminal authority.  While there are important variations in individual state statutes, there are some principles that apply generally: 
•	The state's perspective is the public interest.
•	Consumer law violations are not the same as actions for fraud or deceit.  If “fraud” is used in the statutes, the judicial definition is much broader than common law fraud and is essentially interpreted as deception.
•	Scienter, intent and good faith are immaterial.
•	Voluntary discontinuance of all or part of the illegal or deceptive activity is no defense.
•	Actual harm, either through consumer complaint or injury, generally is not required for AG action.
•	For the most part, deception is based on the tendency or capacity to deceive; while some states use the FTC’s reasonable consumer standard, many do not. 
•	In the advertising area, advertisements that are literally true but nevertheless leave a misleading impression are actionable.
•	Failure to disclose material facts is similarly actionable.
•	Many states do not require a showing of actual injury or reliance on the challenged practices since the “harm” is the deceptive practices the statutes were designed to prevent.
•	Remedies generally include injunctive relief, restitution, civil penalties, and costs to the state.  Some states also permit recovery of the state’s attorneys fees. 
•	Some state statutes are linked to the FTC Act; in New York, compliance with FTC actions can be an affirmative defense in an action alleging deceptive acts or practices. 
D.	AG Jurisdiction Generally 
AGs have broad jurisdiction to address law violations that arise within their states.  When the respondent is an in-state company, the AG has authority to address all the practices of the company, even when most of the injury occurs to consumers who are not residents of the state.  AGs also can reach violative conduct by out-of-state companies by utilizing the state’s long arm statutes for any wrongdoing that occurs in the state itself.  However, only consumers of that state would be entitled to any relief obtained by the AG.
E.	Internet 
State attorneys’ general have been interested and active in this area.  For example, New York and Pennsylvania each have established specific Internet bureaus; other offices have established online crime units. 
Because of the fluid, geographically boundary-less nature of the Internet, attorneys’ general offices have been in close coordination among the various state AG offices.  The State AG offices have interpreted that State consumer protection laws are media neutral and therefore, apply equally to online misconduct and offline wrongdoing. In People v. Lipsitz, 663 N.Y.S. 2d 468 (Sup. Ct. N.Y. Co., 1997), the court agreed with the New York State AG’s office that this in-state seller of magazine subscriptions via the Internet violated the state’s consumer protection laws by sending false testimonials via e-mail, failing to deliver the promised magazines, and failing to make promised refunds.  In the past, this statute had been used primarily against false testimonials using more traditional media, such as direct mail, television advertising, and newspaper advertising.  In Lipsitz, the court addressed respondent’s jurisdictional challenge by observing that “although Internet transactions might appear to pose novel jurisdictional issues, traditional standards have proved to be sufficient to resolve all civil Internet jurisdictional issues to date.”  The court then analyzed Lipsitz’s contacts with the forum state and concluded that the defendant’s jurisdictional challenge was specious because respondents do business in New York State and the activities complained of occurred in New York, even though the impact may have been in another location. In essence, the court viewed the Internet medium as essentially irrelevant.  It also is interesting to note that many of the injured consumers were outside New York and as far away as Israel.
IV.	INTERNATIONAL EXAMPLES
A.	Australia
The general consumer protection regulations in Australia are embodied in the Trade Practices Act.  Currently, there are no consumer protection laws that have direct application to the Internet (other than content regulations); however, a number of regulatory agencies have issued non-binding guidelines regulating Internet conduct.  It is likely that these guidelines will be codified in the future. 
The following briefly outlines the principal laws relating to consumer protection in Australia.
1.	The Trade Practices Act and Fair Trading Acts
The Trade Practices Act 1974 (Cth) (TPA) is a Commonwealth Act that operates on the Federal sphere.  The TPA represents the primary consumer protection legislation in Australia. 
Due to the limitations on the powers of the Commonwealth (imposed by the Constitution), the TPA applies only to corporations and interstate transactions.  However, the States and Territories have enacted mirror legislation (referred to as the Fair Trading Acts) in order to overcome these constitutional limitations.  As a result, the TPA has uniform application throughout Australia.
This type of cooperation between the Commonwealth and the States does not occur frequently; however, the need for uniform consumer protection laws has, in this case, outweighed the political sensitivities.
Part V of the TPA deals specifically with consumer protection.  Division 1 of Part V contains general prohibitions against misleading and deceptive conduct and a list of specifically prohibited practices.  These may be summarized as follows:
•	Representations as to future matters.  Section 51A provides that a corporation may only make a representation regarding a future matter where it has reasonable grounds upon which to make such representation—otherwise such representation shall be taken to be misleading and in breach of the Act.
•	Misleading and deceptive conduct.  Section 52 is a pivotal section of the TPA imposing a general standard for commercial conduct, that is, not to act unfairly.  The section requires that a corporation not “engage in conduct that is misleading or deceptive or likely to mislead or deceive.”  The section has a prospective element which, by virtue of section 4(2)(a), encompasses contractual warranties (often employed in advertising).  The term “conduct” includes representations made expressly or by silence.  Such conduct includes advertising practices. 
•	False or misleading representations.  Section 53 deals specifically with false or misleading representations with respect to the supply of goods or services or the promotion of the supply or use of goods or services.
Prohibited representations provided for in section 53 include that a corporation shall not: 
	falsely represent that goods are of a particular standard, quality, value, grade, composition, style or model or have had a particular history or particular previous use;

falsely represent that services are of a particular standard, quality, value or grade;
falsely represent that goods are new;
falsely represent that a particular person has agreed to acquire goods or services;
represent that goods or services have sponsorship, approval, performance characteristics, accessories, uses or benefits they do not have;
represent that the corporation has a sponsorship, approval or affiliation it does not have;
make a false or misleading representation with respect to the price of goods or services;
make a false or misleading representation concerning the availability of facilities for the repair of goods or of spare parts for goods;
make a false or misleading representation concerning the place of origin of goods;
make a false or misleading representation concerning the need for any goods or services; or
	make a false or misleading representation, concerning the existence, exclusion or effect of any condition, warranty, guarantee, right or remedy.

Liability under section 53 is very broad.  Any person or company involved in the effecting of a representation is capable of incurring liability if the representation is found to be false or misleading.  
•	Offering gifts and prizes.  Section 54 specifically prohibits the offering of gifts, prizes or other free items in connection with the supply of goods or services where a corporation has no intention of providing them or of not providing them as offered.  
•	Misleading as to the nature, manufacturing process, characteristics, suitability for purpose or quality of goods .  Section 55 prohibits any conduct which is liable to mislead the public with respect to manufacturing, characteristics, suitability for purpose, or quantity of any goods.
•	Misleading conduct as to services to the public.  Section 55A prohibits conduct that is liable to mislead the public with respect to the nature, characteristics, suitability (for their purpose) or the quality of any services offered.
•	Bait advertising.  Section 56 prohibits a corporation from advertising to supply, at a specified price, goods or services if the corporation is aware (or ought reasonably be aware) that it will not be able to sustain the price for a period, and in such quantities, that are reasonable with regard to the nature of the market and nature of the advertisement.
•	Referral selling.  Section 57 prohibits referral selling, that is, the inducement of consumers to purchase through the offer of a rebate, commission or other benefit, in exchange for the consumer giving the corporation names of prospective customers, if the receipt of such a rebate, commission or other benefit is contingent on an event occurring after the contract is made.  
•	Accepting payment without intending or being able to supply as ordered.  Section 58 prohibits the acceptance of payment for goods and services where, at the time of acceptance:
•	the corporation does not intend to supply the goods or services;
•	the corporation intends to supply goods or services materially different from goods or services requested by the consumer; or
•	there are reasonable grounds (to be objectively construed) that the corporation will not be able to supply the goods or services within a reasonable period or a specified period.
•	Misleading representations about certain business activities.  Section 59 prohibits a corporation from making a false or misleading representation as to the profitability or risk (or other material aspects) of a business:
•	that may be carried on at or from the person’s place of residence; or
•	where a corporation by advertisement (or otherwise) invites a person to participate in business activity requiring investment of money by such person.
•	Harassment and coercion.  Section 60 makes it illegal to use physical force, undue harassment or coercion in order to affect supply of, or payment for, goods.
•	Pyramid selling.  Section 61 prohibits pyramid selling, that is, the promotion or participation in a trading scheme which requires any payment to be made to the corporation because of an inducement of receiving payments (or other benefits) by introducing others to that scheme.
•	Unsolicited credit and debit cards.  Section 63A prohibits the sending of unsolicited credit or debit cards.  Such a card may be provided only if it has been requested (in writing) or is supplied in relation to the renewal, replacement or substitution of a card already held.
•	Payment for unsolicited goods or services.  Section 64 prohibits a corporation from asserting a right to payment from a person for unsolicited goods or services.  This section also prohibits a corporation from asserting a right to payment from any person of a charge for making an entry in a directory regarding that person or their profession, business, trade or occupation, unless there is reasonable cause to believe that the person authorized the entry.  
•	Liability of recipient of unsolicited goods.  Section 65 defines liability of the recipient of unsolicited goods as being only for loss or damage resulting from a willful and unlawful act during a period of either one month (following notice by the recipient to the sender having been given) or three months (following the receipt of the goods by the recipient).  
•	Limited liability for prescribed information providers.  Section 65A limits, in the case of prescribed information providers (such as the media), the application of many of the provisions of Part V, including section 52.  Following a court decision which held that statements in a newspaper were capable of breaching section 52 (if the statements were misleading or deceptive), the Government amended the TPA to appease publishers by giving them special protection from the consumer protection provisions.
•	Country of origin representations.  Part V Division 1AA contains provisions to ensure that the origin of goods, that is, whether or not they are made or produced in Australia, is honestly and openly disclosed to consumers.  The section includes various tests for determining where the goods have been manufactured and in what circumstances a corporation may make representations as to the origin of the goods being produced.
•	Product safety and product information.  Section 65C provides that a corporation shall not supply goods that are intended, or likely, to be used by a consumer where such goods:
•	do not comply with a consumer product safety standard; or
•	are subject to a notice (under this section) declaring the goods unsafe or permanently banned.
•	Product information standards.  Section 65D provides that a corporation shall not supply goods that are intended, or likely, to be used by a consumer where a consumer product information standard has been prescribed and the corporation has not complied with that standard. 
Division 2 of Part V implies into all “consumer contracts” certain non-excludable conditions and warranties.  A “consumer contract” is one under which goods or services are:
(a)	supplied to a person for personal, domestic or household consumption;
(b)	less than $40,000 in value.
It also provides that, in the case of any inconsistency, the provisions of the United Nations Convention on Contracts for the International Sale of Goods (adopted in Vienna, Austria on 10 April 1980) will prevail over any of the provisions contained in division 2.  
Sections 67 and 68 prevents the contracting out of the provisions of division 2 or any other exclusion or modification of their application.  Every contract for the supply of goods or services will, therefore, be subject to the following implied warranties and conditions:
•	an implied condition that the supplier has the right to sell the goods;
•	an implied warranty that the consumer will enjoy quiet possession of the goods except in the case of a charge or encumbrance by another, disclosed or known to the consumer before a purchase;
•	an implied warranty that the goods are free from any encumbrance, and will remain so, until the time when the property passes;
•	an implied undertaking as to the quality or fitness of the product (that is, that any supply by a corporation of goods to a consumer by description implies a condition that the goods will correspond to that description);
•	an implied condition that the goods supplied are reasonably fit for the purpose required (if such a purpose has been previously made known to the corporation) and that such goods are of a merchantable quality;
•	an implied condition that where goods are supplied by reference to a sample:
•	the bulk will correspond with the sample quality;
•	the consumer will have a reasonable opportunity to compare the bulk with the sample; and
•	the goods will be free of any merchantable defect that would not be apparent on reasonable examination of the sample;
•	an implied warranty that, in the case of the supply of services (subject to exceptions involving transportation and storage of goods), the supplying corporation will render services with “due care and skill” and that materials supplied regarding those services will be “reasonably fit for the purpose for which they are supplied”;
•	an implied warranty that where a consumer makes the supplier aware of the particular purpose for which they desire the service, the supplier must ensure that the service and materials supplied for such a service are “reasonably fit” for that purpose (unless it is “unreasonable” for the consumer to rely on the corporation’s skill and judgement).
Division 2A of Part V provides for actions against manufacturers and importers of goods.  The purpose of the division is to place the liability for defects in goods onto the manufacturer rather than the retailer.  The division applies in a case where a manufacturer supplies consumer goods to another person (usually a distributor or retailer) who then supplies them to the consumer.
In summary, division 2A imposes a liability on manufacturers, direct to consumers, for:
•	goods that do not correspond with their description;
•	goods of unmerchantable quality;
•	goods that do not conform to the samples given;
•	goods unfit for the stated purpose; and
•	non-compliance with express warranties.
2.	Contracts Review Act
The Contracts Review Act 1980 (NSW) (CRA) empowers any court to, inter alia, declare a contract void (in whole or in part), or to vary any contract, if it contains a provision the consequences of which would be unjust in the circumstances relating to the contract at the time it was made (emphasis added).  Under the CRA, a court may refuse to enforce a particular clause, declare the entire contract void (in whole or in part) or vary any provision of the contract.
The CRA sets out the matters to be considered by the court, including:
•	whether there is any material inequality in bargaining power;
•	whether the contract was negotiated;
•	whether there are any provisions the compliance with which is unreasonably difficult; and 
•	the educational and economic circumstances of the parties. 
3.	Advertising Code of Conduct
There is no legislation formulating the content requirements of advertisements in Australia; however, the Advertiser Code of Ethics has been adopted by the Australian Association of National Advertisers (AANA) as a means of advertising self-regulation.  The code applies to all forms of advertising and is intended to ensure that advertisements are (among other things) legal, truthful, non-discriminatory, and sensitive to prevailing community standards. 
Adherence to the provisions of the code is voluntary and relies on the cooperation of the individual advertisers.  However, if an individual advertiser refuses either to withdraw the offending ad (or modify it adequately), the Advertising Standards Board (an independent body established to deal with public complaints about advertisements) can, if it determines the advertisement is in breach of the code, refer the offending advertisement to FACTS, which ultimately has the power to withdraw its clearance number, thus preventing the continuation of the advertisement. 
The Australian Broadcasting Authority publishes a code of practice regulating commercial broadcast transmissions including television advertisements.  This code applies to commercial broadcast stations, and a breach of the code can lead to a revocation of a broadcasting license.
4.	Criminal Sanctions to Protect Consumers
	There are various laws applicable in New South Wales that prohibit deceptive or fraudulent conduct, the breach of which gives rise to criminal liability.  It is a criminal offense in New South Wales, for example, for a person to obtain money (or any other valuable thing) by means of deception (s178BA Crimes Act 1900 (NSW))) or by the making or publishing of any statement that is false or misleading (s178BB).  A person in breach of either of these provisions is liable for imprisonment for a period of five years. 
5.	Consumer Protection on the Internet 
Currently, there is no specific legislation in Australia dealing with consumer protection on the Internet; however, the National Advisory Council on Consumer Affairs (NACCA) has issued a paper on Consumer Protection in Electronic Commerce. 
This paper contains a number of key principles, the adoption of which will enhance the benefits of electronic commerce for consumers and business.  A number of the principles overlap with the Internet Industry Association (IIA) Code requirements (discussed below).  The relevant principles include:
Identity and location.  Consumers should be able to establish the identity and location of businesses with whom they deal.  The NACCA requires web site operators to include measures by which a consumer can confirm the identity and contact details of traders, including setting out industry accreditation schemes where a consumer can check with an industry association to confirm the identity and contact details of a member trader.
Clear and comprehensive information.  Consumers should have readily available clear and comprehensive information before and after any purchase of goods and/or services.  This requirement includes setting out the total price of goods (including delivery charges, postage and taxes), how and where complaints will be handled, and parental approval requirements for minors.
Contract terms.  Sellers must state contract terms in clear, simple language.
Confirmed consent.  Sellers should ensure that they receive confirmed meaningful consent from consumers for a purchase of goods and/or services.  This means that consumers must have a reasonable opportunity to confirm purchases online.  NACCA also requires sellers to make reasonable efforts to verify the consumer’s identity.
Payments.  Consumers are entitled to receive clear information about the types of payments that will be accepted by the merchant or the payment provider.  Claims relating to the security of payment methods must be accurate.  Sellers should provide contact details of any regulator or supervisor of online payment systems by providing a hypertext link to a regulator’s web site.
Complaints.  Consumers are entitled to have their complaints and inquiries dealt with fairly and effectively.  Sellers should demonstrate a commitment to handling customer complaints, providing adequate resources for handling complaints and publicizing online the existence of their customer complaint services.
Dispute resolution.  Sellers should provide information to consumers about affordable and effective dispute resolution arrangements, where they are available.
Privacy.  Sellers should adhere to the National Principles for the Fair Handling of Personal Information.  These principles are a voluntary set of information privacy principles.
There also has been an attempt to address consumer protection issues via voluntary industry codes of conduct such as the IIA Code.  The IIA Code applies to ISPs and Internet content hosts.  It contains a number of consumer protection safeguards.  However, the development of a code of conduct has been a less than satisfactory process and to date there has not been agreement as to the content of the code.
B.	E.U.
		
C.	Canada 
		
V.	SELF-REGULATION
	Since the inception of the commercial Internet, the United States and numerous other governments around the world have allowed for the unfettered development of this medium by adopting a “hands-off” approach coupled with industry self-regulation.  Self-regulation is better suited for the Internet than legislation as the diversity and technology of this medium foster an environment that is responsive to market forces.  This medium is truly global in nature, and the technology is changing rapidly with new issues and solutions thereto emerging daily.  Companies at the forefront of the Internet’s development truly appreciate how to address consumer concerns without stifling the growth of the medium.
	For example, advertising practices on the Internet have been addressed by the National Advertising Division and the Children's Advertising Review Unit, both a part of the Council of Better Business Bureaus; the Direct Marketing Association; and the Coalition for Advertising Supported Information and Entertainment (CASIE), a joint coalition of the Association of National Advertisers and the American Association of Advertising Agencies. On a smaller scale, other associations have also been involved, e.g., the Promotion Marketing Association and the International Trademark Association. 
	The transactional category of consumer protection is well suited for a self-regulatory framework. Objective criteria could be defined that companies could follow globally. Generally agreed upon practices in this area would serve to eliminate the legal uncertainty in transactions and could help further instill consumer confidence.
A.	Electronic Commerce Continues To Grow Rapidly
	All evidence continues to indicate that electronic commerce is growing at a unprecedented rate. Countries should be particularly hesitant to enact laws that may disrupt the exponential growth of the Internet, particularly as companies are developing responsible business practices in this medium without regulation. Internet usage continues to increase dramatically, with the number of user computers connected to the Internet having increased in the period from January 1998 to January 1999 from 29 million to more than 43 million. Likewise, revenues from Internet transactions are expected to rise in some estimations to more than $330 billion in 2002 up from $26 billion in 1997. These numbers will continue to grow.  Self-regulation, if successful, is better than legislation to further these goals because the free market should work here. Industry is responding to the challenge:  companies have devoted significant resources to developing well-planned, well-intentioned, and effective self-regulatory privacy principles.  
B.	New Technological Means of Protection
	
VI.	ALTERNATIVE APPROACHES TO AN INTERNET CONSUMER PROTECTION FRAMEWORK
A.	Do Nothing
	One possibility in addressing how to handle jurisdictional/choice of law problems with regard to consumer protection on the Internet is to do nothing and allow the medium to continue to develop under the current legal framework. The Internet continues to grow at an unprecedented pace and, while there exist examples of problems that result from traditional jurisdictional concepts, the tremendous benefits that result from the continued growth of the Internet may outweigh the benefits that would come from a more predictable and uniform framework.
B.	Protections from the Marketplace
Another potential means of developing a global framework for consumer protection on the Internet is to allow marketplace protections to develop.  Governments could promote the development of such solutions, or such solutions may develop without any government intervention as incented by the potential increase in business that will result from consumer confidence in transactions.  
1.	Chargeback
The credit card industry in many ways presents a interesting model of how such a private sector system operates today.  Online shoppers often prefer to use credit cards to pay for their purchases, knowing that they have a baseline of protection in the event a dispute arises.  The value of a trusted brand that is global in scope such as American Express, based in part on the policies and procedures developed by the company to resolve customer disputes worldwide, is magnified in the anonymous, borderless world of cyberspace.
American Express operates a global general purpose credit and charge card network which performs functions essential to the acceptance by merchants of cards issued by the network issuers.  These functions include systems and procedures to authorize and settle card transactions.  As a card issuer, American Express has developed consistent policies worldwide for handling customer disputes, which are grounded in its merchant contracts and the core consumer billing error protections established by the United States Fair Credit Billing Act (the Act).
The Act prescribes a procedure for dispute resolution that protects the consumer against the consequences of fraud and generally balances consumer, issuer, and merchant interests and obligations.  Specifically, when a consumer raises a billing error dispute with the credit card issuer, it must be acknowledged, and the issuer is obligated to conduct a reasonable investigation of the inquiry, resolve the inquiry, communicate the results to the consumer and adjust the account (if appropriate) within two full billing cycles (but not more than 90 days.)
By contract, American Express imposes certain requirements upon merchants that enable it to fulfill its obligation to conduct a “reasonable” investigation of a disputed transaction within the time established by law.  The contract specifies the circumstances under which the merchant may be charged back for the amount of a disputed transaction, including failure to provide American Express with timely and sufficient information about the transaction.  American Express provides its merchants with additional materials explaining the chargeback process, reasons that chargebacks are done and how they can be minimized.
Broadly defined, a chargeback is a financial deduction from a merchant’s account, usually resulting from a cardmember dispute of a charge.  A chargeback may result from a number of situations, including an unauthorized charge, or a claim that the cardmember did not receive the goods or services or that they were defective or were not as described.
While U.S. law requires American Express and others to institute these practices, as a card issuer, American Express has adopted a policy of applying them consistently outside the U.S. as well.  If a cardmember outside the U.S. is afforded more protection under local law, American Express complies with that law.
Within this overarching policy, American Express is implementing special rules to deal with Internet charges:
	American Express will charge back a merchant selling goods delivered physically (e.g., clothing, books), if the goods are not shipped to the cardmembers’ billing address and signed for by the cardmember or an authorized representative, and the cardmember disputes the charge because the goods were not received or the charge was unauthorized.  This rule was adapted from a similar rule of American Express regarding mail and telephone orders.
	American Express will immediately charge back a merchant selling goods or services delivered electronically (e.g., software, images) if a cardmember disputes the charge (for example, claiming it was unauthorized).  American Express has adopted this approach for business and policy reasons.  First, processing an inquiry is costly and not justified by the usually small dollar amount of these transactions.  Second, an immediate chargeback for these types of purchases provides an incentive for the merchant to exercise greater care in authorizing such transactions.
American Express’ policy also states that it will not enter into a contract with specified categories of merchants, such as online gambling establishments or those engaged in an illegal business.  This policy, which applies worldwide, is intended to limit exposure to high-risk businesses as well as to protect its online customers.
American Express also strongly encourages online merchants to display the following information on their websites:
	Accurate description of goods and services
	Type of currency in which the transaction is conducted
	E-mail address and phone number for customer service inquiries/disputes
	Merchant return/refund policy
	Description of delivery policy (e.g., no C.O.D.)
	Description of security measures used to safeguard transaction data
	Statement of known export restriction, tariffs
	Country in which the merchant is domiciled
	A privacy statement regarding the type of personal information the merchant collects and how it is used, as well as how to decline having information used for marketing purposes.
Recently, American Express instituted an online guarantee to assure its cardmembers that the they will not be held responsible for unauthorized charges online when they use the American Express Card.
Also, in 1998, as part of its overall consumer protection policy, American Express posted a comprehensive Internet Customer Privacy Statement on its website (www.americanexpress.com) which is accessible through a link at the bottom of each page. This statement describes the company’s online information collection and use practices, and provides users with an online form which they can use to set, review or change their e-mail marketing preferences.
Finally, American Express has instituted an online guarantee to assure its cardmembers that the cardmember will not be held responsible for unauthorized charges online when they use the American Express Card.
2.	Merchant Agreement
	Another example of how solutions will develop in the marketplace is seen in America Online’s (AOL) “Certified Merchant” program.  AOL’s “Certified Merchant” program is designed to protect AOL members by offering the best possible consumer transaction experience.  AOL carefully selects the merchants AOL allows in this program; as of spring 1999, AOL’s Certified Merchant program had 152 participants.  All AOL Certified Merchants must adhere to rigorous consumer protection standards.  Prominently displayed in the AOL shopping site is the following guarantee:
	Our merchants have been carefully selected because they are able to provide you with the best shopping experience possible.  AOL has set a standard for what online customer service should be, and we require that all of our Certified Merchants meet or exceed this high level of service.  Here are the criteria that our merchants have to meet in order to become certified and to display the America Online Certified Merchant Seal.
	1.	Post complete details of their Customer Service policies, including:  Contact Information, Shipping Information, Returns Policies, and Guarantee Information.
	2.	Receive and respond to e-mail within one business day of receipt.
	3.	Monitor online store to minimize/eliminate out-of-stock merchandise.
	4.	Receive orders electronically to process orders within one business day of receipt.
	5.	Provide the customer with an order confirmation within one business day of receipt.
	6.	Deliver all merchandise in professional packaging.  All packages should arrive undamaged, well-packed, and neat, barring any shipping disasters.
	7.	Ship the displayed product at the price displayed without substituting.
	8.	AOL’s Certified Merchants have agreed to abide by AOL’s privacy policy.  To read AOL’s privacy policy, click here.
	Such responsive and clearly stated principles for all online merchants will help bolster consumer confidence and encourage the development of the global electronic marketplace.  By posting these notices in AOL’s shopping areas, AOL ensures that both consumers and merchants have notice of the rules involved and details of the enforcement mechanisms, which help foster consumer trust and merchant responsiveness.  
	Besides posting the Certified Merchant standards, AOL also recognizes that it can facilitate its members’ efforts to reach the merchants when they have inquiries or problems.  To that end, AOL has created a monitored email box where members can mail their comments, questions and issues.  When necessary, AOL will work directly with the merchants to ensure inquiries are responded to and resolved.  And, in  December 1998, AOL initiated Live Shopping Support by establishing a toll-free phone number to assist members while shopping on the Service.  AOL enhanced this service in January 1999 when it added Live Online Support, a private online chat with a live customer care consultant ready to assist the customer online.  AOL is  working on making this feature available to its merchants through AOL as well. 
	AOL also encourages its merchants to solicit feedback from their customers’ online experiences. To help facilitate this important source of consumer information for its merchants, AOL has entered into a relationship with an independent online customer satisfaction survey company, BizRate.com, that enables the merchants to offer satisfaction surveys (available to merchants at no cost) to AOL members.  AOL’s Shopping Customer Service area provides a link to BizRate.com’s web site (www.BizRate.com), where members can find merchant ratings based upon actual consumer input.  AOL members are able to view consumer-generated information about any store currently offering the surveys. 
	AOL’s Certified Merchant program not only puts its partners on the line in terms of assuring its members have a positive shopping experience, but AOL has also made its own set of confidence-building commitments to its members interested in shopping through AOL.  Borrowing from the models developed by more traditional shopping intermediaries, credit card companies like American Express, AOL has developed a guarantee program associated with the Certified Merchant program that that puts the AOL brand behind a member’s purchases through the program.  Just as credit card companies will assist a member in resolving a dispute about a product purchased with a credit card, so too will AOL assist a member in resolving a dispute regarding a purchase made from a Certified Merchant through the AOL service.  While AOL requires our Certified Merchants to offer return policies, if necessary AOL will intervene to assist in the resolution of a dispute relating to an online purchase made through AOL with one of the Certified Merchants.  AOL has also outlined this commitment to its members online:  
For your protection, all AOL Certified Merchants offer return policies that are backed up by AOL's money-back guarantee.  If, for any reason, you are not satisfied with your purchase, please contact the merchant through the store's Customer Service area.  To view each Certified Merchant's satisfaction guarantee and customer service policies, go to Shopping Customer Service.  If, after contacting the merchant, you do not get a satisfactory resolution that is consistent with the store's posted customer service polices, then outline your complaint and notify our Customer Service Help Desk at screen name: MARKETMAIL, and we will intervene on your behalf to assist you in obtaining full satisfaction from the merchant.  Should any AOL Certified Merchant not comply with its return policy as stated in the merchant's Customer Service area, then AOL will provide you a refund for the full purchase price.  To read more details about Merchant Certification, click the “Certified Merchants” button on the left.
	And finally, to ensure that all who want to buy online feel comfortable doing so, AOL has also developed a money-back guarantee program to dispel consumer concerns about shopping online and increase consumer trust in this powerful new medium.  AOL has also made this information easy to find online:  
	Every time you shop with any of AOL's Certified Merchants, you are protected against liability in the unlikely event of credit card fraud; simply follow your credit card company's reporting procedure.  AOL will reimburse you up to $50 for any remaining liability for unauthorized charges.  When you think about it, AOL offers a level of safety and security not available at your local mall.
	Since the creation of AOL's shopping area, and the inception of our Guarantee in October 1996, the Shopping Channel has never received a report of a credit card that was compromised during a shopping transaction with Certified Merchants on AOL.
AOL constantly reviews this Certified Merchant program and revises the standards at least annually to ensure that the practices and obligations for merchants reflects best practices for online merchants based on the most current experience.  
	The kind of program that AOL has developed raises important questions for governments relating to the role of intermediaries between merchants and customers to develop not only best practices, but also dispute resolution.  Intermediaries, such as ISPs, portals, web site hosts, credit card companies and other participants who are in some way involved in the consumer’s purchase but are not either the vendor or the purchaser, have vested interests in fostering consumer trust and protection on the Internet and expanding the reach of e-commerce.
	A similar approach to the certified merchant program is being implemented in the area of Internet privacy by IBM, Microsoft, Intel, Disney and others companies.  These companies are using their market strength to encourage companies to post privacy policies.  The companies have stated that they will not advertise on sites without adequate privacy practices.
C.	Law of the consumer/Law of the merchant
One approach to addressing jurisdictional issues with regard to Internet transactions that has been set forth by consumer groups as well as various governments is to follow the law of the consumer for all transactions. Applying the law of the consumer to a transaction could prove unworkable for businesses, requiring them to be familiar with and comply with the laws of every jurisdiction that a consumer who transacts business with them may reside.  As such, applying the law of the consumer to a transaction automatically could be detrimental to the international development of this powerful new medium. 
For example, often times, a business does not know from where a consumer come and thus has no knowledge of the consumer’s jurisdiction. Companies would then, depending on the jurisdiction of the consumer, be required to conduct an analysis to determine the legal obligations within the consumer’s jurisdiction for conducting the transaction.  Analysis of every transaction in varying jurisdictions would be very expensive, and could result in increasing the price to the consumer or limiting of the merchants offering altogether.
Another potential outcome is that merchants will offer their products over the Internet only to consumers in limited jurisdictions.  Many companies currently are placing such restrictions on their transactions. Such a result would limit the number of international transactions outside of the United States, the very market that is new and where much of the future growth is predicted.
	Alternatively, some businesses are suggesting that the law of the merchant be followed.  This is the approach currently being set forth by the Global Business Dialogue on Electronic Commerce. The American Advertising Federation and the International Chamber of Commerce also propose a similar approach. 	The American Advertising Association suggests this approach in its comments to the Federal Trade Commission on Consumer Protection submitted for the workshop on [July ___ & ___, 1999]  The International Chamber of Commerce released its [guidelines for Internet advertising on ____]  The AAF proposes that advertisements should be governed by the law of the country of origination.   Under this approach, the consumer protections laws of the jurisdiction of the merchant would apply to all transactions.  This approach is unlikely to garner the support of consumer advocates or governments outside of the United States. For example, in the European Union, it is illegal for merchants to defer by contract or otherwise to a law other than that of the consumer’s jurisdiction. Additionally, a law of the merchant approach could encourage “shopping” by merchants to locate in jurisdictions with legal frameworks favorable to their businesses.  Examples of forum shopping in the Internet context are already seen with regard to issues more focused on content, such as pornography and gambling.
D.	Harmonize
	Another potential solution will be one that does not apply either the law of the consumer or the merchant, and instead identifies various common principles of consumer protection law that would govern all transactions that occur over the Internet regardless of where the location of the consumer or merchant.  Such an approach that would harmonize differing laws would essentially establish a uniform law of consumer protection for Internet transactions.  Harmonization could occur through formal governmental mechanisms, such as through treaties or bilateral agreements, or through less formal self-regulatory frameworks.
	1.	OECD
	The Organization for Economic Cooperation and Development (“OECD”) is an international organization consisting of nations.  The OECD creates guideline and principles that member countries use to create harmonized national laws.   In 1998 and 1999 the OECD undertook to develop guidelines for consumer protection on the Internet. These guidelines represent a first step towards defining harmonized law in the area of consumer protection.  While the guidelines do not set out detailed standards for consumer protection, they do provide general guidance to member countries for the substantive consumer protections that should provide protections to their citizens.  With regard to concepts of jurisdiction the principles state that at a minimum that the “consumer is not deprived of the essential elements of consumer protection taking into account the protections commonly available in the member countries.”   	At the time of this draft the principles were not yet final.  This allows for flexibility by not mandating that individual countries consumer protection laws apply to the Internet and recognizes that new alternatives to the traditional types of national governance may be most appropriate for Internet transactions.  
	2.	Treaty
	Of course, there always exists the possibility of negotiating a treaty that would harmonize the consumer protection laws of all signatories to the treaty.  This approach has been disfavored in this area as treaties generally can take very lengthy periods of time to negotiate and implement.  Such a time frame is not particularly well suited for the rapidly evolving and changing Internet.  In addition there does not exist a treaty in the area of consumer protection in the non-Internet context, thus further bringing into question the feasibility of such a treaty.  
	One way of achieving a result similar to that of an international treaty would be through a series of bilateral or multilateral agreements in which countries could agree to abide by  specific consumer protection laws.  The United States has entered into several agreements with other countries to allow the Internet to continue to develop unfettered by regulation. Bilateral agreements could also agree to defer to self regulatory frameworks for Internet consumer protection.
3.	Private codes of practice supported by third-party seal program
	Such codes could either exist without legislation being enacted or could be permitted through the enactment of “safe-harbors.” The framework developing for Internet Privacy provides an example of how such a framework would work.  Currently in the United States a self-regulatory framework for Internet privacy exists.  This framework was developed by industry through the Online Privacy Alliance, a group of industry leaders and implemented through BBBOnLine and TrustE.    Unlike in the United States, privacy in Europe is governed by statute through the European Data Directive. The European Union, through the development of a safe-harbor, provides for companies that comply with self regulatory codes that are in compliance with the safe harbor principles to themselves be deemed compliant with the Data Directive. With regard to online privacy, to the extent that BBBOnLine integrates the substance of the safe harbor principles into its program, a company could be granted the Better Business Bureau OnLine’s privacy seal and be considered compliant with both United States and European Law.  A company that follows the guidelines would thus be in compliance with the law of the United States and all of the member countries of the European Union, that collectively make up the great majority of Internet traffic and transactions.
	E.	Deference by local courts to choice of law/forum provisions in
		online consumer contracts where the law chosen has a baseline
		of consumer protection
The preceding sections of this paper have demonstrated that any attempt to impose before-the-fact one-size-fits-all consumer protection rules will raise intractable (and divisive) policy and legal issues.  All of the countries of the world have an interest in seeing global e-commerce flourish, but blanket rules will never satisfy every nation—and harmonization will take too long to be practicable in the fast-moving world of the Internet.  Multiple legal regimes will unquestionably continue to exist and to have application to e-commerce.  The goal should be both to balance state interests and facilitate e-commerce by protecting private sector initiatives.
The “problem” of Internet adhesion contracts suggested above in Section I.C may in fact contain the kernel of a possible solution.  Where (a) the choice of law and forum applicable to a consumer's entry into (or purchase from) a particular e-commerce site has been clearly disclosed, (b) a convenient forum for disputes (both from the consumer's perspective and the site's perspective) has been chosen by the site and disclosed to the consumer, (c) the law chosen provides reasonable, baseline, consumer protections, and (d) the consumer has made a decision to contract with the site, the local court of the consumer's country (assuming it is different from the vendor's chosen forum) should defer to the choice of law and forum that has been made by the contracting parties.  In situations in which the conditions listed above prevail, the choice of law/forum clause to which the consumer has agreed cannot reasonably be found to be “unfair,” “unconscionable,” or violative of fundamental public policy.  Accordingly, no local court should override such choice of law/forum clauses; the contract between the vendor and consumer that is formed under these conditions (even though drafted by one party) should be enforced.
(The foregoing assumes that consumer-vendor disputes arising from fraudulent activities on the part of the vendor should be remediable under law local to the consumer.  Fraud should always be subject to the enforcement power of the country in which the consumer resides. This further assumes that consumer-vendor disputes that substantially affect the interests of third parties (like disputes over contracts to sell illegal goods) should be subject to the authority of the consumer's local jurisdiction.  Public policy relating to the protection of third parties should be allowed to override the end user's contractual choices.)
The suggested solution has a number of components.  First, the law to be applied to the contract and the choice of forum will need to be disclosed clearly to the consumer.  Just as a consumer is currently assumed to know when he or she has gone physically to England that the laws of England will apply to his or her actions or transactions, a consumer should have some roughly equivalent awareness that he or she has “gone” to another country in dealing with a web site that has chosen English law.  This will require clear disclosure of the applicable law or forum to the user.  Just as countries now accede to the “choice of law” made through physical travel, local courts should defer to meaningful choices of law made by consumers as they travel across the Internet.  
Second, choices of law and/or forum should not be enforced by local courts if they were made by the site in an attempt to frustrate reasonably convenient access to a neutral forum for adjudication.  As the Supreme Court found in Carnival Cruise, where the forum selected is adequately convenient for the consumer and the vendor, no unfairness or unconscionability can have taken place.  In the context of the global Internet, an online forum may be the most appropriately convenient forum for both sides to a transaction.  An immediate first step towards the structure proposed above would be to facilitate, accredit, and sponsor reasonably-administered online dispute resolution forums.
Such online forums would likely need to possess the following minimum characteristics in order to be considered reasonable:  
·	provision of reasonable notice to the parties that their dispute will be heard by the forum;
·	publication of a clear description of its procedures; 
·	provision of a reasonable opportunity to be heard through the presentation of argument and evidence, and the offering of evidence in explanation or rebuttal;
·	decision making by a neutral; and
·	publication of a written statement of the reasons for any decision.   
Third, the law chosen by the site (and adequately disclosed to the consumer) should be deferred to by a local court only if it provides reasonable, baseline, consumer protections.  This element of the proposal should not be understood as a proxy for harmonization.  The question presented to the local court will not be “does country X provide every single protection that my country's law does,” but rather “does country X have the minimal consumer protection characteristics that a legal regime should have in order for its law to be deferred to when chosen in a contract between a vendor and a consumer.”  Such characteristics could include enforcement of the legal concept of unconscionability, pursuant to which abusive or unreasonable clauses that are so one-sided that no reasonable online consumer would agree to them will not be enforced.
Provided that this key characteristic exists, the local court should be comfortable deferring to the chosen law.  After all, the interests of the local court (or local jurisdiction) derive from those of the consumer.  As long as this minimal characteristic is in place, the consumer is “fairly” and “conscionably” protected.  If the consumer has made a meaningful choice of a reasonable body of law (within an environment in which there are many choices of law to be made for each good or service), the consumer's choice of law should be respected.  
	Fourth, the consumer's choice of law election must be meaningful. It must have been made within an atmosphere of actual choice.  The Internet presents, in ever-increasing diversity, actual choices to consumers.  An Internet user has all the time in the world to comparison shop on a global scale.  Users have access to unparalleled amounts of information from third parties about the bona fides of the sites with which they are planning to deal.  It is highly probable that sites will shortly begin to compete to offer the contractual terms (including choice of law/forum terms) that consumers want.
The solution suggested above promotes the interest of all countries in the protection of e-commerce, encourages predictability for all parties concerned, and protects commercially-reasonable expectations.  Local consumer advocates and consumer protection agencies need to understand that their constituents' interests are not inherently injured by enforcing choice of law and forum clauses that choose a foreign law.  Internet users are not “forced” into contracts where they have an opportunity to negotiate and a range of choices between and among vendors, and the choice of law and forum clauses so chosen by consumers should be deferred to under these conditions.

