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The Internet See George S. Machovec, Telecommunications, Networking and Internet Glossary 56 (1993) (defining Internet as “[t]he collection of networks that connect government, university, and commercial agencies … any set of interconnected, logically independent networks”); see also CompuServe, Inc. v. Patterson, 89 F.3d 1257, 1260 n.2 (6th Cir. 1996) (defining the Internet as “[t]he world’s largest computer network, often described as a ‘network of networks.’”) (citations omitted); Inset Sys., Inc. v. Instruction Set, Inc., 937 F. Supp. 161, 163 (D. Con.. 1996) (defining “[t]he Internet [as] a global communications network linked principally by modems which transmit electronic data over telephone lines”). is no longer a novelty.  Thousands of businesses are moving online each day hoping to stake their claim to Internet fortunes.  Millions of individuals, in every corner of the world, are logging on each day seeking information, communicating ideas, and transacting business.  A working knowledge of the Internet and experience in using it are now essential to conducting business.  

It is our obligation, as attorneys, to identify the perils of our clients' businesses and advise them accordingly.  There are a panaplea of online issues that are foreign to most lawyers.   While these lawyers would willingly help a client open a storefront, they would not be comfortable if that storefront was part of the opening of an "e-store" on the World Wide Web.
Counsel must familiarize themselves with the technological underpinnings of how the Internet operates and how the use of it for commerce may present new and sometimes complex liabilities.  This article will provide an overview of Internet terminology, the driving technology and an introduction to a few of the legal pitfalls that lawyers need to be aware of as their clients begin to conduct business online.
Introduction and Internet Terminology
The term Internet is used to describe a worldwide group of connected networks that allow the public to access information and services.  A computer network is a group of computers connected by communications equipment and software for the purpose of sharing information among colleagues.  Most attorneys that have computers in the workplace use a network.  While each of the networks that make up the Internet is owned by a public or private organization, no single organization or government owns or controls the Internet.

The Internet began in 1969 as a network of four computers located at the University of California at Los Angeles, the University of California at Santa Barbara, the University of Utah, and the Stanford Research Institute.  The U.S. Department of Defense funded the initial work through an entity known as the Advanced Research Projects Agency or ARPA.  The ARPA Network, or ARPANET, was designed to be a decentralized system with the ability to re-route communications in the event of an attack on an individual section of the network.
In the 1980s, the National Science Foundation, the scientific and technical agency of the federal government, expanded ARPANET to connect computers around the world.  The Internet, which included electronic mail, exhibited slow but steady growth until 1994 when the World Wide Web was introduced.  The World Wide Web or "the web", which is the graphical user interface to the Internet, prompted the phenomenal growth in both the size and use of the Internet.  The uses of the Web, once limited to military and educational endeavors, expanded to business and residential use and stands as the future of commerce.  

	How the Internet Works

The Internet operates by taking data, breaking it up into separate parts called packets, and sending the packets along available routes to a destination computer.   Unlike a phone line, which monopolizes a continuous open wire (through many intermediate locations) throughout the duration of a telephone call, the packet switched network uses available wire space for only fragments of a second as it transfers a digital message in one direction.  The data might be an e-mail message, a web page, a sound clip, a video stream or a document.  

Each packet contains the data, its origin, destination and the sequence of information needed to reassemble the data once it is received at the destination.  These packets can and do travel very different routes on their way to the destination.  For example, the first packet of an e-mail message sent from New Jersey may travel across the telephone line, over thousands of miles of wire, through different countries, or even into space through a satellite, on its way to a destination in Florida, while the second packet may travel directly along the coastline over a fiber-optic cable arriving at the Florida destination before the first packet.  Both transmissions take place in a matter of seconds.  

To connect to the Internet or "the net", businesses and individuals purchase access from Internet Service Providers ("ISPs") or Online Service Providers ("OSPs").  ISPs deliver access to the network in various ways.  Some ISPs include large telecommunications companies like AT&T and MCI, national ISPs like Netcom and PSINet, local ISPs, and cable television companies like ComCast.  OSPs deliver access to the net and provide proprietary content organized in an easy to use format.  Some OSPs include America Online, Prodigy and MSN.  All of these ISPs and OSPs own or lease a connection to the network.

Today the most common way for individuals to connect to the Internet is through dial-up phone service.  But the speed and clarity of traditional telephone lines is limited.  To provide faster and better access, individuals and businesses can connect using digital subscriber lines ("DSL"), Integrated Service Digital Network (“ISDN”) lines, dedicated T1 or T3 leased lines, or cable modem access.  Each of these transfer mediums provides different levels of speed and data capacity known as "bandwidth."  They also vary significantly in cost.  The greater the bandwidth, the faster large amounts of information can be retrieved and sent.  As bandwidth increases, more and more opportunities to transact business online will become available.
Once connected, the users need to be able to find the content they are looking for and the content providers need to find a ways to get content to the users.  To do this, network users follows a common set of rules known as Internetworking Protocol ("IP").  Simply put, IP assigns every computer on the Internet an address made up of a series of four numbers between 0 and 255  (i.e. 255.255.100.1).  Using these numbers, one computer can contact and communicate with any other computer on the Internet and share data.

IP numbers or addresses enable a computer host to locate a remote computer.  Assignment of IP addresses to users was the responsibility of the Internet Assigned Numbers Authority (“IANA”).  IANA is a private entity with ties to international standard-setting bodies.  IANA delegates the administration of IP address applications and registrations to both government and private commercial bodies.

The Internet Corporation for Assigned Names and Numbers ("ICANN") is the new non-profit corporation that was formed to take over responsibility for the IP address space allocation, protocol parameter assignment, DNS management, and root server system management functions now performed under U.S. Government contract by IANA and other entities.  Part of ICANN's responsibility is to address conflicts between domain names and trademarks.

The international addressing of networked computers on the Internet is a database, known as the Domain Name System ("DNS") that associates IP addresses with easily remembered alphanumeric.  These designations, know as "domain names," are typically based upon a four level naming system consisting of a top-level domain, a second-level domain, a third-level domain, and a fourth-level domain. The top-level domain consists of either a two-letter international country code or a generic top-level domain consisting of a three-letter code: COM, ORG, NET, EDU, MIL, or GOV.  Second-level domains consist of up to 22-character words, which can include a single symbol, and refer to specific organizations like McDonalds in “mcdonalds.com.”  Third-level and fourth-level domains refer to a local network computer within an organization’s Internet server.  Third and fourth level domains are often replaced with “www” to indicate World Wide Web.

The seven generic international top-level domains were originally intended to represent differentiated market segments. The .COM domain was intended for use by commercial businesses, .NET was focused specifically for network or Internet service providers, .ORG was meant for non commercial organizations, .EDU was designated for four-year degree granting educational institutions, and .MIL is for the military, .GOV is reserved for government entities.
  Currently, the .COM domain is the most widely used generic top-level domain in the DNS.   Since 1992, Network Solutions, Inc. (“NSI”) Network Solutions, Inc. ("Network Solutions") is a private company which performs the function of registering Internet domain names.  “It is currently under contract with the National Science Foundation ("NSF") and is the leading registrar of domain names.  It is the only organization which is permitted to register domain names ending in ".com", ".org", ".net", ".edu" or ".gov." It registers over 100,000 new domain names each month, approximately one every 20 seconds.”  Academy of Motion Picture Arts and Sciences v. Network Solutions Inc., 989 F.Supp. 1276, 1277 (C.D. Cal. 1997). has carried out the registration and administration of the DNS for the .COM, .ORG and .NET generic international top-level names.  Through a five-year contract with the National Science Foundation, that has been extended several times, NSI registers domain names on a first-come first-served basis for commercial and non-commercial entities all over the world.  NSI operates a subsidiary, known as InterNIC, which is responsible for the actual registration of names and maintenance of the DNS.  Very soon, ICANN will open the domain name registration market to worldwide competition and NSI's control over the DNS will inevitably dwindle.

With a system of Internet addressing in place, software was created to make the Internet easier to use by building in a graphical user interface.  This model, developed by Tim Berners-Lee of Switzerland, has now become the basis for the World Wide Web (the "Web").  The Web uses a system of linking or "hyperlinking" to allow a user to quickly move from one document or web site to another, regardless of whether the documents are located on the same computer, on different computers or in different countries.  A web page is a "hypertext" document that is contained on a computer connected to the Internet known as a "web server."  This document may contain text, graphics, video, sound or links to other documents. 

Web pages are created using Hypertext Markup Language ("HTML"), which is a set of special instructions called "tags" or "markups" that layout how the page is displayed and specify links to other documents.  HTML allows web page developers to incorporate graphics, animation, audio, video, databases and plug-in or helper applications.  HTML also allows for hidden commenting known as “metatags.” Metatags were designed to allow web page designers to describe the programmed code or list hidden instructions to facilitate later changes.  This concept is borrowed from traditional computer programming.

While the reader may now have a better understanding of what the Internet is, he or she may not understand how to navigate it.  Once a connection is made the user must communicate with the web server to download web pages and view them.  Web browser software ("browser") is software that interprets and displays web pages and enables the user to hyperlink to other web pages.  Common browsers include Netscape Navigator and Microsoft Internet Explorer.  

Browsers retrieve web pages by using a Uniform Resource Locator ("URL").  A URL is an address that points to a specific resource on the Internet.  All web page URLs begin with "http://," which stands for "hypertext transfer protocol," the communications standard used to transfer documents on the web.

Web browsers keep track of web pages viewed through the use of a history list, A history list records the web pages a user has viewed during his or her time online.
 bookmark list, A bookmark consists of the title of a web page and the URL and is stored for the purpose of helping the user find his or her favorite web sites at a later time. or Internet "cookie."  Unlike a history list or bookmark, which are designed to assist the user, a cookie is used to assist the web servers and content providers by giving them information about the user.  A cookie is a file on the user's computer that can be and is accessed by web sites that a user visits.  With each visit, the web server deposits information in the cookie file about that visit and that information can later be used to personalize information for the user.   Web servers now have the ability to: 1) customize web site content on a person by person basis; and 2) gain valuable information about its users.   Although a browser can not, alone, provide the hosting web site with personal information, the cookie will reveal that the surfer had previously visited the site, and will reveal the web pages that the surfer viewed.  If, and only if, the user provides the site with personal information, such as by answering questions or filling out a form, does the site have personal information.  A valuable marketing research asset is created when this personal information is coupled with the surfer's viewing habits, obtained from cookies.

One of the keys to navigating the web is the use of "search engines" and "web portals."  Search engines and portals provide services to web surfers in an attempt to attract masses to their web sites.  The concept of a search engine or portal is that individuals use these sites as a starting point to navigate the vast information available online.  Common portals include www.aol.com, www.lycos.com, www.altavista.com, www.yahoo.com, www.netscape.com, www.msn.com, and www.excite.com.  These web sites not only provide news and information about what's on the web, but also allow its visitors to search a directory or database of internal information as well as external links to other web sites indexed by keywords and topics.

When searching the Internet for content, search engines review and often analyze the HTML code of each web site to develop a profile of searchable keywords that they later index.  By using metatags, web site creators can specify the keywords that they would like indexed by the search engine.  Metatags may include multiple listings of the selected keyword.  For example, a pornography site may use a metatag such as “sex, sex, sex, sex, …,” while a software distributor may use a metatag listing the trademarks “Microsoft, Adobe, Netscape, Windows, etc..”

What are firewalls and encryption technology?  The term firewall comes from the world of real space in which walls are constructed to shield a room from a fire started in an adjoining room.  A network firewall is a combination of hardware and software configured to prevent outsiders from accessing and using a computer network and any other resources connected to that network.  

Encryption technology is software that is used to encode files and data so that, even if accessed by an intruder, it cannot be read or viewed by anyone other than those with the keys to decode the message.  These technologies are the means of protecting information as we move to, from and on the Internet.  As discussed above, businesses have a need to protect information online.  While there should be little fear that content or messages will be intercepted while in route, information remains vulnerable at both the source and at the destination.  The use of encryption should help to ease the fears of those not comfortable with conducting business on the Internet.

"Digital signatures" are a specific use of encryption that allows one party to an e-communication or e-commerce transaction to verify the accuracy and authenticity of an electronic transmission.  A digital signature is essentially an electronic substitute for a manual signature.  This digital signature, however, is nothing like a handwritten signature in that it is not a graphic of a handwritten signature or a typed signature.  Digital signatures are used to verify that the item or communication received was the item or communication sent. 

All of this technology is combined on the Internet to allow users and businesses to engage in commercial activity.  Because all Internet technology is new, a new form of commerce is being developed.  E-Commerce, or electronic commerce, involves all of the risks and benefits of traditional commerce complicated by the use of computer and communications technology.

	E-Trademarks

A name can be and often is the most valuable asset a company owns.  This value does not exist purely because the name is unique, interesting or catchy.  Associating that name with the reputation and good will of an individual, a company or a product creates this value.  In today’s world of digital communication and electronic commerce, brand image and name recognition has become essential to success.  The introduction of the Internet to the commercial world has left many organizations scrambling to make their mark in cyberspace.

Domain names become increasingly difficult to obtain with each passing day. Many businesses large, small, young and old are reserving names identical or similar to their trade names, trademarks, service marks, products and endorsements.  Each domain name is unique.  Once a name is reserved the rest of the world is precluded from using that name on the Internet. See Thomas v. Network Solutions, Inc., 2 F.Supp.2d 22, 26 (D.C. Cir. 1998). (“The series of letters and numbers to the left of the period is called the "second level domain name," and it is unique to the individual user.”).  If the Domain Name System was an ideal system for commercial exploitation, then every trademark owner would be able to have a domain name identical to its trademark. See Lockheed Martin Corp. v. Network Solutions, Inc., 985 F.Supp. 949, 967 (C.D. Cal. 1997).  This is not the case.


This brings us to the disputes over trademarks.  Network Solutions implements domain name registration procedures allowing names to be reserved on a first-come first-served basis without any verification regarding trademark rights that may exist for the words in the domain name. NSI registers domain names on a first-come, first-served basis for a $75 registration fee.  NSI does not make a determination about a registrant's right to use a domain name.  Panavision International v. Toeppen, 141 F.3d 1316, 1317 (9th Cir. 1997).  (“However, NSI does require an applicant to represent and warrant as an express condition of registering a domain name that (1) the applicant's statements are true and the applicant has the right to use the requested domain name;  (2) the "use or registration of the domain name ... does not interfere with or infringe the rights of any third party in any jurisdiction with respect to trademark, service mark, trade name, company name or any other intellectual property right";  and (3) the applicant is not seeking to use the domain name for any unlawful purpose, including unfair competition.”).
  As a result, many names were registered by entities that did not have trademark rights to those names.  Many trademark owners were slow to register their trademarks as domain names and others, known as "cybersquatters," registered the names first holding these unique names as ransom.  In reaction to this cybersquatting, trademark owners brought suit for violations of their rights under U.S. trademark laws. Data Concepts, Inc. v. Digital Consulting, Inc. 150 F.3d 620 (6th Cir. 1998), Panavision Intern., L.P. v. Toeppen, 141 F.3d 1316 (9th Cir. 1998), Dow Jones & Co., Inc. v. WSJ Inc., 133 F.3d 906 (2nd Cir. 1998), Cybersell, Inc. v. Cybersell, Inc., 130 F.3d 414 (9th Cir. 1997), Toys “R” Us, Inc. v. Feinberg --- F.Supp.2d ---, 1998 WL 758600 (D. Colo. 1998 ), CIT Group, Inc. v. Citicorp, 20 F.Supp.2d 775 (D.N.J. 1998), Playboy Enterprises, Inc. v Welles, 7 F.Supp.2d 1098 (S.D. Cal. 1998), Oppedahl & Larson v. Network Solutions, Inc., 3 F.Supp.2d 1147 (D. Colo. 1998), Thomas v. Network Solutions, Inc., 2 F.Supp.2d 22 (D.D.C. 1998), Avery Dennison Corp. v. Sumpton, 999 F.Supp. 1337 (C.D. Cal. 1998), Jews For Jesus v. Brodsky, 993 F.Supp. 282 (D.N.J. 1998), Interstellar Starship Services, Ltd. v. Epix, Inc., 1998 WL 117929 (D. Or. 1998), Intermatic Inc. v. Toeppen, 1998 WL 102702 (N.D. Ill. 1998), Academy of Motion Picture Arts and Sciences v. Network Solutions, Inc., 989 F. Supp. 1276 (C.D. Cal. 1997), SecuraComm Consulting, Inc. v. SecuraCom Inc., 984 F.Supp. 1331 (D. Or. 1997), Lockheed Martin Corp. v. Network Solutions, Inc., 986 F.Supp. 253 (D. Del. 1997), Hasbro Inc. v. Clue Computing Inc., 994 F.Supp. 34 (D. Mass. 1997), Juno Online Services v. Juno Lighting, Inc., 979 F.Supp. 684 (N.D. Ill. 1997), Planned Parenthood Federation of America, Inc. v. Bucci, 1997 WL 133313 (S.D.N.Y. 1997), Digital Equipment Corp. v. AltaVista Technology, Inc., 960 F.Supp. 456 (D. Mass. 1997), Zippo Mfg. Co. v. Zippo Dot Com, Inc., 952 F.Supp. 1119 (W.D. Pa. 1997), Giacalone v. Network Solutions, Inc., 1996 WL 887734 (N.D. Cal. 1996), Inset Systems, Inc. v. Instruction Set, Inc., 937 F.Supp. 161 (D. Conn. 1996), MTV Networks, a Div. Of Viacom Intern., Inc. v. Curry, 867 F.Supp. 202 (S.D.N.Y. 1994).
  The results have been far from uniform.

Concerned parties around the world have turned to the structures used to administer the Domain Name System (“DNS”) as a source of relief for these constant disputes.  However, because the Internet has no centralized regulating body Lockheed Martin Corp. v. Network Solutions, Inc., 985 F.Supp. 949, 967, 44 U.S.P.Q.2d 1865 (C.D. Cal. 1997) (“The Internet is not a single entity.  It is a highly diffuse and complex system over which no entity has authority of control.”)
, procedures for making changes to the system of issuing, monitoring and regulating domain names is tedious and unproductive. The Requests for Comment are a series of technical memos, started in 1969, about the Internet.  The focus on network protocols, procedures, programs and concepts, but many include meeting notes, opinions and occasional humor.  See Oppedahl & Larson v. Network Solutions, Inc., 3 F.Supp.2d 1147, 1150 (D. Colo. 1998).


Whether or not a domain name will carry the same value tomorrow as it does today is a question that this article will not attempt to answer.  However, it is not disputed that a domain name can and does carry significant and measurable value, especially when it is used to trade on the good will and reputation of another. 

	Trademarks

A trademark or service mark is a distinctive word, phrase, symbol, or design, used individually or in combination by an organization to identify and distinguish the origin of their goods or services from those made or sold by others. Under the Lanham Act, 15 U.S.C. § 1127, a trademark is defined as: “any word, name, symbol, or device, or any combination thereof [used by a person] to identify and distinguish his or her goods, including a unique product, from those manufactured or sold by others and to indicate the source of the goods, even if that source is unknown.”  An underlying principle of trademark law is the protection of consumers by preventing confusion or deception.  Trademark owners possess both the right to prevent others from using the same or like mark and the ability to lead consumers to their products or services while avoiding similar ones that may be of a different quality.

Trademark law provides protection to a symbol, word, name, or device that is adopted and used by a merchant to identify his goods and distinguish them from articles produced by others.  Trademark law provides that one cannot use another's trademark in commercial advertising if the use of that trademark (1) causes a “likelihood of confusion” with the consumer or (2) causes “dilution” or the possible diminishing of the mental association between a trademark and a particular product or firm.  In the United States, trademark rights are based on three important criteria: (1) the classification or type of goods or services offered, (2) the geographical range in which that mark is used, and (3) the priority of trademark use in interstate commerce.  Trademarks, identical in name and appearance, may be used simultaneously by different parties so long as the goods and services are offered in either different geographic regions or different market channels.  Similar products or services that originate in separate states or regions, but compete in the national market, cannot use identical trademarks. See U.S. v. Grinnell Corp., 384 U.S. 563, 86 S.Ct. 1698, 16 L.Ed.2d 778 (1966).
  

	Domain Names

A domain name, as mentioned earlier, is entirely unique throughout the world. The process by which a domain name is registered is far simpler than the process for registering a trademark.  The only requirements necessary to register a domain name include a $75 fee and no prior registration of the name sought.  The first step in determining whether a domain name is already in use is running an online search of InterNIC’s database of registered names. If there is no match in the InterNIC “Whois” directory, the domain name is available and can be registered.  

If the domain name sought has been registered, the party seeking an online identity has several options.  First, a similar name or derivation of the name sought can be registered as an alternative.  If this is unacceptable, the registrant may seek to have the identical name registered under a different top level domain. When seeking to register a domain name under a top-level domain other than .COM, a registrant has two general options.  The name can be registered under one or more of the other generic top level domains including .ORG and .NET.  The additional generic top level domain names of .GOV, .MIL, or .EDU require a showing that the registrant is either a government, military, or educational institution.  The second option is to choose a country code top-level domain.  Examples include but are not limited to, .UK is the United Kingdom, .AU is Australia, .FR is France, and .US is the United States.  There are 34 of these administrative division domains based upon geographic boundaries.  Finally, a registrant may seek to purchase the rights in the domain name from the original registrant.  Because of the high volume of domain names already registered with InterNIC, this secondary market for domain names has grown to be quite lucrative.  

While domain name and trademark associations all around the world attempt to repair, what has become, an administrative problem, no simple solution has been created.  Today, ICANN works diligently to build consensus among various intellectual property factions to build a new system that will more effectively address the rights of trademark holders and owners without prejudicing the progress of e-commerce.

	Metatags, Keywords and Banner Ads

Many companies, engaged in e-business, face the daunting task of attracting visitors to their web sites.  Thousands of businesses are moving online each day and the competition for Internet traffic is fierce.  Companies spend significant amounts of time and money to increase their visibility on search engines and other web portals through the use of registered keywords and metatags.  Another effective way to draw visitors to a commercial web site is to purchase a clickable banner advertisement on a highly visible web site.  Both banner ads and search engines can significantly increase the number of visits to any web site.

Search engines like Excite, Yahoo, Netscape and Lycos use keywords to create searchable indexes of the available web addresses within their databases.  These keywords are phrases, names or words that correlate directly with the content of specific web sites.  For example, the keywords for American Bar Association may include any combination of the words “American,” “Bar,” “Association,” “Lawyers” or “Attorneys.”  One way search engines create the databases of searchable keywords is through the use of web “Spiders.”  A Spider is a piece of software that scours the World Wide Web for new web sites, analyzes the content on these web sites, and adds the words, and the address on which they are found, into the database.

To create revenue, search engines also sell these keywords to their advertisers so that when a net surfer enters a search term, a specific advertiser's banner ad is displayed.  For example, if you search for “mortgages,” you may see a banner ad for a mortgage company displayed above the search results.  This is not a coincidence.  The keyword "mortgage" is indexed with the various advertisers and sponsors of the individual search engine.  Some of these banner ads are indexed using trademarked keywords.  

These keywords, metatags and banner ads are a helpful resource that an advertiser can use to promote its web site.  If sold to a trademark owner, every search for that trademark will show banner ads for the trademark owner's products or services.  However, some search sites are selling trademarked keywords to other than the trademark owners.  The advertiser may not legally be entitled to buy trademarked keywords.  It is necessary for the advertiser to keep in mind the rights that accompany each trademark.  The metatag listing, registering or selling of trademarked keywords may potentially create trademark disputes. 

Trademark owners have alleged that a commercial web site’s use of a trademark in its metatag and an advertiser's purchase of a search engine keyword for use with banner ads without the permission of the trademark owner, is trademark infringement. 

In the few cases that have been decided, courts have ordered infringers to remove offending metatags, notify search engines of the order and resubmit their pages for reindexing. Insituform Technologies, Inc. v. National Envirotech Group LLC, No. 97-2064 (E.D. La. Aug. 26, 1997); Oppedahl & Larson v. Advanced Concepts, No. 97-CV-1592 (D. Colo. Dec. 19, 1997); Playboy Enterprises, Inc. v. AsiaFocus International (E.D. Va. Apr. 22, 1998); Playboy Enterprises, Inc. v. Calvin Designer Label, 985 F. Supp. 1218 (N.D. Cal. 1997) (temporary restraining order), injunction granted, 985 F. Supp. 1220 (1997); Playboy Enterprises, Inc. v. Welles No. 98-CV-0413-K (JFS) (S.D. Cal. Apr. 21, 1998).
  According to the court in the recent metatag case of Brookfield Communications v. West Coast Entertainment, 9th Cir. No. 98-56918, 4/22/99. the use of another’s trademark as a keyword or metatag is commensurate with a competitor posting another’s trademark on a sign in front of the competitor’s store.  Visitors may not be confused as to the source of a product at the time of the sale, but the initial confusion caused that visitor to stop in the competitor’s store.  Therefore, the competitor would improperly benefit from the goodwill association of the trademarked metatag and its indexed keyword.

Currently, there are two pending cases concerning trademark infringement of trademarked keywords in banner ads.  Playboy Enterprises and Estee Lauder have filed suits against Excite, Webcrawler, and Netscape for trademark infringement.  As of the date of this article, a search for the term “Playboy” on Excite consistently displays the banner advertisements for pornography based web sites.  Entering “Estee Lauder” or "Calvin Klein" brings up a banner ad for an e-commerce store known as the Fragrance Counter.  Playboy Enterprises claims that Excite has tarnished their good will and reputation and Estee Lauder claims that the search engines and the Fragrance Counter have engaged in “bait and switch” false advertising and unfair competition.

It is unclear how the courts will decide these and other disputes.  But web site owners, developers and hosts must be aware of these potential risks as they begin to market and grow their electronic businesses.
Introduction to Intellectual Property and Jurisdiction Issues on the Internet
The extent to which local jurisdiction may be asserted over individuals and businesses for conduct occurring in cyberspace is one of the most important issues in the emerging law of the Internet.  The Internet, by its nature, spans across the globe.  The specter of being subject to inconsistent -- and potentially unknown -- obligations in inconvenient locations may serve as an impediment to the development of online commerce.  Fortunately for American companies, U.S. law allows contracting parties to stipulate to U.S. jurisdiction and choice of law in both commercial and consumer contracts.  By international standards, U.S. courts broadly assert jurisdiction over nonresidents, which also facilitates dispute resolution in this country (although potentially subjects companies to litigation in inconvenient U.S. states).  

In order to maintain a lawsuit in the United States, a court must have subject matter jurisdiction to hear the claim and personal jurisdiction over all defendants, and venue must be proper.  U.S. law looks to a defendant's purposeful availment of the privileges and benefits of conducting business in a jurisdiction, rather than merely residency or physical presence.  

Starting in 1996, lower courts began to rule on a steady stream of cases that raised the issue of the proper scope of personal jurisdiction for conduct occurring in cyberspace.  In commercial transactions, courts have held that virtual contacts may be sufficient to confer jurisdiction in cases where such contacts evidence purposeful availment.  For example, in CompuServe, Inc. v. Patterson,      890 F.3d 1257 (6th Cir. 1996). the first circuit court decision assessing jurisdiction in cyberspace, the Sixth Circuit held that an Ohio court could assert personal jurisdiction over a Texas resident who had entered into an electronic commercial contract with CompuServe to market his shareware software programs, from his home in Texas, where the contract contained a choice of law provision designating Ohio law and defendant's software was marketed via Compuserve's computers in Ohio.  Similarly, in Hall v. LaRonde,      56 Cal. App. 4th 1342, 66 Cal. Rptr.2d 399 (1997). an intermediate appellate court in California held that a New York defendant who engaged in commercial transactions with a California plaintiff primarily via email, was amenable to jurisdiction in California.  The result of these commercial cases -- subjecting defendants to litigation in far-flung fora -- should not be controversial since analogous contacts on terra firma such as letters, faxes and telephone calls have long been recognized as relevant contacts upon which a finding of jurisdiction may be based.

What is perhaps most surprising to laymen, however, is the fact that people, interacting from the relative security (and potentially pseudonymity) of their home or office computers may be engaging in national -- or even international -- commerce which could subject them to litigation thousands of miles away.  Although nonlawyers may be troubled by the fact that the residence of a potential contracting party may determine where litigation may be brought -- even if the parties did not know their respective states and residence when they first communicated with each other -- the result flows from the broad scope of U.S. jurisdiction, not the application of jurisdictional rules to cyberspace.

Several lower courts have already passed on the question of whether a company's operation of a world wide web site is sufficient in itself to confer jurisdiction in any state where residents may access the site, in litigation arising out of the defendant's operation of the web site.  In Bensusan Restaurant Corp. v. King,      937 F. Supp. 295 (S.D.N.Y. 1996). the court held that the defendant's mere establishment of a world wide web site that was accessible to New York residents, without more, was insufficient to confer specific jurisdiction over a nonresident defendant in a lawsuit arising out of rights to a trademark used on the defendant's web site.  

Other courts, however, have determined that the mere operation of a web site intended to promote a company's business, that can be accessed by residents of the forum state, is sufficient to confer specific jurisdiction in disputes arising out of the domain name used on the web site.      E.g., Inset Systems, Inc. v. Instruction Set, Inc., 937 F. Supp. 161 (D. Conn. 1996); Panavision Int'l., L.P. v. Toeppen, 938 F. Supp. 616 (C.D. Cal 1996), aff'd, 1998 U.S. Dist. LEXIS 7557 (9th Cir. Apr. 17, 1998); Maritz, Inc. v. CyberGold, Inc., 947 F. Supp. 1328 (E.D. Mo. 1996).  According to these cases, the operator of a web site could be subjected to jurisdiction anywhere in the United States where a plaintiff is located, at least in trademark and intentional tort cases (where the harm complained of arguably was directed at a forum resident).  Lower courts should carefully consider whether establishing a web site that may be passively accessed from remote locations in fact is equivalent in all circumstances to purposeful availment.  Ultimately, lower court opinions in this area provide less reliable guidance than Supreme Court precedent developed on terra firma.  

Unlike many areas of Internet law, the rules governing personal jurisdiction on terra firma translate relatively easily to cyberspace.  Although cyberspace jurisdiction cases have been criticized by some as threatening the growth of Internet commerce, except for certain poorly reasoned or wrongly decided lower court decisions, most criticisms have been misplaced.  To the extent that the reach of state court jurisdiction illustrated in cases such as Patterson is troubling to some, it is the U.S. Supreme Court's minimum contacts test, and not its application to cyberspace, that accounts for what some may view as an unduly expansive assertion of jurisdiction. 

Where jurisdiction is broadly asserted in an inconvenient forum, the defendant may seek to have the case transferred to another venue or dismissed under the doctrine of forum non conveniens.  In addition, the defendant may seek to have the court apply the substantive law of a different jurisdiction that may be more closely related to the underlying transaction.  Ultimately, to limit the uncertainties associated with cyberspace jurisdiction, Internet agreements should include choice of forum and choice of law provisions, which generally are deemed enforceable under U.S. law, an arbitration clause -- which may be enforced internationally by treaty -- or stipulate to some other forms of alternative dispute resolution. 
Intellectual Property Infringement Online
Caching and the Location of Mirror Sites and Servers
Mirror sites are parallel locations on the world wide web or on private networks where web sites are copied to facilitate access and ease congestion or for security reasons.  Based on the TCP/IP protocols governing transmission of Internet communications,      See supra § ____. information is broken into packets which are separately sent on the most efficient routes to the same destination, where they are then reassembled.  In many instances, different packets comprising a single message do not even travel on the same routes.  Yet at each juncture, where a packet passes through a server en route to its final destination, a "copy" of the information contained in the packet may be deemed to have been made, at least for purposes of copyright law.      See Religious Technology Center v. Netcom On-Line Communication Services, Inc., 907 F. Supp. 1361, 1378 n.25 (N.D. Cal. 1995) (Usenet postings create "copies" (1) when automatically (and briefly) stored on a BBS computer and then (2) when automatically copied to an Internet access provider's computer and then (3) when automatically copied onto other
computers on the Usenet); MAI Systems Corp. v. Peak Computer, Inc., 991 F.2d 511, 518 (9th Cir. 1993) ("[t]he representation created in the RAM ‘is sufficiently permanent or stable to permit it to be perceived, reproduced, or otherwise communicated for a period of more than transitory duration.'"), cert. dismissed, 510 U.S. 1033 (1994); see supra § ___.  

The mere transmission of data over the Internet, without more, could not subject the sender to personal jurisdiction in any jurisdiction through which the data travelled or where a "copy," within the meaning of the Copyright Act, was made.      By contrast -- at least in theory -- criminal jurisdiction could be found in an obscenity prosecution in any jurisdiction through which the information was sent.  See supra § ___.  As a practical matter it is doubtful that the government would ever seek to bring a prosecution in a jurisdiction through which obscene material merely passed in the form of bits and bytes.  The Supreme Court has consistently held that "random," "fortuitous" or "attenuated" contacts may not serve as the basis for the assertion of either general or specific jurisdiction.      See, e.g., Burger King Corp. v. Rudzewicz, 471 U.S. 462, 475 (1985).  The random path taken by an Internet communication, by virtue of predetermined conventions that an individual user did not establish and cannot control, should not be relevant to any jurisdictional analysis.  

While the establishment of a mirror site may be undertaken volitionally, the existence of the location is merely one contact which may only be relevant if other contacts exist with the jurisdiction where the mirror site is located, and (in the case of specific jurisdiction) the underlying cause of action.  A mirror site may be established for the convenience of customers, such as when AOL or another commercial service provider makes accessible popular sites that subscribers may visit without undue delay.  Alternatively, a company may cache a site for security reasons, so that employees may access Internet resources without exposing the company to security problems by establishing a direct connection between an internal intranet and the world wide web.  Whether a mirror site is even a relevant contact depends on whether a potential defendant acted volitionally in establishing it.      While it arguably could be foreseeable that certain companies might cache entire web sites, general foreseeability is not the relevant jurisdictional inquiry.  See, e.g., World Wide Volkswagen v. Woodson, 444 U.S. 286, 295-97 (1980); Asahi Metal Industry Co. v. Superior Court, 480 U.S. 102 (1987).  

Where a company enters into a commercial agreement allowing a third party to cache its site, or create a mirror site on a server in a distant jurisdiction, this conduct should be treated in the same way that a similar commercial agreement would on terra firma.  The existence of a mirror site may be a relevant contact in a suit arising out of the agreement to establish the mirror site, or if the web site owner has other relevant contacts in the forum where the mirror server is located.  It should not, however, be determinative in a suit over the contents of the web site, where the existence of the mirror site in the forum state may amount to little more than a random contact, which could just as easily have been established anywhere else in cyberspace.  

	Placing Copyrighted Material on A Website (develop)

Transmitting of Copyrighted Material on the Internet (develop)
Using Trademark in a Domain Name (develop)
Using a Trademark Visibly on a Website (develop)
Using a Trademark in a Metatag on a Website (develop)
Selling of Trademark as a Search Term to a Buyer that is Not The Trademark Owner (develop)
Patent Infringement on the Web with a Method of Business (develop)
Trade Secret Misappropriation on the Web(develop)
Overview of the Rules of Civil Jurisdiction
Defendants may be sued where they reside or conduct substantial business.  In interstate transactions, however, it is often inconvenient ‑‑ or tactically undesirable ‑‑ to sue a defendant in her home state.  Accordingly, battles over personal jurisdiction, and most of the case law in this area, typically involve suits filed against nonresident defendants.

Civil jurisdiction in the United States may be imposed over a nonresident defendant, consistent with the Due Process clauses of the Fifth and Fourteenth Amendments,      Jurisdiction over state residents is determined under the Due Process Clause of the Fourteenth Amendment.  In cases brought against foreign government entities under the Foreign Sovereign Immunities Act, which are by definition not residents of any one state, jurisdiction will be determined under the Due Process Clause of the Fifth Amendment, and the defendants' contacts with the United States as a whole (rather than with an individual state) will be considered in assessing whether jurisdiction may obtain.  See Republic of Argentina v. Weltover, Inc., 504 U.S. 607 (1992).  The aggregation of contacts on a national, rather than state-wide basis, is also permissible in federal question suits brought in federal court against alien defendants not otherwise subject to jurisdiction in any single state.  Fed. R. Civ. P. 4(k)(2); see infra § ____. if the defendant either has substantial and continuous contacts with the forum, such that general jurisdiction may obtain,      See Perkins v. Benquet Consol. Mining Co., 342 U.S. 437 (1952). or minimum contacts with the forum and the underlying transaction.      E.g., World Wide Volkswagen Corp. v. Woodson, 444 U.S. 286 (1980).  Of these two standards, the one which is most hotly litigated is the minimum contacts test applied to evaluate specific jurisdiction. 
  
Constitutional due process is concerned primarily with fairness to the defendant.  For specific jurisdiction to obtain, there must be a strong nexus between (1) the forum state, (2) the defendant and (3) the underlying transaction.  In applying the minimum contacts test, the nature of the cause of action therefore will define the potential scope of jurisdiction, while the critical focus should be on whether the defendant's connection to the state as a result of the underlying transaction is consistent with the requirements of due process.
Subject Matter Jurisdiction
State courts in the United States are considered to be courts of general jurisdiction, and therefore can adjudicate most claims (except those brought under federal statutes that vest exclusive jurisdiction in federal courts, such as patent infringement suits).  Federal courts, by contrast, are courts of limited jurisdiction.  Subject matter jurisdiction in federal court must be based either on a federal claim (a statute that provides for federal jurisdiction or a cause of action arising under the U.S. Constitution) or diversity jurisdiction, which will be found when more than $50,000 is at issue and all of the defendants reside in jurisdictions other than where the plaintiff resides.      28 U.S.C §§ 1331, 1332.

A state court action based on a federal statute or constitutional claim may be removed to federal court by one or more defendants.      Id. § 1441.  A case that could have been brought in federal court based on diversity of citizenship may be removed from state court by any of the defendants if none of them reside in the forum state.      Id. § 1441(b).  
General Jurisdiction
General jurisdiction may be imposed where a defendant's contacts with a state are "substantial" and "continuous."      Perkins v. Benguet Consol. Mining Co., 342 U.S. 437, 438, 452 (1952).  In such cases, such as when a defendant is sued in its home state, litigation may be maintained even on a cause of action unrelated to the forum state.

	Helicopteros Nacionales de Columbia, S.A. v. Hall

In Helicopteros Nacionales de Columbia, S.A. v. Hall,      466 U.S. 408 (1984). the Supreme Court addressed the issue of whether the contacts of Helicol, an alien      The term alien, although potentially offensive to non-Americans, is used in personal jurisdiction cases to denote a nonresident who is not a citizen of any U.S. state.  By contrast, a "foreign" defendant, as the term has been used in case law, refers to a nonresident of the forum who is a citizen of another American state. corporate defendant, with Texas were sufficient for a state court there to obtain general jurisdiction in a wrongful death action.  Helicol was a Columbian corporation with its principal place of business in that country.  Helicol maintained no offices in Texas, was not authorized to do business in Texas, did not recruit employees in Texas, and had not designated an agent for service of process in the state.      638 S.W.2d 870, 871 (1982), rev'd, 466 U.S. 408 (1984).  At the time of the crash, the plaintiffs' decedents were employed by WSH, a joint venture headquartered in Houston.  Helicol had negotiated a contract with WSH in Houston to provide transportation for WSH in Peru.  Helicol's alleged act of negligence took place in Peru.      466 U.S. at 412 n.5.

The plaintiffs' decedents, four U.S. citizens who were not residents of Texas, were killed in Peru in the crash of a helicopter owned by Helicol.  Helicol did, however, have certain contacts with the forum state.  It was pursuant to the contract with WSH that the plaintiffs' decedents were in the helicopter which crashed in Peru.  Helicol had purchased substantially all of its helicopter fleet in Fort Worth, and over a six-year period Helicol had purchased four million dollars worth of equipment and services from Bell Helicopter Company, a Texas corporation doing business in Forth Worth.  Helicol had negotiated an insurance contract, designed to protect it from claims such as the one presented in the case, in Houston, with a Texas resident.  The defendant had sent pilots to Forth Worth to take delivery of the helicopters purchased from Bell.  Employees of Helicol were sent to Texas for training as pilots and maintenance workers.  The corporation had employees in Texas on a year-round rotation basis.  Helicol received approximately five million dollars under the terms of its contract with WSH, which was payable through a Houston bank.  Helicol had also made payments through a Houston bank to a Texas corporation, from whom it had leased certain helicopters used in the performance of the contract with WSH.

	Rosenberg Brothers & Co. v. Curtis Brown Co.

Justice Blackmun, writing for an 8-1 majority, held that Helicol's contacts with Texas were insufficiently "continuous and systematic" for general jurisdiction to obtain.      Id. at 416, quoting Perkins v. Benguet Consol. Mining Co., 342 U.S. 437, 438, 445 (1952).  General jurisdiction is permissible when a defendant has "substantial" and "continuous" contacts with the forum.  See Perkins, 342 U.S. at 445.  A state is exercising "specific jurisdiction" over the defendant when the cause of action arises out of or is related to the defendant's contacts with the forum.  466 U.S. at 414 n.9.  Specific jurisdiction is permissible only when the defendant has sufficient "minimum contacts with the forum for jurisdiction to obtain.  The Court relied on Rosenberg Brothers & Co. v. Curtis Brown Co.,      260 U.S. 516 (1923).  Rosenberg was decided before the minimum contacts test was first adopted by the Court in International Shoe Co. v. Washington, 326 U.S. 310, 316 (1945).  At least one commentator has advanced the proposition that if the facts in Rosenberg were presented today, specific in personam jurisdiction would obtain under the minimum  contacts test.  See Russell J. Weintraub, Due Process Limitations on the Personal Jurisdiction of State Courts:  Time for Change, 63 Ore. L. Rev. 485, 529-30 (1984). a case decided 61 years earlier, which the Court interpreted to stand for the principle that "mere purchases, even if occurring at regular intervals, are not enough to warrant a State's assertion of in personam jurisdiction over a nonresident corporation in a cause of action not related to those purchase transactions."      466 U.S. at 418.

	The Supreme Court did not discuss it in the opinion, but in adopting the Rosenberg analysis, the court may well have been influenced by the Solicitor General's policy argument, in the amicus curiae brief for the United States, that "the critical importance of foreign trade to our national economy" militated against a finding of in personam jurisdiction.      Brief for the United States as amicus curiae at 5, 6, 8, 9, 14, Helicopteros Nacionales de Columbia, S.A. v. Hall, 466 U.S. 408 (1984).  The Solicitor General had argued that the purchase-training agreement between Helicol and Bell Helicopter was typical of agreements negotiated with foreign purchasers in certain sectors of the economy.  The complexity of training equipment and procedures associated with U.S. technology, the Solicitor General argued, often make it impractical to train the employees of foreign purchasers except at the manufacturer's home office.  If the mere purchase of goods, and services directly related to the purchase of those goods, could subject an alien corporation to the jurisdiction of state courts, alien corporations would be discouraged from purchasing American products.      Id. at 5-6, 9-10, 13-14.  Although Rosenberg was relied upon, in part, by the petitioners      See Pet. Brief at 14-15, Helicopteros Nacionales de Columbia, S.A. v. Hall, 466 U.S. 408 (1984). and distinguished in the respondents' brief,      Resp. Brief at 6, Helicopteros Nacionales de Columbia, S.A. v. Hall, 466 U.S. 408 (1984). the Court adopted the interpretation of the Rosenberg opinion urged by the Solicitor General, namely that "purchases and related trips, standing alone, are not a sufficient basis for a State's assertion of jurisdiction."      466 U.S. at 417.  The majority also suggested, without deciding, that Rosenberg "also stands for the proposition that mere purchases are not a sufficient basis for either general or specific jurisdiction."      Id. at 418 n.12 (emphasis added).                                                       
General Jurisdiction in Internet Litigation
Defendants with substantial and continuous contacts with a particular state may be subject to general jurisdiction in that forum for conduct occurring anywhere in cyberspace, just as they would be on terra firma.      Even if general jurisdiction may obtain, when a cause of action has no connection to a given forum, a defendant may seek to have the case transferred to a venue more convenient to third party witnesses.  See infra § ___.  When there is no connection between a cause of action and the forum, a defendant also may argue that the law of another state (or country), rather than the law of the forum, should be applied.  See infra § ___.  Thus, for example, defendants in Internet transactions may be sued on any claim in those states where they are incorporated or maintain a substantial business presence.

Specific Jurisdiction
International Shoe Co. v. Washington
Specific jurisdiction may obtain over a nonresident defendant not otherwise subject to the court's general jurisdiction      A court may exercise "general jurisdiction" over a defendant if the nonresident defendant's activities within the forum are "substantial" or "continuous and systematic."  Helicopteros Nacionales de Colombia, S.A. v. Hall, 466 U.S. 408, 414 n.9 (1984), citing Perkins v. Benguet Consolidated Mining Co., 342 U.S. 437, 445 (1952). if the defendant has sufficient contacts with the forum state and the cause of action to satisfy the "minimum contacts test" first articulated by the U.S. Supreme Court in International Shoe Co. v. Washington.      326 U.S. 310 (1945).  In that case, the Court held that:

	[D]ue process requires only that in order to subject a defendant to a judgment in personam, if he be not present with in the territory of the forum, he have certain minimum contacts with it such that the maintenance of the suit does not offend "traditional notions of fair play and substantial justice."      Id. at 316, citing Milliken v. Meyer, 311 U.S. 457, 463 (1940).

The Court's decision in International Shoe shifted the jurisdictional inquiry "from the limits of state sovereignty to fairness to the defendant."      Graham C. Lilly, Jurisdiction Over Domestic and Alien Defendants, 69 U. Va. L. Rev. 85, 89 (1984).  Prior to the adoption of the minimum contacts test, the primary basis for asserting personal jurisdiction was physical presence in the state.  See Pennoyer v. Neff, 95 U.S. 714 (1878).  For a comprehensive analysis of the development of the law of personal jurisdiction from the time of the adoption of the U.S. Constitution in 1789 through the present, see Roger H. Trangsrud, The Federal Common Law of Personal Jurisdiction, 57 Geo. Wash. L. Rev. 849 (1989).  A basic premise underlying the minimum contacts test is that it is not unfair to force a non-resident to litigate in a particular forum where the defendant "purposefully avails itself of the privilege of conducting activities within the forum State, thus invoking the benefits and protections of its laws."      Hanson v. Denckla, 357 U.S. 235, 253 (1958).  General foreseeability, however, is not the relevant standard.  "[T]he foreseeability that is critical to the due process analysis is . . . that the defendant's conduct and connection with the forum State are such that he should reasonably expect to be haled into court there."  World-Wide Volkswagon Corp. v. Woodson, 444 U.S. 286, 297 (1980); see also infra § ___ (analyzing Asahi Metal Industry Co. v. Superior Court, 480 U.S. 102 (1987) and the role of foreseeability in personal jurisdiction jurisprudence).   Thus, in judging minimum contacts, a court must focus on "the relationship among the defendant, the forum, and the litigation."      Shaffer v. Heitner, 433 U.S. 186, 204 (1977).  In Shaffer v. Heitner, the Court "extended the flexible approach that International Shoe had prescribed for purposes of in personam jurisdiction to in rem jurisdiction, concluding that `all assertions of state‑court jurisdiction must be evaluated according to the standard set forth in International Shoe and its progeny.'" Quill
Corp. v. North Dakota, 504 U.S. 298, 307 (1992).  Stated differently, "[t]he substantial connection . . . between the defendant and the forum state necessary for a finding of minimum contacts must come about by an action of the defendant purposefully directed toward the forum State . . . ."      Asahi Metal Industry Co. v. Superior Court of California, 480 U.S. 102, 112 (1987) (citations omitted; emphasis in original).  A corollary of this principle is that random, fortuitous or attenuated contacts may not serve as the basis for the assertion of jurisdiction.      See, e.g., Burger King Corp. v. Rudzewicz, 471 U.S. 462, 475 (1985).  Although contacts may not be "random or fortuitous," a business may be amenable to suit in a jurisdiction where it has only one customer or one contract, if the suit arises out of or relates to a contractual dispute with that customer based on other contacts with the forum created by the formation, performance or breach of that contract.  See McGee v. International Life Ins. Co., 355 U.S. 220, 223 (1957); see infra § ___.  Likewise, the unilateral activities of a plaintiff may not provide grounds for asserting jurisdiction over a nonresident defendant.      World-Wide Volkswagon Corp. v. Woodson, 444 U.S. 286, 298 (1980); Hanson v. Denckla, 357 U.S. 235, 253 (1958).  

Following the decision in International Shoe, states enacted long-arm statutes, authorizing jurisdiction over non-residents in specific circumstances.      Irene Deaville Sann, Personal Jurisdiction in Federal Question Suits:  Toward a Unified and Rational Theory for Personal Jurisdiction over Non-Domiciliary and Alien Defendants, 16 Pac. L.J. 1, 23-24 (1984).  These statutes either limit the circumstances under which nonresidents may be subjected to personal jurisdiction or, in the case of many state statutes, either expressly or by judicial interpretation, authorize the assertion of jurisdiction to the limits of due process.      For example, California authorizes courts to obtain jurisdiction over a defendant "on any basis not inconsistent with the Constitution of this state or of the United States."  Cal. Civ. Proc. Code § 410.10; see also, e.g., Ark. Code Ann. § 16-4-101(B) ("the courts of this state shall have personal jurisdiction of all persons, and all causes of action or claims for relief, to the maximum extent permitted by the due process of law clause of the Fourteenth Amendment of the United States Constitution.").  
	The Colorado long arm statute, by contrast, authorizes the assertion of jurisdiction whenever a defendant transacts any business in the state, which has been
judicially construed as allowing the assertion of jurisdiction to the fullest extent permitted by the Due Process Clause.  Colo. Rev. Stat. Ann. § 13-1-124(1)(a) (Bradford 1987); Plus System, Inc. v. New England Network, Inc., 804 F. Supp. 111, 117 (D. Colo. 1992); see also, e.g., CSR Ltd. v. Link, 925 S.W.2d 591, 594 (Tex. 1996) (construing the "doing business" prong of the Texas long arm statute, Tex. Civ. Prac. & Rem. Code § 17.042, to authorize jurisdiction "if the exercise of personal jurisdiction comports with federal due process limitations.").  Whether the assertion of personal jurisdiction under the authority of a state long-arm statute is constitutionally permissible will be determined by the Due Process Clause of the Fourteenth Amendment.      As a general rule, when personal jurisdiction is challenged, the plaintiff bears the burden to make a prima facie showing that jurisdiction would be proper.  Fed. R. Civ. Proc. 12(b)(2); see also, e.g., Wilson v. Berlin, 20 F.3d 644, 648 (5th Cir. 1994), cert. denied, 513 U.S. 930 (1994); Smith v. Hobby Lobby Stores, Inc., 968 F. Supp. 1356, 1359 (D. Ark. 1997) (summarizing eighth circuit case law in an Internet jurisdiction case).  Where parties present evidence in connection with a Rule 12(b)(2) motion and do not argue that they need discovery on the issue of jurisdiction, the motion should be treated as one for summary judgment with all inferences drawn in favor of the plaintiff (as nonmoving party).  See American Network, Inc. v. Access America/Connect Atlanta, Inc., 975 F. Supp. 494, 495 (S.D.N.Y. 1997) (denying defendant's motion to dismiss in an Internet case). 

The leading case elaborating on the minimum contacts test announced in  International Shoe, is World Wide Volkswagen Corp. v. Woodson.      444 U.S. 286 (1980).  In that case, plaintiffs brought a products liability suit in Oklahoma to recover for personal injuries sustained in a car accident which took place in that state.  The defendants -- the New York car dealership where the automobile was purchased when plaintiffs lived in New York, and the New York-area regional distributor ‑‑ objected to jurisdiction in Oklahoma, where neither of them conducted any business.  

The Court found that defendants "carr[ied] on no activity whatsoever in Oklahoma."      Id. at 295.  They closed no sales and performed no services in Oklahoma and "solicit[ed] no business there either through salespersons or through advertising reasonably calculated to reach the State."      Id.  Similarly, they did not regularly sell cars, at wholesale or retail, to Oklahoma residents, either directly or indirectly through others.  Based on these facts, the Court characterized the issue as whether jurisdiction could be based on "the fortuitous circumstance that a single Audi automobile, sold in New York to New York residents, happened to suffer an accident while passing through Oklahoma."      Id.

Justice White, writing for the majority, noted that the limits imposed by the Due Process Clause have been relaxed over time largely due to fundamental transformations in the U.S. economy, including the improvement of interstate communication and transportation, making it less burdensome for a defendant to litigate in a foreign forum.      Id.  The Court nonetheless could not accept "the proposition that state lines are irrelevant for jurisdictional purposes" because of the limitations imposed by the Fourteenth Amendment.      Id. at 293.  

The Court held that the minimum contacts test had not been met, clarifying that:

The concept of minimum contacts . . . can be seen to perform two related, but distinguishable functions.  It protects the defendant against the burdens of litigating in a distant or inconvenient forum.  And it acts to ensure that the States, through their courts, do not reach out beyond the limits imposed on them by their status as coequal sovereigns in a federal system.      Id. at 291-92.

The Court elaborated that the first function -- fairness to the defendant -- while a primary concern, is to be considered, in an appropriate case, "in light of other relevant factors," including the forum's interest in the litigation,      Id. at 292, citing McGee v. International Life Ins. Co., 355 U.S. 220, 223 (1957). the plaintiff's interest in obtaining convenient and effective relief,      444 U.S. at 292, citing Kulko v. California Superior Court, 436 U.S. 84, 92 (1978). "the interstate judicial system's interest in obtaining the most efficient resolution of controversies,"      444 U.S. at 292. and the interest of the several states in furthering fundamental social policies.      Id. at 292, citing Kulko, 436 U.S. at 98.

	Burger King Corp. v. Rudzewicz

In Burger King Corp. v. Rudzewicz,      471 U.S. 462 (1985) (citations omitted).   the Court subsequently clarified that these factors could sometimes serve to establish the reasonableness of jurisdiction upon a lesser showing of minimum contacts than would otherwise be required . . . On the other hand, where a defendant who purposefully has directed his activities at forum residents seeks to defeat jurisdiction, he must present a compelling case that the presence of some other consideration would render jurisdiction unreasonable.  Most such considerations usually may be accommodated through means short of finding jurisdiction unconstitutional.      Id. at 477.  Justice Brennan suggested that these additional fairness considerations could be accommodated under choice of law principles or by a motion to change venue.  

With respect to the second function served by the minimum contacts test, the protection of state sovereignty, the Court in World Wide Volkswagen v. Woodson explained that:

	Even if the defendant would suffer minimal or no inconvenience from being forced to litigate before the tribunals of another State; even if the forum State has a strong interest in applying its laws to the controversy; even if the forum State is the most convenient location for litigation, the Due Process Clause, acting as an instrument of interstate federalism, may sometimes act to divest a State of its power to render a valid judgment.      444 U.S. at 294, citing Hanson v. Denckla, 357 U.S. 235, 251, 254 (1958).

The interstate federalism function served by the minimum contacts test was further elaborated upon in Insurance Corp. of Ireland v. Compagnie des Bauxities de Guinea.      456 U.S. 694 (1982).  In that case, the Court clarified that personal jurisdiction "represents a restriction on judicial power not as a matter of sovereignty, but as a matter of individual liberty,"      Id. at 702. noting that if the federalism concept operated as an independent restriction on the sovereign power of the court, it would not be possible to waive the personal jurisdiction requirement:  Individual actions cannot change the powers of sovereignty, although the individual can subject himself to powers from which he may otherwise be protected.      Id. at 702 n.10.

Because personal jurisdiction analysis focuses on the contacts between the defendant, the forum and the cause of action, specific jurisdiction may be more broadly asserted in certain types of cases, such as intentional tort actions, than in suits brought under other legal theories where the plaintiff's presence in the forum or in-state injuries are not central to the underlying claim. The following subsections analyze the permissible scope of jurisdiction in specific contexts relevant to Internet transactions.

	Calder v Jones

In Calder v. Jones,      465 U.S. 783 (1984).   the Court held that jurisdiction in California was proper over Florida residents who, in their capacity as reporters for The National Enquirer, authored an article which plaintiff alleged was libelous.  Plaintiff, entertainer Shirley Jones, brought suit in a California state court claiming that she had been libeled in an article written and edited by the defendants in Florida.  The defendants were an editor and a reporter for the National Enquirer who lived and worked in Florida.  The National Enquirer is a Florida corporation with its principal place of business in Florida.  At the time of the suit, over 5,600,000 copies of The National Enquirer were distributed in California each week (almost twice the number of the next highest state).  

Defendant South was a reporter employed by the Enquirer and a resident of Florida, although he frequently traveled to California on business.  South wrote the first draft of the challenged article, and his byline appeared on it.  He did most of his research in Florida, relying on telephone calls to sources in California, and contacted plaintiff at her home in California and read a draft of the article to her husband.  Aside from his frequent trips and phone calls, South had no other relevant contacts with California.

Defendant Calder was also a Florida resident.  He had been to California only twice ‑‑ once on a pleasure trip prior to publication of the article, and once after it was published to testify in an unrelated trial.  Calder reviewed and approved the initial evaluation of the subject of the article and edited it in its final form.  He also declined to print a retraction requested by Ms. Jones.  Calder had no other relevant contacts with California.

The trial court dismissed Ms. Jones' claims against South and Calder because of the potential "chilling effect" on reporters and editors which it held would result from requiring them to appear in remote jurisdictions to answer for the content of articles upon which they worked.  The California Court of Appeals reversed, holding that the fact that "the actions causing the effects in California were performed outside the State did not prevent the State from asserting jurisdiction over a cause of action arising out of those effects."      Id. at 787 (footnote omitted).  

The U.S. Supreme Court held that jurisdiction over South and Calder was proper in California based on the "effects" of their Florida conduct in California:

The allegedly libelous story concerned the California activities of a California resident.  It impugned the professionalism of an entertainer whose television career was centered in California.  The article was drawn from California sources, and the brunt of the harm, in terms both of respondent's emotional distress and the injury to her professional reputation, was suffered in California.  In sum, California is the focal point both of the story and of the harm suffered.      Id. at 788-89 (footnote omitted).

In so holding, the Court rejected the defendants' argument that, as a reporter and an editor, they have no direct economic stake in their employer's sales and are not able to control their employer's marketing strategy; simply because they could foresee that the article would be circulated and have an effect in California, they had argued, should not be sufficient grounds to impose personal jurisdiction on a writer and editor.  

The Court also rejected defendants' attempt to liken themselves to welders employed in Florida who worked on a boiler which subsequently exploded in California (based on cases which held jurisdiction to be proper over the manufacturer of a defective boiler, but not the welder who had no control over and derived no direct benefit from his employer's sales in distant states).      See Buckeye Boiler Co. v. Superior Court, 71 Cal. 2d 893, 80 Cal. Rptr. 113 (1969); Gray v. American Radiator & Standard Sanitary Corp., 22 Ill. 2d 432, 176 N.E.2d 761 (1961). The Court wrote that defendants' comparison "does not wash.  Whatever the status of their hypothetical welder, petitioners are not charged with mere untargeted negligence.  Rather, their intentional, and allegedly tortious, actions were expressly aimed at California."      465 U.S. at 789.   A plaintiff "injured in California need not go to Florida to seek redress from persons who, though remaining in Florida, knowingly caused the injury in California."      Id. at 790.  

With respect to the defendants' status as employees, the Court stated that they were correct in asserting that their contacts with California may not be judged according to their employer's activities there.  "On the other hand, their status as employees does not somehow insulate them from jurisdiction . . . .  In this case, petitioners are primary participants in an alleged wrongdoing intentionally directed at a California resident . . . ."      Id.  Some lower courts apply the fiduciary shield doctrine, an equitable doctrine which allows a court to decline jurisdiction over an individual "whose presence and activity in the state in which the suit is brought were solely on behalf of his employer or other principal."  Rice v. Nova Biomedical Corp., 38 F.3d 909, 912 (7th Cir. 1995), cert. denied, 514 U.S. 1111 (1995); see also, e.g., Clipp Designs, Inc. v. Tag Bags, Inc., No. 97 C 7678, 1998 U.S. Dist. LEXIS 128 (N.D. Ill. Jan. 7, 1998) (summarizing other cases and dismissing claims brought against employees in a case where the court otherwise found jurisdiction over their employer to be proper in a trade dress infringement suit premised in part on the defendant's alleged online infringement). 

The Court also rejected "the suggestion that First Amendment concerns enter into the jurisdictional analysis."      465 U.S. at 789.  The Court clarified that:

	The infusion of such considerations would needlessly complicate an already imprecise inquiry . . . .  Moreover, the potential chill on protected First Amendment activity stemming from libel and defamation actions is already taken into account in the constitutional limitations on the substantive law governing such suits . . . .  To reintroduce those concerns at the jurisdictional stage would be a form of double counting.      Id., citing New York Times Co. v. Sullivan, 376 U.S. 254 (1964); Gertz v. Robert Welch, Inc., 418 U.S. 323 (1974); and Estin v. Estin, 334 U.S. 541, 545 (1948).

	Foreign Manufacturing - Asahi 

Asahi Metal Industry Co. v. Superior Court
In Asahi Metal Industry Co. v. Superior Court,      480 U.S. 102 (1987). the Court, in a plurality opinion written by Justice O'Connor, held that a California court could not assert specific jurisdiction over a Japanese manufacturer of tire valve assemblies, which it sold to several tire manufacturers, including Cheng Shin Rubber Industrial Co. ("Cheng Shin"), a company in Taiwan which incorporated the assemblies into its finished tires, which then were sold by Cheng Shin throughout the world, including the United States (where 20% of its sales took place in California).  Although the defendant was aware that tires incorporating its assemblies would eventually be sold in California, the Court concluded that it never contemplated that its sales to Cheng Shin in Taiwan would subject it to lawsuits in California.  Justice O'Connor wrote that "[s]ince petitioner does not do business, have an office, agents, employees, or property or advertise or solicit business in California, and since it did not create, control or employ the distribution system that brought its assemblies to, or designed them in anticipation of sales in, California, it did not engage in any action to purposefully avail itself of the California market."      Id. at 103. 

In Asahi, Justice O'Connor sought to clarify a conflict between lower courts on how to treat defendants who placed a product in the stream of commerce, which "eventually swept defendant's product into the forum State, but . . . did nothing else to purposefully avail itself of the market in the forum State."      480 U.S. at 110.  Justice O'Connor explained:

Some courts have understood the Due Process Clause, as interpreted in World Wide Volkswagen, to allow an exercise of personal jurisdiction to be based on no more than the defendant's act of placing the product in the stream of commerce.  Other courts require the action of defendant to be more purposefully directed at the forum State than the mere act of placing a product in the stream of commerce.      Id.  

In her plurality opinion, Justice O'Connor concluded that "a defendant's awareness that the stream of commerce may or will sweep the product into the forum State does not convert the mere act of placing the product into the stream into an act purposefully directed toward the forum State."      Id. at 112.  Justice O'Connor rejected the notion that Asahi's awareness that valves sold to Cheng Shen would be incorporated into tire tubes sold in California somehow demonstrated any action by Asahi to purposefully avail itself of the California market:

	Asahi does not do business in California.  It has no office, agents, employees or property in California.  It does not advertise or otherwise solicit business in California.  It does not create, control, or employ the distribution system that brought its valves to California. . . .

Quite apart from the question of whether Asahi's placement of goods into the stream of commerce justified the assertion of jurisdiction, Justice O'Connor, in a portion of the opinion joined by seven of the eight other justices on the Court, found the burden on Asahi to be "severe,"      Id. at 114. which is inconsistent with "traditional notions of fair play and substantial justice."      Id. at 112-14 (citations omitted). Asahi had been commanded by the Supreme Court of California "not only to traverse the distance between Asahi's headquarters in Japan and the Superior Court of California . . . but also to submit its dispute with the Cheng Shen to a foreign nation's judicial system."  

Justice O'Connor concluded that the assertion of jurisdiction in California over Asahi, a Japanese company, in an action brought by Cheng Shin, the Taiwanese purchaser, would be unreasonable and unfair in light of "the international context, the heavy burden on the alien defendant, and the slight interests of the plaintiff and the forum State . . . ."      Id. at 116.  By contrast, because the plaintiff was not a California resident, the Court concluded that the interests of the plaintiff and the forum in California's assertion of jurisdiction over Asahi were slight.  Justice O'Connor wrote:

The unique burdens placed upon one who must defend oneself in a foreign legal system should have significant weight in assessing the reasonableness of stretching the long arm of personal jurisdiction over national borders.  When minimum contacts have been established, often the interests of the plaintiff and the forum in the exercise of jurisdiction will justify even the serious burdens placed on the alien defendant.  In the present case, however, the interests of the plaintiff and the forum in California's assertion of jurisdiction over Asahi are slight.

Justice Brennan, joined by Justices White, Marshall and Blackmun, concurred in the judgment and a portion of Justice O'Connor's decision, but disagreed with her "stream of commerce" analysis and the finding that Asahi did not purposefully avail itself of the California market.  According to Justice Brennan, "the stream of commerce refers not to unpredictable currents or eddies, but to the regular and anticipated flow of products . . . .  As long as a participant in this process is aware that the final product is being marketed in the forum State, the possibility of a lawsuit there cannot come as a surprise."  The concurring justices, however, agreed that the assertion of jurisdiction over Asahi would be improper because it would not comport with "fair play and substantial justice."      Id. at 116 (Brennan, J. Concurring), citing International Shoe Co. v. Washington, 326 U.S. 310, 320 (1945).  

In a separate concurring opinion, Justice Stevens, joined by Justices White and Blackmun, clarified that they did not believe it necessary to reach the issue of purposeful availment in Asahi since the plurality could have rested solely on the finding that the assertion of specific jurisdiction violated fair play and substantial justice.  Justice Stevens also argued, however, that "[i]n most circumstances . . . a regular course of dealing that results in deliveries of over 100,000 units annually over a period of several years would constitute 'purposeful availment' even though the item delivered to the forum State was a standard product marketed throughout the world."      480 U.S. at 122 (Stevens, J. Concurring).

Even though the Asahi decision was merely rendered by a plurality,  Justice O'Connor's analysis perhaps should be viewed as the enduring opinion in the case.  Justice Brennan's opinion, while well reasoned, is unlikely to command significant support on the Court today, in part because three of the four judges who concurred in Asahi are no longer on the Court.  Justice Brennan, who dissented in World Wide Volkswagen v. Woodson, where he would have found the New York car dealer and regional distributor amenable to jurisdiction in Oklahoma based on the same theory he articulated in his concurring opinion in Asahi, consistently articulated a broader view of the permissible scope of specific jurisdiction than the rest of the Burger or Rehnquist Courts.  
International Jurisdiction 
Because the Internet is not delimited by national boundaries, disputes sometimes may be adjudicated in more than one country.  U.S. law generally provides broad grounds for asserting jurisdiction over foreign national.      See infra §§ ___.  By contrast, the scope of jurisdiction in most other countries is more narrow.  To limit the uncertainties associated with potentially overlapping jurisdiction in international transactions, parties may choose to enter into binding choice of forum, choice of law or ADR provisions.      See infra §§ ___.

Jurisdiction over U.S. residents generally is determined under the Due Process Clause of the Fourteenth Amendment by aggregating the defendant's contacts with the forum state to determine whether either general or specific jurisdiction may obtain.  When a defendant is an alien, contacts may be aggregated on a nation-wide basis in litigation based on a federal statute brought in federal court, to evaluate whether the defendant has sufficient contacts with the United States as a whole to be subject to jurisdiction consistent with the requirements of the Due Process Clause of the Fifth Amendment.  It thus may be possible to obtain jurisdiction over an alien defendant that would not otherwise exist in state court. 

	Fed R. Civ P. 4(k)(2)  

Under the Foreign Sovereign Immunity Act, an alien governmental entity may be sued anywhere in the United States if the defendant's contacts with the United States as a whole are sufficient to satisfy due process.      See Republic of Argentina v. Weltover, Inc., 504 U.S. 607 (1992).  Under a relatively new provision of the Federal Rules of Civil Procedure, jurisdiction over any alien defendant may obtain on the same basis if there is not otherwise a single state where jurisdiction may obtain.  Fed. R. Civ. P. 4(k)(2) provides that:

If the exercise of jurisdiction is consistent with the Constitution and laws of the United States, serving a summons or filing a waiver of service is also effective, with respect to claims arising under federal law, to establish personal jurisdiction over the person of any defendant who is not subject to the jurisdiction of the courts of general jurisdiction of any state.

This provision was enacted in response to the U.S. Supreme Court's suggestion that "[a] narrowly tailored service of process provision, authorizing service on an alien in a federal-question case when the alien is not amenable to service under the applicable state long-arm statute, might well serve the ends of . . . federal statutes."      Omni Capital Int'l  v. Rudolf Wolff & Co., 484 U.S. 97, 98 (1987).  The provision was intended to fill a "gap" that existed in the enforcement of federal law:

Under the former rule, a problem was presented when the defendant was a non‑resident of the United States having contacts with the United States sufficient to justify the application of United States law and to satisfy federal standards of forum selection, but having insufficient contact with any single state to support jurisdiction under state long‑arm legislation. . . . In such cases, the defendant was shielded from the enforcement of federal law by the fortuity of a favorable limitation on the power of state courts, which was incorporated into the federal practice by the former rule.      Advisory Committee Notes Accompanying the 1993 Amendments to the Federal Rules of Civil Procedure, ________.

Rule 4(k)(2) does not authorize jurisdiction in state court or in cases where federal subject matter jurisdiction is based on the parties' diversity of citizenship.  The rule does contemplate, however, that where jurisdiction may be asserted, state law claims may be heard under the court's supplementary jurisdiction, subject to the court's discretion to decline to hear such claims.      See 28 U.S.C. § 1367(c).  

In evaluating whether jurisdiction may obtain under Rule 4(k)(2), the court must determine that (1) the defendant has sufficient contacts with the United States as a whole to satisfy due process (based either on substantial and continuous contacts or, if the provision has been invoked, more likely the minimum contacts test); (2) the case arises under federal law, and is not before the court based on diversity jurisdiction; and (3) the foreign defendant lacks sufficient contacts with any single state to subject it to personal jurisdiction there.      United States v. International Brotherhood of Teamsters, 945 F. Supp. 609 (S.D.N.Y. 1996).  

The addition of Rule 4(k)(2) makes it easier to obtain jurisdiction over alien defendants who have minimum contacts with the United States, but not necessarily with any single state.  This provision will be especially significant in Internet transactions, where a defendant may have a host of email and other contacts with the United States that may have been received or accessed at different locations throughout the United States, but not necessarily at a single location, in a single state. 
A Roadmap for Applying Supreme Court Precedent to Cyberspace
Unlike many other areas of Internet law, U.S. law governing personal jurisdiction on terra firma translates relatively seemlessly to cyberspace.  The body of Supreme Court case law on personal jurisdiction is sufficiently well developed that it -- rather than lower court decisions that happen to arise online -- should guide courts and parties in assessing whether jurisdiction may obtain in a given case.  Unfortunately -- especially in the early years of the development of cyberspace jurisdiction -- some courts and commentators seemed more willing to adhere to poorly reasoned Internet-related lower court decisions than governing U.S. Supreme Court precedent.  While it is tempting to assume that the unique nature of cyberspace demands new rules -- and certainly for international transactions a convincing policy argument may be made that electronic commerce can best thrive in an environment where jurisdictional rules are predictable -- the fact is that most U.S. court cases arising in cyberspace fit easily within the existing framework for evaluating jurisdiction.

	World Wide Volkswagon

Over the years, the Supreme Court has had occasion to consider cases in an increasingly inter-dependent world where commerce is predominantly conducted on an interstate or international basis and telephones and fax machines have become as important -- or more important -- than the type of physical contact which in the past provided the primary basis for asserting jurisdiction.  In World Wide Volkswagon Corp. v. Woodson,      444 U.S. 286 (1980). the Supreme Court clarified that specific jurisdiction must be based on a defendant's purposeful availment.  As a corollary, the Court held that merely random or fortuitous contacts are insufficient to confer jurisdiction.  Although the U.S. economy had undergone what the Court characterized in 1980 as "fundamental transformations," Justice White wrote in World Wide Volkswagon v. Woodson that even as it had become less burdensome to litigate in far-flung states, state lines were not irrelevant for jurisdictional purposes and therefore could not be ignored.

	Calder v Jones

Because the minimum contacts test applied to evaluate whether specific jurisdiction may be asserted over a nonresident defendant focuses on the contacts among the defendant, the forum state and the underlying cause of action, the scope of permissible jurisdiction will be broader in certain types of lawsuits than in others.  At one end of the spectrum, jurisdiction may more easily obtain in intentional tort cases (such as libel and defamation) where a defendant's conduct, by virtue of the nature of the underlying claim, will be deemed to have been directed at the plaintiff in the plaintiff's home state (as in Calder v. Jones,      465 U.S. 783 (1984). where the Court applied the effects test) or in another state where she is injured (as in Keeton v. Hustler Magazine, Inc.,      465 U.S. 770 (1984). where the sizeable, regular circulation of a publication that contained the allegedly libelous statements in a state where plaintiff otherwise had no connections, made the assertion of jurisdiction consistent with traditional notions of fair play and substantial justice).  Calder v. Jones and Keeton v. Hustler Magazine, Inc. provide obvious guidance in intentional tort cases as well as disputes involving cyber-squatters -- whose intentional acts of registering third party trademarks as domain names in order to sell them to the trademark owner -- injure the trademark owner in the states where it is located.      See, e.g., Panavision Int'l, L.P. v. Toeppen, 141 F.3d 1316 (9th Cir. 1998) (finding jurisdiction proper in California over an Illinois cyber-squatter who registered two of the plaintiff's trademarks as domain names).

	Asahi Metal Industry

At the opposite end of the spectrum is Asahi Metal Industry Co. v. Superior Court,      480 U.S. 102 (1987). a 1987 case involving foreign manufacturing in which the U.S. Supreme Court explained the limits of the effects test of Calder v. Jones.  In that case, the Court held that jurisdiction could not constitutionally obtain over the Japanese manufacturer of tire valve assemblies sold to a company in Taiwan which incorporated the valves into finished products which were sold throughout the world, including in California, where suit had been brought.  The Court clarified that even though it was foreseeable that the defendant's products would find their way to California, foreseeability alone is not equivalent to purposeful availment.  Ultimately, the connection between the Japanese defendant, which did not directly sell its products in California, and the forum state were deemed too attenuated to support the assertion of jurisdiction.  

Although Asahi Metal Industry Co. was merely a plurality opinion, it stands for the proposition that purposeful availment -- not general foreseeability -- must be shown to establish jurisdiction.  A corollary to this rule is that the mere fact that it is generally foreseeable that information may be accessed on the Internet from any state in the union does not mean that by operating online a defendant necessarily has purposefully availed itself of the privilege of conducting business everywhere in the United States.  Internet advertising that is plainly directed to a local audience in a specific state, for example, should not subject an advertiser to jurisdiction in locations that it did not specifically target and where it does not have related or substantial sales, even though it would be foreseeable that people all over the world could access the site.  A contrary rule would nullify Justice White's admonition that state lines may not be disregarded in applying the minimum contacts test.

	Inset Systems, Inc. v Instruction Set, Inc.

Lower courts have had greater difficulty grappling with the jurisdictional significance of the operation of an out-of-state web site accessible to forum residents, in large part because the first reported decision to address this issue back in early 1996, Inset Systems, Inc. v. Instruction Set, Inc.,      937 F. Supp. 161 (D. Conn. 1996). was wrongly decided.  In that case, a district court in Connecticut held that a Massachusetts company that conducted no in-state business and which had no traditional contacts with the forum, was subject to jurisdiction in that state based solely on its operation in Massachusetts of a web site and toll free telephone number that were potentially accessible to Connecticut residents (although no evidence was adduced that either the web site or toll free number in fact were accessed by Connecticut residents).  Although the case involved a claim of trademark infringement, which is analogous to an intentional tort, there was no suggestion in the court's opinion that the defendant had intentionally selected its domain name (inset.com -- a logical abbreviation for a company called Instruction Set, Inc.) to trade on plaintiff's mark or that it even had knowledge of plaintiff's existence prior to the commencement of the lawsuit.  The facts of the case suggested that the defendant's web site, if not local in focus, was not specifically directed at residents of Connecticut.  

In finding jurisdiction proper, the court seemed by the tone of its opinion to be unduly influenced by what appeared to have been its first introduction to the new -- and apparently disturbing -- world of cyberspace.  The court explained that: 

The Internet as well as toll-free numbers are designed to communicate with people and their businesses in every state.  Advertisement on the Internet can reach as many as 10,000 Internet users within Connecticut alone.  Further, once posted on the Internet, unlike television and radio advertising, the advertisement is available continuously to any Internet user.  ISI has therefore, purposefully availed itself of the privilege of doing business within Connecticut.      Id. at 164.

The judge's apparent amazement that 10,000 state residents potentially could have accessed the defendant's web site betrayed his naivete about the way web sites in fact are accessed.  More disturbingly, by focusing on the potential accessibility of a web site, the court in Inset articulated a standard for assessing jurisdiction that would subject any web site owner to jurisdiction anywhere in the United States simply by virtue of its operation of a web site.  Such a standard essentially would make state lines irrelevant for jurisdictional purposes, notwithstanding Justice White's admonition in World Wide Volkswagon v. Woodson and the Due Process clause of the Fourteenth Amendment.

	Maritz, Inc. v . CyberGold, Inc.

Although the court's ruling in Inset Systems, Inc. v. Instruction Set, Inc. conflicts with Supreme Court precedent, because it was the first reported Internet jurisdiction case it was widely cited and initially followed uncritically by a number of courts.      See, e.g., Maritz, Inc. v. CyberGold, Inc., 947 F. Supp. 1328 (E.D. Mo. 1996);  Heroes, Inc. v. Heroes Foundation, 958 F. Supp. 1 (D.D.C. 1996); Haelan Products Inc. v. Beso Biological Research, Inc., Civil Action No. 97-0571, 43 U.S.P.Q.2d 1672 (E.D. La. July 11, 1997) (following Inset in a case where the defendant advertised in 4 nationally-circulated publications, maintained a toll free number and maintained a website at www.gus.com/health/851, which allegedly incorporated plaintiff's "851" mark); see also  Quality Solutions, Inc. v. Zupanc, 993 F. Supp. 621 (N.D. Ohio 1997) (denying defendants' motion to dismiss for lack of personal jurisdiction in a December 1997 opinion in a trademark infringement action where the defendant advertised in trade journals and allegedly used the plaintiff's mark on its web site and as part of the qualitysolutions.com domain name).  For example, in August 1996 in Maritz, Inc. v. CyberGold, Inc.,      947 F. Supp 1328 (E.D. Mo. 1996). Judge E. Richard Webber of the Eastern District of Missouri followed Inset in denying a motion to dismiss.  In that case, plaintiff Maritz, Inc., using the "GOLDMAIL" mark and goldmail.com domain name in connection with a service that paid consumers to receive email advertisements, filed suit under the Lanham Act against defendant CyberGold, Inc., a California corporation that established a web site where it intended to offer essentially the same type of service under the "CYBERGOLD" trade name and cybergold.com domain name.  Although CyberGold maintained its web site from a server presumed to be in Berkeley, California, the court emphasized that it "is at present continually accessible to every internet‑connected computer in Missouri and the world."  

At the time the motion was heard, CyberGold had not yet even begun operating its business.  According to the court, CyberGold's web site merely explained that "the forthcoming service will maintain a mailing list of internet users, presumably including many residents of Missouri."      Id. at 1330.    CyberGold attested that it had no contacts with Missouri, but the court found significant the fact that its website had been accessed on at least 311 occasions by Missouri residents (although 180 of these times involved visits by plaintiff or its employees).  	

The court rejected the defendant's contention that it merely maintained a "passive web site," finding instead that its intent was "to reach all internet users, regardless of geographic location":

Defendant's characterization of its activity as passive is not completely accurate.  By analogy, if a Missouri resident would mail a letter to CyberGold in California requesting information from CyberGold regarding its service, CyberGold would have the option as to whether to mail information to the Missouri resident and would have to take some active measures to respond to the mail.  With CyberGold's website, CyberGold automatically and indiscriminately responds to each and every internet user who accesses its web site.  Through its website, CyberGold has consciously decided to transmit advertising information to all internet users, knowing that such information will be transmitted globally.  Thus, CyberGold's contacts are of such a quality and nature, albeit a very new quality and nature for personal jurisdiction jurisprudence, that they favor the exercise of personal jurisdiction over defendant.      Id. at 1333.

	Bensusan Restaurant Corp. v. King

An early decision reaching a different conclusion than the Inset court was Bensusan Restaurant Corp. v. King.      937 F. Supp. 295 (S.D.N.Y. 1996), aff'd, 126 F.3d 25 (2d Cir. 1997).  In that case the Second Circuit in 1997 affirmed the district court's holding from September 1996 that jurisdiction could not obtain in New York over a Missouri company that operated a website intended to promote its Missouri-based business.  The decision had limited value outside New York, however, since it rested on an interpretation of New York's long arm statute which, unlike comparable statutes in most other states, has not been construed to reach the limits of due process.      The district court wrote in dicta that jurisdiction would not have been proper under the minimum contacts test even if the New long arm statute had been satisfied, but the Second Circuit expressly declined to reach that question.

	Zippo Manufacturing Co. v. Zippo Dot Com, Inc.

In Zippo Manufacturing Co. v. Zippo Dot Com, Inc.,      952 F. Supp. 1119 (W.D. Pa. 1997).  District Judge McLaughlin, writing in early 1997, summarized earlier lower court opinions and explained that whether jurisdiction should obtain in a case based on a defendant's Internet-related contacts should depend on the nature and quality of commercial activity that an entity conducts over the Internet. . . . At one end of the spectrum are situations where a defendant clearly does business over the Internet.  If the defendant enters into contracts with residents of a foreign jurisdiction that involve the knowing and repeated transmission of computer files over the Internet, personal jurisdiction is proper.  E.g., CompuServe, Inc. v. Patterson, 89 F.3d 1257 (6th Cir. 1996).  At the opposite end are situations where a defendant has simply posted information on an Internet Web site which is accessible to users in foreign jurisdictions.  A passive Web site that does little more than make information available to those who are interested in it is not grounds for the exercise [of] personal jurisdiction.  E.g., Bensusan Restaurant Corp. v. King, 937 F. Supp. 295 (S.D.N.Y. 1996).  The middle ground is occupied by interactive Web sites where a user can exchange information with the host computer.  In these cases, the exercise of jurisdiction is determined by examining the level of interactivity and commercial nature of the exchange of information that occurs on the Web site.  E.g., Maritz, Inc. v. Cyber[G]old, Inc., 947 F. Supp. 1328 (E.D. Mo. 1996).      952 F. Supp. at 1124.  The court held that it had jurisdiction over the defendant because Zippo Dot Com had entered into contracts with approximately 3,000 Pennsylvania residents and 7 Pennsylvania ISPs and therefore was doing business in the state.

In Judge McLaughlin's view, jurisdiction cases therefore fall in one of three places on what he referred to as a "sliding scale" or "spectrum" where "the likelihood that personal jurisdiction can be constitutionally exercised is directly proportionate to the nature and quality of commercial activity that an entity conducts over the Internet."      Id. at 952.  Those categories are: (1) where the defendant "clearly does business over the Internet" (where jurisdiction is proper); (2) where the defendant operates "a passive Web site . . . " where "a defendant has simply posted information . . . which is accessible to residents in foreign jurisdictions" and jurisdiction may not obtain; and (3) situations where the exercise of jurisdiction "is determined by examining the level of interactivity and commercial nature of the exchange of information that occurs on the Web site."      Id.   In point of fact, the "middle ground" category should probably have been stated as dependent on "the level of interactivity and/or the commercial nature of the exchange of information . . . ," so as to account for lawsuits involving government agencies, public schools or nonprofit organizations or intentional tort cases where the commercial nature of the site's interactivity should not be controlling, as well as out of recognition that (as implicitly acknowledged by, but not stated in, the Zippo Dot Com opinion), commercial activity alone -- regardless of the level of interactivity -- may be sufficient to confer jurisdiction.

The Zippo Dot Com formulation -- which focuses on a defendant's purposeful availment and therefore in broad terms abides by Justice White's admonition of the importance of respecting state lines in evaluating due process under the Fourteenth Amendment -- was subsequently adopted      The Ninth Circuit did not expressly state that it accepted the Zippo Dot Com court's analysis, but analyzed the facts before it in terms of the three categories outlined by Judge McLaughlin and expressly quoted Zippo Dot Com's analysis of interactive websites.  by the Ninth Circuit in Cybersell, Inc. v. Cybersell, Inc.,      130 F.3d 414 (9th Cir. 1997). a late 1997 decision which was also the first circuit court opinion to evaluate whether jurisdiction could obtain over a defendant, consistent with due process, based solely on the defendant's operation of a passive web site.  In Cybersell, Inc., the Ninth Circuit held that jurisdiction could not constitutionally be asserted simply because an out-of-state defendant operated a passive web site accessible to residents of the forum state.  The website at issue displayed the name, logo and local (as opposed to toll-free      The jurisdictional significance of maintaining a toll free number is questionable.  Given the number of different area codes that may exist within a single metropolitan area and the frequency with which people travel on business, it is not unusual for small businesses that operate primarily within a single state (or even county) -- such as real estate brokers and mortgage bankers -- to maintain toll free numbers for the convenience of existing and potential clients.) telephone number of the defendant and included a link that invited visitors to submit their names to obtain additional information.  

Judge Pamela Ann Rymer, writing on behalf of herself and Judges A. Wallace Tashima and Harlington Wood, Jr.,      Judge Wood of the Seventh Circuit was sitting by designation.  Judge Tashima is the author of a popular civil procedure practice guide.  See Judge William W Schwarzer, Judge A. Wallace Tashima & James M. Wagstaffe, California Practice Guide -- Federal Civil Procedure Before Trial (The Rutter Group 1998).   quoted Zippo Dot Com for the proposition that "[c]ourts that have addressed interactive sites have looked to the `level of interactivity and commercial nature of the exchange of information that occurs on the Web site" to determine if sufficient contacts exist to warrant the exercise of jurisdiction."      Id. at __.  In finding that the defendant operated "an essentially passive home page on the web," the Ninth Circuit did not actually focus on the site's level of interactivity as much as the more traditional analysis of the contacts between the defendant, the forum state and the underlying cause of action.      The court wrote that:
	Cybersell FL did nothing to encourage people in Arizona to access its site, and there is no evidence that any part of its business (let alone a continuous part of its business) was sought or achieved in Arizona.  To the contrary, it appears to be an operation where business was primarily generated by the personal contacts of one of its founders.  While those contacts are not entirely local, they aren't in Arizona either.  No Arizonan except for Cybersell AZ `hit' Cybersell FL's web site.  There is no evidence that any Arizona resident signed up for Cybersell FL's web construction services.  It entered no contracts in Arizona, made no sales in Arizona, received no telephone calls from Arizona,earned no income from Arizona, and sent no messages over the Internet to Arizona.
Id. at ___.  Judge Rymer wrote that, "[w]hile there is no question that anyone, anywhere could access that home page and thereby learn about the services offered, we cannot see how from that fact alone it can be inferred that Cybersell FL deliberately directed its merchandizing efforts toward Arizona residents."  The Ninth Circuit held that, without "`something more' to indicate that the defendant purposefully (albeit electronically) directed his activity in a substantial way to the forum state" the court could not find jurisdiction proper based on the operation of a passive website.      Id. at ___.   Judge Rymer wrote that "[o]therwise, every complaint arising out of alleged trademark infringement on the Internet would automatically result in personal jurisdiction wherever the plaintiff's principal place of business is located . . . [which] would not comport with traditional notions of what qualifies as purposeful activity invoking the benefits and protections of the forum state."      Id. at __.       She also emphasized, however, that in evaluating minimum contacts in cyberspace, all contacts -- including those occurring on terra firma -- should be considered.      See id. at 419.

Under the Zippo Dot Com/ Cybersell, Inc. guidelines, specific jurisdiction may be found where, in addition to operating a passive web site, a defendant has other contacts with the forum or where its Internet presence allows for some level of commercial interactivity.      The exact parameters of the test are ambiguous.  Although it is clear that passive sites would not confer jurisdiction under the test, while fully interactive sites would, it is unclear how locations that fall between these two extremes should be analyzed.  See infra § ___.   Merely because a defendant advertises on the world wide web, without more, is insufficient to confer jurisdiction under this analysis.  

While the Zippo Dot Com/ Cybersell, Inc. guidelines are helpful analytically in cases where jurisdiction is asserted based solely on a defendant's web-related contacts, whether jurisdiction should obtain in a given case ultimately should depend on Supreme Court precedent.  Thus, for example, a defendant physically served with a summons in the forum state may be amenable to jurisdiction even if the defendant merely operates a passive web site.      See Burnham v. Superior Court, 495 U.S. 604 (1990); see supra § ___.  A defendant also may be subject to jurisdiction for online contacts where she resides.  See, e.g., People v. Lipsitz, 663 N.Y.2d 468 (N.Y. Sup. Ct. June 23, 1997) (holding the defendant subject to jurisdiction in New York, where the defendant resided, for operating a fraudulent online business, through which the defendant interacted with other New York residents by email).  Similarly, in Panavision Int'l. v. Toeppen,      141 F.3d 1316 (9th Cir. 1998). the Ninth Circuit in early 1998 held that a cybersquatter who intentionally registered the plaintiff's trademarks as domain names was subject to jurisdiction in the plaintiff's home state of California under the effects test of Calder v. Jones, even though under the Zippo Dot Com/ Cybersell, Inc. guidelines the defendant had argued jurisdiction could not be found since he had merely operated a passive web site using the plaintiff's trademark.      In Cybersell, Inc., however, the Ninth Circuit suggested that the effects test may not apply "with the same force" to a corporation because, unlike an individual, it "`does not suffer harm in a particular geographic location in the same sense that an individual does.'"  130 F.3d at 420, quoting Core-Vent Corp. v. Nobel Industries, 11 F.3d 1482, 1486 (9th Cir. 1993).  Likewise, although not expressly stated in either case, the Zippo Dot Com/ Cybersell, Inc. formulation should not apply where -- regardless of the level of commercial interactivity of the site -- visitors to the location enter into binding contracts containing enforceable forum selection clauses providing that jurisdiction may be based exclusively in a single venue.      See Burger King Corp. v. Rudzewicz, 471 U.S. 462 (1985); see supra §§ ___. 

The Zippo Dot Com/ Cybersell, Inc. test also does not fully account for the fairness criteria articulated by the Supreme Court in World Wide Volkswagen Corp. v. Woodson.      444 U.S. 286, 291-92 (1980); see supra § ___.  The Ninth Circuit in Cybersell, Inc. purported to rest its analysis on purposeful availment without reaching the issue of whether the assertion of jurisdiction would be reasonable, pursuant to a Ninth Circuit formulation which treats these considerations as separate elements of a three-part test.  See Ballard v. Savage, 65 F.3d 1495, 1498 (9th Cir. 1995). For example, under Supreme Court precedent, jurisdiction should not be asserted where to do so would be fundamentally unreasonable (or inconsistent with "traditional notions of fair play and substantial justice"), although the parameters for declining jurisdiction on this basis are quite narrow.      See, e.g., Burger King Corp. v. Rudzewicz, 471 U.S. 462, 477 (1985); Asahi Metal Industry Co. v. Superior Court, 480 U.S. 102, 112-14 (1987); see also, e.g., Expert Pages & Advice & Counsel Corp. v. Buckalew, No. C-97-2109-VRW, 1997 U.S. Dist LEXIS 12205 (N.D. Cal. Aug. 6, 1997) (holding that the assertion of jurisdiction would be inconsistent with principles of justice because the defendant -- a young person whose website had generated virtually no revenue -- would be unable to pay to defend himself in California, whereas plaintiff, a successful corporation owned by a lawyer, could more easily afford to litigate in the defendant's home state of Virginia, in a case where the plaintiff alleged that the defendant copied its database of legal experts from its web site for the purpose of soliciting business from plaintiff's advertisers).   

Although not expressly articulated in court opinions, the Zippo Dot Com/ Cybersell, Inc. formulation should be understood as applying to cases where a defendant's sole contacts with the forum occurred over the Internet.  The owners of even a passive web site, for example, may be amenable to jurisdiction if -- in addition to operating a non-interactive web site -- they have made substantial sales in the forum.  Likewise, a defendant who has contacts with the forum state in the physical realm of terra firma may be amenable to either specific or general jurisdiction, notwithstanding the level of interactivity of its website.  Ultimately, courts must focus on the contacts between the defendant, the forum state and the cause of action, regardless of whether these contacts arise online or on terra firma.  By applying Supreme Court precedent, rather than Internet-related lower court decisions,      For a complete analysis of lower court Internet jurisdiction cases, see infra § ___.  courts are more likely to focus broadly on the law governing personal jurisdiction and reach the proper result in a given case. 
Early Case Law Finding Jurisdiction 
Early cases (i.e., those decided in 1996) ascribed unfounded significance to a company's mere presence on the world wide web.  These lower court decisions also focused undue attention on potential or actual hits on a site, which may be misleading. 

	Inset Systems, Inc. v. Instruction Set, Inc.

Inset Systems, Inc. v. Instruction Set, Inc.,      937 F. Supp. 161 (D. Conn. 1996). an April 1996 decision that was one of the first cases to address the jurisdictional significance of a defendant's maintenance of a web site, reached the insupportable conclusion that a defendant's mere operation of a web site may be sufficient to confer jurisdiction anywhere where the web site may be accessed by significant numbers of forum residents.      The defendant in Inset also maintained a national toll free number.  In one case following Inset, where a court found jurisdiction proper based on a defendant's use of an allegedly infringing mark in a URL, the defendant's operation of a toll free number and acts of advertising in 4 national publications accessible to residents of the forum, the court explained that "[a]lthough the national toll-free number is not a determinative factor, it does indicate that Beso is not attempting to limit the states in which its products are marketed."  Haelan Products Inc. v. Beso Biological Research, Inc., Civil Action No. 97-0571, 43 U.S.P.Q.2d 1672 (E.D. La. July 11, 1997).  
	Citing earlier Fifth Circuit law, the court in Beso Biological Research, Inc. wrote that the significance of advertising in national publications will depend on (1) whether the publications defendant advertised in circulated in the forum state; (2) whether the defendant advertised in the publications frequently, regularly or occasionally; (3) what amount of business was obtained from the advertisements; and (4) whether the defendant attempted to limit the states in which its products were marketed.  Since under this test a web site owner could be subject to jurisdiction anywhere in the United States in litigation relating to the web site, the Inset standard essentially makes state lines irrelevant for jurisdictional purposes, in violation of Supreme Court doctrine.      See World Wide Volkswagen v. Woodson, 444 U.S. 286, 293 (1980); supra §§ ___.  

	Maritz v. CyberGold, Inc.	

One of the next early decisions, Maritz v. CyberGold, Inc.,      947 F. Supp. 1328 (E.D. Mo. 1996). relied on Inset in holding that a California company's mere operation of a web site that in fact was accessed by forum residents subjected the defendant in that case to jurisdiction in Missouri.  In a trademark infringement action, which is analyzed like an intentional tort, an in-state injury based on out of state conduct arguably could support jurisdiction under the right circumstances.  There was no suggestion in either Inset or CyberGold, however, that the defendant in either case intentionally sought to infringe the plaintiff's trademark or domain name, such that jurisdiction could otherwise have been justified under the effects test of Calder v. Jones.      465 U.S. 783 (1984).  Hence, in neither case could the court reasonably have found that the plaintiff was either an intended or likely recipient of the defendant's Internet advertisements.  

	Heroes, Inc. v. Heroes Foundation

Inset was also cited favorably in Heroes, Inc. v. Heroes Foundation,      958 F. Supp. 1 (D.D.C. 1996). a case in which a District of Columbia charity sued an out-of-state charity for trademark and domain name infringement.  Jurisdiction was found proper in that case based on the defendant's operation of a website and its placement of an advertisement in The Washington Post.  Heroes, Inc., however, is perhaps best understood as a case involving targeted advertising -- where a local charity known only in the forum found that its name appeared not only as the defendant's domain name (and on its website) but in an advertisement placed in a forum newspaper.  In a targeted advertising case such as Heroes, Inc. -- where the defendant's use of the name and logo of a local charity had particular local appeal and was reinforced by a local advertisement -- forum residents are the intended audience and jurisdiction properly should obtain.
The Jurisdictional Significance of Hits on a Web Site
Courts should be reticent about considering in a vacuum the jurisdictional significance of hits on a website or the clickstream on a banner advertisement.     	Merely by operating a server connected to the Internet, a company, given current technology, makes its web page available to visitors from around the world.  Accessing a web site constitutes a volitional act on the part of the visitor, but potentially a passive act by the web site owner (if it does not specifically target residents of the forum state as opposed to the general population of cyberspace).    Traffic on a website may reflect purposeful availment, but in the absence of other facts it could merely suggest random or fortuitous contacts.  Indeed, except in cases involving intentional torts or similar claims where the underlying substantive law dictates that the defendant's conduct (whether in cyberspace or on terra firma) should be deemed to have been directed at any forum where the defendant was located or injured,      See, e.g., Keeton v. Hustler Magazine, Inc., 465 U.S. 770 (1984) (jurisdiction found proper in New Hampshire in a libel case because the injury occurred in that state, among others). traffic on a website may be immaterial, especially if the site is merely passive.      The lack of traffic on a website conversely could be probative of whether a defendant purposefully directed its activities at a given state, depending on the nature of the lawsuit.    

The court in CyberGold focused on actual hits on the defendant's web site, rather than adopting the analysis of the Inset court, which relied on the number of potential in-state visitors.  Although actual hits are a more reliable indicator of a defendant's contacts with a forum state than potential hits, any analysis of web site hits by forum residents may be misleading.  In CyberGold, the court considered relevant the fact that 131 Missouri residents had accessed the site.      A higher number of Missouri residents had actually visited the site, but the court did not credit visits from plaintiff's own employees.  Given the volume of online activity today, it is difficult to evaluate whether 131 hits from a given state constitutes merely random or fortuitous contact (especially in the absence of statistics showing the volume of traffic from residents of other states).  Moreover, such a statistic may be meaningless in the absence of evidence suggesting that the defendant intended to target Missouri residents, in fact had customers in that state or knew that its activities would likely generate business from that state.

If a court merely were to consider the actual number of hits on a web site from the forum state (to the extent discernible), most web site owners today could be subject to jurisdiction in almost any state merely by virtue of their operation of a web site.  Thus, the CyberGold court's analysis of actual hits, while seemingly more reasonable than the Inset court's focus on potential hits, likely would yield a similar result.  Under either standard, web site owners would be subjected to jurisdiction virtually anywhere in the United States merely for operating a publicly accessible website.

The approach taken by the court in CyberGold also is improper because an analysis of mere hits on a web site may yield deceptive results.  Unless visitors register at a site or otherwise volunteer information about themselves, web site owners typically only learn the domain names of visitors, which do not necessarily identify their location.  Although domain names in the .edu top level domain often identify colleges or universities located in a single state and a small percentage of U.S. Internet users have email addresses in the .us top level domain and use domain names that identify the states where they reside, most domain names do not identify the state of residence of a given user.  Generic top level domains, which are much more commonly used, generally do not reveal a person's actual location.  For example, a visitor from aol.com could reside in almost any state.  

Even where partial jurisdictional statistics may be obtained by reference to the domain names of visitors to a site, such statistics are not entirely reliable.  A visitor could have been travelling on business in another state when she transmitted the communication tracked by a website.  Similarly, a user from one state may access a site remotely from an Internet kiosk or portable computer while travelling in another state or may use the account of a friend or relative.  

The way the Internet operates also undermines the reliability of jurisdictional statistics.  For example, people who visit a location from a link on another site -- such as Yahoo's search engine -- may be tracked as coming from that site (in this example, yahoo.com), rather than from their own domains.  In addition, visitors who disable cookie files on their web browsers, to maximize their privacy or confound website operators, may not be accurately accounted for in web site statistics.  Further, some large commercial Internet providers cache sites, which replicate entire web sites at alternative locations to facilitate their customers' quick access to popular (and therefore congested) sites.  Accurate statistics on mirror sites may be unavailable, further skewing whatever numbers a court might otherwise rely upon.  

The number of hits recorded on a site also may not correspond precisely to the number of visitors to the location.  If a web site recorded 131 hits, it does not necessarily mean that 131 people visited.  A single individual accessing the same web site from different Internet accounts at work, home or on a portable computer, may erroneously be counted multiple times.  In addition, even if a return visitor is using the same account to access the site multiple times, it may be impossible to distinguish her hits from those of new visitors if the return visitor has disabled her cookie files or declined to accept cookies from the site.  Further, multiple recorded visits from a single domain -- such as aol.com -- do not distinguish between repeat visitors and new traffic.  

Even where the origin of a hit can be identified, this fact alone does not provide information about the nature or quality of the potential contact.  For example, a user may access a site merely because it contains easy links to other locations, which may be the viewer's ultimate destination.  Indeed, it is precisely because a simple hit tells so little about the visitor or the visitor's motivations that companies moved away from paying for online advertisements based merely on the number of visits to a web site, and beginning in approximately 1997 focused instead on the number of visitors who affirmatively clicked on a banner, a button, an icon or underlined text to view specific information.      See supra § ___.  

Ultimately, in the absence of accurate web site statistics, courts should be cautious about relying on the number of visits to a site in ruling on a personal jurisdiction motion.  This is especially true where the numbers proffered are neither so large as to suggest other contacts that cumulatively could reflect purposeful availment or so small that they may indicate that the defendant's contacts with the forum were merely random or fortuitous.  Yet even where statistics appear to be reliable and relevant, courts should be careful about drawing hasty conclusions.  Since even one hit may be relevant if the visit lead to a transaction underlying a lawsuit      See McGee v. International Life Insurance Co., 355 U.S. 220 (1957) (upholding jurisdiction in a contract case arising out of the defendant's only contract with a resident of the forum state). -- or, conversely, 131 foreseeable hits in the absence of any direct business in the state may be insufficient to confer jurisdiction      See Asahi Metal Industry Co. v. Superior Court, 480 U.S. 102 (1987) (rejecting foreseeability as the test for jurisdiction). -- raw numbers, even where reliable, may not significantly advance the relevant inquiry.  

Early Cases Declining to Find Jurisdiction 
Bensusan Restaurant Corp. v. King	
Early cases involving defendants with few or no physical contacts with the forum state came out differently when the court focused on criteria other than actual or potential hits on a website.  In Bensusan Restaurant Corp. v. King,      937 F. Supp. 295 (S.D.N.Y. 1996), aff'd, 126 F.3d 25 (2d Cir. 1997). for example, a judge in the Southern District of New York held that a defendant's mere operation of a web site, without more, was insufficient to confer jurisdiction.  In so holding, the court focused on the situs of the web site (which the district court concluded was either in Missouri, where the defendant resided, or cyberspace) and the nature, purpose and intended audience of the site, which was directed almost exclusively to residents of Missouri.  None of the information on the website was targeted to residents of New York, although, given the nature of the Internet, New York residents could access the site as easily as Missouri residents, and may in fact have done so.  The district court, citing Asahi Metal Industry Co. v. Superior Court,      480 U.S. 102 (1987). analogized the operation of a web site in dicta      The case turned on an interpretation of New York's long-arm statute. to the placement of a product into the stream of commerce, concluding that even though a web site may be accessed from anywhere in the world, without more, the operation of a web site is not an act purposefully directed toward the forum state.  

Even though the Second Circuit affirmed Bensusan under New York's long arm statute, the lower court's order -- which was also premised on the Due Process Clause -- was widely cited by other courts throughout 1996 and 1997 and continues to be relevant by analogy because of the particular facts presented.  While a narrow reading of the case would be that a defendant's operation of a website targeted to a local audience may not be sufficient to confer jurisdiction in a forum that is not where the intended audience of the website is located, a broader reading of Bensusan -- consistent with later case law such as Zippo Manufacturing Co. v. Zippo Dot Com, Inc.      952 F. Supp. 1119 (W.D. Pa. 1997); see infra § __.  -- would be that jurisdiction may not be premised solely on a defendant's operation of a website.

	McDonough v. Fallon McElligott, Inc.  

A similar conclusion was reached in another early decision, McDonough v. Fallon McElligott, Inc..      Civil No. 95-4037, 40 U.S.P.Q.2d 1826 (C.D. Cal. Aug. 5, 1996).    In that case, a federal court in California concluded that the mere operation of a web site was insufficient to confer jurisdiction in a copyright infringement action.  The court's analysis in this unreported decision, however, was not as thorough as the district court's in Bensusan. 
Interactivity as a Guidepost for Jurisdiction and the Limitations of the Zippo Dot Com/ Cybersell, Inc. Formulation 
Although some judges have continued to concentrate on actual or potential hits on a web site,      See, e.g., Superguide Corp. v. Kegan, Case No. 4:97cv181-C, 1997 U.S. Dist. LEXIS 19317 (W.D.N.C. July 28, 1997) (denying defendant's motion to dismiss in a suit seeking a declaratory judgment of non-infringement of defendant's trademark; defendant's failure to identify the number of hits generated on its website from North Carolina or how many products were sold to North Carolina residents warranted the inference that a large number of forum residents visited the defendant's website).  Although the court in Superguide Corp. found jurisdiction to be proper despite defendant's lack of contacts with the forum state (based on its presumption that such contacts must have existed or would have affirmatively been denied by the defendant), the court commented that:
	Unlike traditional telephone solicitation, the commercial side of the Internet provides business with a unique opportunity to reach customers in a passive manner.  Similar to a fisherman on the bank with his line in the water, a website is established, a product is offered, and the business waits for the customers.
1997 U.S. Dist. LEXIS 19317, at *14.  Likewise, in American Network, Inc. v. Access America/Connect Atlanta, Inc., 975 F. Supp. 494 (S.D.N.Y. 1997), where jurisdiction was also found to be proper, the court wrote that:
	Since it is not clear from the submissions that defendant could publish a page on its Web site in a way as to make it accessible to users in some jurisdictions but not others, arguably a defendant should not be subject to jurisdiction in New York simply because its home page could be viewed by users there. 
Id. at 498-99. find jurisdiction to be proper based on the mere operation of a website      See, e.g., Quality Solutions, Inc. v. Zupanc, 993 F. Supp. 621 (N.D. Ohio 1997) (denying defendants' motion to dismiss for lack of personal jurisdiction in a December 1997 opinion in a trademark infringement action where the defendant advertised in trade journals and allegedly used the plaintiff's mark on its web site and as part of the qualitysolutions.com domain name).   or simply apply traditional case law involving cases on terra firma,      See, e.g., Gary Scott Int'l, Inc. v. Baroudi, 981 F. Supp. 714 (D. Mass. 1997) (holding the defendant -- who marketed its "Tobacco Keepers" cigar humidors over the Internet -- subject to jurisdiction in a trademark infringement suit where it had also entered into a contract to sell 12 of the products to a Massachusetts retailer and said that he planned to sell additional units in the state); CD Solutions, Inc. v. Tooker, 965 F. Supp. 17, 20 (N.D. Tex. 1997) (transferring a domain name dispute to Oregon pursuant to 28 U.S.C. § 1406 after finding personal jurisdiction lacking in a declaratory judgment action brought by the owner of the cds.com domain name against a company which was also using the CDS mark on the Internet and which had sent the plaintiff a cease and desist letter); People v. Lipsitz, 663 N.Y.2d 468 (N.Y. Sup. Ct. June 23, 1997) (holding the defendant subject to jurisdiction in New York, where the defendant resided, for operating a fraudulent online business, through which the defendant interacted with other New York residents by email).   since 1997 lower courts increasingly have focused on the level of interactivity of a website.  Like actual or potential hits on a website, however, interactivity alone should not be determinative and does not serve as a proxy for Supreme Court precedent.  

As discussed at greater length earlier in this chapter,      See supra § __. District Judge McLaughlin, summarizing prior lower court decisions governing jurisdiction in cyberspace, ruled in early 1997 in Zippo Manufacturing Co. v. Zippo Dot Com, Inc.,      952 F. Supp. 1119 (W.D. Pa. 1997).  Zippo Dot Com itself was not an advertising case.  that whether jurisdiction could obtain depended on whether a defendant was "doing business over the Internet," in which jurisdiction could obtain, or operating a passive website, in which it could not.  In between these two extremes, Judge McLaughlin wrote was the "middle ground . . . occupied by interactive Web sites where a user can exchange information with the host computer."      Id. at 1124.  The Zippo Dot Com case itself was one where the court found the defendant was doing business over the Internet and therefore subject to jurisdiction in the forum state.  As Judge McLaughlin wrote, "this is not an Internet advertising case in the line of Inset Systems and Bensusan . . . ."  Id. at 1125.  In these type of cases, he wrote, "the exercise of jurisdiction is determined by examining the level of interactivity and commercial nature of the exchange of information that occurs on the Web site."      Id.  The court's focus on commercial interactivity may be appropriate in many advertising cases, but might not be in libel or certain other intentional tort cases where a defendant's web-related activities were obviously directed at a specific individual or residents of a specific state, or in cases involving liability for noncommercial activities, such as the conduct of a nonprofit organization.  See supra § ___.     Under this formulation, which was subsequently applied by the Ninth Circuit in Cybersell, Inc. v. Cybersell, Inc.,      130 F.3d 414 (9th Cir. 1997). passive advertising, including banner advertisements that do not allow visitors to purchase products and non-interactive websites that do "little more than make information available to those who are interested in it",      952 F. Supp. at 1124. generally would not be subject to jurisdiction in the absence of other contacts.  Websites that lure people onto a site to make purchases or otherwise enter into contracts or do business online, by contrast, likely would subject their owners to jurisdiction.      See id.  In between, the more interactive the website or Internet advertisement, the more likely it is to subject the advertiser or sponsor to jurisdiction under the Zippo Dot Com/ Cybersell, Inc. test.  

In practice, courts applying the Zippo Dot Com test have had to struggle with the open question of what level of interactivity is required for jurisdiction to obtain. In Agar Corp. v. Multi-Fluid, Inc.,      45 U.S.P.Q.2d 1444 (S.D. Tex. June 25, 1997). for example, a court held that a defendant's website, which plaintiff alleged offered for sale products infringing its patents, was "largely passive" because:

With the exception of two "buttons" on one of the seven Hitec web pages, which appear to permit "feedback" and "registration," the site is entirely informational.  Products cannot be purchased, nor contractual relationships established, through the site.

The Agar Corp. court further clarified that "merely placing the offer on the Internet does not establish specific personal jurisdiction" because an offer to sell must be purposefully directed to the forum and "[i]nformation provided by a passive website, whether it be advertising or a firm offer to sell, does not seek out the customer but merely resides in `cyberspace' waiting to be visited on the initiative of the Internet explorer."      Id.  The court cited in support of its decision the district court opinion in Bensusan Restaurant Corp. v. King, which on appeal the Second Circuit affirmed more narrowly under the New York long arm statute, and The Hearst Corp. v. Goldenberger, No. 96-Civ.-3620, 1997 U.S. Dist. LEXIS 2065 (S.D.N.Y. Feb. 26, 1997), which was also decided under New York's long arm statute, rather than the due process clause.  The court's reasoning in Agar Corp., however, is consistent with the standards articulated by the U.S. Supreme Court in applying the minimum contacts test and is therefore sound.

Although not cited in Cybersell, Inc., Agar Corp.'s conclusion that a "largely passive" website is insufficient to justify the assertion of jurisdiction is essentially consistent with the Ninth Circuit's conclusion in early 1998 that the defendant's use of "an essentially passive home page on the web . . ." would be insufficient for personal jurisdiction to obtain.  In Cybersell, Inc., the Ninth Circuit evaluated a website that included the name, logo and local (as opposed to toll-free) telephone number of the defendant, as well as a link which visitors could use to contact the defendant.  These cases suggest that a balancing test may be appropriate for sites which incorporate a modest level of interactivity to determine whether the assertion of jurisdiction would be appropriate.  

On the other hand, it would be a mistake to read too much into the specific factual findings of these cases with respect to interactivity.  Although the courts in Cybersell, Inc. and Agar Corp. found that merely allowing visitors to communicate with the owner did not create a sufficient level of interactivity to justify the assertion of jurisdiction,      See also Blackburn v. Walker Oriental Rug Galleries, Inc., Civil Action No. 97-5704, Copy. L. Rep. (CCH) ¶ 27,766 (E.D. Pa. Apr. 7, 1998) (site that allowed visitors to pose questions nonetheless held "passive" for purposes of 28 U.S.C. § 1400(a)); Conseco, Inc. v. Hickerson, No. 29A04-9802-CV-85, 1998 Ind. App. LEXIS 1328 (Ind. Ct. App. Aug. 14, 1998) (site that allowed visitors to send email held to be merely passive based on close adherence to Cybersell, Inc.).  
	Where a site that allows visitors to communicate directly with the site owner by email actually generates business, courts may find jurisdiction to be proper under the Zippo Dot Com/ Cybersell, Inc. approach.  See, e.g., Park Inns Int'l, Inc. v. Pacific Plaza Hotels, Inc., 5 F. Supp. 2d 762 (D. Ariz. 1998) (applying Cybersell but finding jurisdiction proper in a trademark infringement action based on the use by the defendant -- a hotel based in Oakland, California -- of the name "Park Plaza," which is the same as defendant's registered trademark; defendants maintained a website using the domain name parkplaza.com, which was an interactive site where customers could make reservations; 7 people in fact made reservations over the Internet, although via the defendant's franchiser's (Best Western) website, rather than parkplaza.com; and defendants solicited business from Arizona residents through other channels on terra firma (including paying 32 commissions to Arizona travel agents)).
	In Resuscitation Technologies, Inc. v. Continental Health Care Corp., Cause No. IP 96-1457-C-M/S, 1997 U.S. Dist. LEXIS 3523 (S.D. Ind. Mar. 24, 1997), a case decided relatively soon after Zippo Dot Com, Judge Larry J. McKinney applied the case to email communications.  In that case, the defendant, who was searching the Internet for investment opportunities, had contacted the plaintiff after reviewing plaintiff's posting on an interactive website.  The initial communication led to over 80 email exchanges, conference calls, faxes, personal meetings (in other states) and a failed joint venture which led to the plaintiff's lawsuit in the plaintiff's home state.  In rejecting the defendant's motion to dismiss based on the argument that it merely responded to plaintiff's Internet solicitation and therefore should not be subject to jurisdiction in the state where the website owner was based, Judge McKinney wrote that "[t]o transact business in this day of instantaneous interstate electronic transmissions does not require a defendant to have physically entered the state."  Id. at *11.  The court, citing CompuServe, Inc. v. Patterson, 89 F.3d 1257, 1265 (6th Cir. 1996), wrote that "[b]usiness is transacted in a state when obligations created by the defendant or business operations set in motion by the defendant have a realistic impact on the commerce of that state; and the defendant has purposefully availed himself of the opportunity of acting there if he should have reasonably foreseen that the transaction would have consequences in that state."  In applying the Zippo Dot Com test, which the court wrote "involves examination of the level of interactivity and the commercial nature of the exchange of information that occurs. . . . The quality of those electronic contacts is measured with reference to the intended object of that activity."  Id. at *13.  Stated slightly differently, Judge McKinney, summarizing other lower court Internet cases, wrote that the proper analysis "requires a direct examination of the nature and content of th[e] Internet communications . . . ."  Id. at *13-14.  While the court wrote that "[c]ertainly, one or two inquiries about some Indiana goods or services would not support local jurisdiction" it found that in the case before it "the electronic mail messages were numerous and continuous over a period of months."  Id. at *17.  The court found that since the purpose of the activity was a joint venture, the defendants "reached beyond the boundaries of their own states to do business in Indiana."  Id.       the court in Maritz, Inc. v. CyberGold, Inc.,      947 F. Supp. 1328 (E.D. Mo. 1996). which Judge McLaughlin cited in Zippo Dot Com for the proposition that jurisdiction in "middle ground" cases must be determined by "examining the level of interactivity and commercial nature of the exchange that occurs on the Web site",      See 952 F. Supp. at 1124. reached exactly the opposite conclusion.  Indeed, the website in CyberGold, Inc. was not yet even fully operational.      Cf. Hasbro, Inc. v. Clue Computing, Inc., 994 F. Supp. 34 (D. Mass. 1997) (holding in pre-Cybersell, Inc. case that defendant's website was interactive because it allowed visitors to communicate with the siteowners by email from the website); Mieczkowski v. Masco Corp., No. 5:96cv286, 1998 U.S. Dist. LEXIS 3502 (E.D. Tex. Mar. 18, 1998) (holding the defendant in a wrongful death action subject to general jurisdiction in Texas based in part on its operation of a website where the defendant's website allowed visitors to view pictures of products online, print order forms, check the status of their orders and communicate directly with sales representatives by email).  

A flaw in the Zippo Dot Com/ Cybersell, Inc. approach is that it was formulated by reference to other lower court decisions evaluating the proper scope of jurisdiction in cyberspace, rather than Supreme Court precedent.  There are a number of different circumstances where jurisdiction would be permissible, even though a defendant merely owned a passive website.  For example, the non-resident owner of a passive site arguably could be subject to jurisdiction in a libel action in almost any state where the website advertisement reasonably was directed (and presumably viewed),      See Keeton v. Hustler Magazine, Inc., 465 U.S. 770 (1984).  In this one circumstance, the flawed CyberGold test (which focuses on the number of hits actually received in a given jurisdiction) could be relevant, at least to the extent accurate statistics may be obtained. even though the same facts might not support the assertion of jurisdiction in a trademark infringement suit where there is no allegation that the alleged infringer was a cyber-squatter or intentional tortfeasor (such that jurisdiction otherwise might be proper under the effects test of Calder v. Jones).  Likewise, a defendant physically served with a summons in the forum state may be amenable to jurisdiction even if it merely operates a passive web site.      See Burnham v. Superior Court, 495 U.S. 604 (1990); see supra § ___.  Conversely, the owner of an interactive site may be able to avoid jurisdiction in a given forum if, as part of the interactive process on her site, the owner requires visitors to enter into binding contracts containing choice of forum provisions selecting the defendant's home state as the sole venue for litigation      See Burger King Corp. v. Rudzewicz, 471 U.S. 462 (1985); see supra §§ ___. or if the assertion of jurisdiction would offend "traditional notions of fair play and substantial justice."      See, e.g., Burger King Corp. v. Rudzewicz, 471 U.S. 462, 477 (1985); Asahi Metal Industry Co. v. Superior Court, 480 U.S. 102, 112-14 (1987); see also, e.g., Expert Pages & Advice & Counsel Corp. v. Buckalew, No. C-97-2109-VRW, 1997 U.S. Dist LEXIS 12205 (N.D. Cal. Aug. 6, 1997) (declining jurisdiction in a case involving the alleged misappropriation of a database posted on a website where the court found jurisdiction otherwise would have been proper, based on the fairness considerations articulated in World Wide Volkswagen v. Woodson); see generally supra §§ ___.   Similarly, absent additional contacts, a plaintiff may be unsuccessful in obtaining jurisdiction over the non-resident owner of an interactive website in a negligence action since, almost by definition, the defendant may not have been intentionally directing her activities at the plaintiff or forum state.      Cf. Helicopteros Nacionales de Columbia, S.A. v. Hall, 466 U.S. 408, 418 (1984); see supra § ___.    

The Zippo Dot Com/ Cybersell, Inc. test's emphasis on interactivity also may not fully account for suits based on banner advertisements.  Even where a website is interactive, jurisdiction may not be proper in a dispute over a banner advertisement if it is merely one of a number of ads that are rotated on the site as a result of a contract with a third party.  Although the site itself may have been interactive and the advertisement plainly commercial, the appearance of the banner advertisement may have been a random or fortuitous occurrence as a result of the site owner entering into a contract with a third party advertiser.  In such a situation, jurisdiction would be improper under Asahi Metal Industry Co. v. Superior Court.      480 U.S. 102 (1987); see supra § ___.  

The Zippo Dot Com test has been widely applied      In addition to the cases discussed in the text, see, e.g., Blackburn v. Walker Oriental Rug Galleries, Inc., Civil Action No. 97-5704, Copy. L. Rep. (CCH) ¶ 27,766 (E.D. Pa. Apr. 7, 1998) (wholesale rug site that allowed users to view rugs sold by the site owners and provided detailed descriptions of different rugs and information on maintenance and care and which allowed visitors to directly pose question to the company, found to be "essentially an advertisement" and passive; transferring a copyright infringement case based on improper venue, where venue was dependent on a finding of jurisdiction); Playboy Enterprises, Inc. v. Asiafocus International, Inc., Civil Action No. 97-734-A, 1998 U.S. Dist. LEXIS 10359 (E.D. Va. Feb. 2, 1998) (recommending entry of a default judgment for $3 million in a trademark infringement case where the defendants -- foreign corporations and their owners -- used the asian-playmates.com and playmates-asian.com domain names and used plaintiff's trademarks on the website and in meta-tags; the court purported to apply the Zippo Dot Com test to find that Hong Kong residents properly served under the Hague Convention were subject to jurisdiction in Virginia, where they registered the infringing domain names with NSI and where their sites were accessible); Mallinckrodt Medical, Inc. v. Sonus Pharmaceuticals, Inc., Civil Action No. 97-1732 (PLF), 1998 U.S. Dist. LEXIS 136 (D.D.C. Jan. 5, 1998) (following Cybersell, Inc., Zippo Dot Com and Bensusan in holding that defendant's allegedly defamatory statements, posted in Seattle on AOL, which is based in Virginia, was essentially passive and therefore insufficient to confer jurisdiction simply because there allegedly were 200,000 AOL subscribers in DC at the time the motion was heard); SF Hotel Company v. Energy Investments, Inc., 985 F. Supp. 1032 (D. Kan. 1997) (holding that the defendant's website was passive); Auto Channel, Inc. v. Speedvision Network, LLC, Civil Action No. 3:97-CV-38-H, 1997 U.S. Dist. LEXIS 22016 (W.D. Ky. Nov. 19, 1997) (following Zippo Dot Com in dismissing plaintiff's claims where the defendant's only contacts with Kentucky consisted of web page advertising); Transcraft Corp. v. Doonan Trailer Corp., No. 97 C 4943, 45 U.S.P.Q.2d (BNA) 1097 (N.D. Ill. Nov. 12, 1997) (following Zippo Dot Com in declining to hold that the defendant's mere operation of a website was sufficient to confer jurisdiction); Weber v. Jolly Hotels, 977 F. Supp. 327 (D.N.J. 1997) (following Zippo Dot Com (a specific jurisdiction case) in finding that general jurisdiction could not be obtained in a tort action brought against an Italian hotel chain that operated a passive website);  Conseco, Inc. v. Hickerson, No. 29A04-9802-CV-85, 1998 Ind. App. LEXIS 1328 (Ind. Ct. App. Aug. 14, 1998) (allegedly defamatory statements posted on a website seeking information concerning fraud or other unfair treatment by Philadelphia Life Insurance Co. or any of Conseco's other insurance subsidiaries held insufficient to confer jurisdiction in plaintiff's home state because the defendant's website was merely passive). and may be a useful analytic tool -- especially in cases such as Cybersell, Inc. (or Inset, Inc.) where the defendant has no traditional contacts with the forum and jurisdiction is premised exclusively on the defendant's ownership of a passive website.  Depending on the nature of the case, interactivity may be relevant in assessing purposeful availment.  For example, the fact that a site is interactive often may make it easier to find related contacts -- such as sales -- that would be sufficient to confer jurisdiction.  Interactivity, however, is merely one factor to evaluate in applying the minimum contacts test in cyberspace.  Supreme Court precedent dictates that whether jurisdiction may obtain generally depends on the contacts of the defendant, the forum state and the cause of action.  Interactivity -- at best -- therefore may evidence contacts between the defendant and the forum state which, depending on the particular cause of action, may or may not be sufficient to confer jurisdiction.  Ultimately, courts should evaluate the extent to which a defendant has attempted to purposely direct activities at or in the forum state.  

In undertaking this analysis, courts may find it useful to consider a wide variety of factors -- in addition to interactivity -- such as the intended audience for the site, the nature of the content available online      For example, although not determinative, the court cited the defendant's statement on its webpage that it could serve customers throughout the United States as evidence which, in conjunction with local sales, supported the assertion of jurisdiction in American Network, Inc. v. Access America/Connect Atlanta, Inc., 975 F. Supp. 494, 495 (S.D.N.Y. 1997). and the context in which the site operates (including where the site is advertised).   For example, the owner of a non-interactive website that provides visitors with order forms that they can download or print and use to enter into sales transactions properly should be subject to jurisdiction in a state where it has significant sales (or in a lawsuit based on a transaction initiated by use of a form printed from the passive website).  Likewise, a passive website located out-of-state that is nonetheless heavily advertised in local radio and print media may reflect an attempt by the defendant to avail itself of the privileges and benefits of conducting business in the forum.      In evaluating whether advertising or the operation of a website -- in addition to other contacts -- evidences purposeful availment, courts in appropriate cases may find it useful to focus on factors such as: (1) how easy the web site is to access (which may reflect upon whether the owner intended to target a broad audience); (2) whether (and how) the site is cross-referenced on search engines such as Altavista or Yahoo!; (3) whether the site is linked to other, more popular locations to increase traffic, and whether those links relate to local or national matters; (4) whether the web site is frequently updated to entice potential visitors, or contains stale information (which may suggest that the website is not being actively used to obtain business); (5) the amount of time or money spent to develop the web site and the quality of the graphics; and (6) whether the content at the site suggests a purposeful intent to solicit business from the forum state.  These considerations merely are offered by way of example.  The diverse range of facts in which a cyberspace jurisdiction case may arise militates against the adoption of any rigid multi-part test.  Indeed, in targeted advertising cases such as Heroes, Inc. v. Heroes Foundation,      958 F. Supp. 1 (D.D.C. 1996); see supra § ___. jurisdiction arguably may be appropriate based on the defendant's obvious attempt to conduct activities in the forum, even though a similar web presence might be insufficient to confer jurisdiction if it was untargeted (at least to the extent that the advertisement generates revenue or an equivalent a local response).  Similarly, a web site directed to California residents (based on links to California-based services or other factors), perhaps should subject its owner to jurisdiction in that state in certain causes of action, regardless of where the defendant or the web server are located or whether the site is "passive."  Conversely, a web site that is plainly directed to a local audience should not necessarily form the basis for the assertion of jurisdiction in a distant forum just because the local site is fully interactive.  In some cases (such as libel suits), the intended audience and actual viewers of a given site may be more significant to the jurisdictional inquiry than its level of interactivity.      Courts should be cautious not to focus undue attention on any single factor, such as actual hits (as occurred in Inset and CyberGold) or interactivity, which are merely factors that, under the appropriate circumstances, may be useful in applying Supreme Court precedent.

While multi-part tests may be easy to apply, the Supreme Court has deliberately focused on the "quality and nature" of a defendant's activities,      See International Shoe Co. v. Washington, 326 U.S. 310, 319 (1945). based on the connection between the defendant, forum state and cause of action (subject to certain exceptions, such as personal service), rather than on a list of specific criteria to be applied in all cases.  Indeed, although his formulation has been widely applied, Judge McLaughlin in Zippo Dot Com itself did not purport to articulate a test as much as summarize and cogently explain preceding cases.  The Ninth Circuit in Cybersell, Inc. likewise applied the same analysis as Judge McLaughlin, but did not rest solely on the narrow issue of interactivity.  By focusing on the cause of action -- in addition to merely the level of interactivity (which may serve to underscore relevant contacts of the defendant) -- evaluating all relevant contacts (whether online or on terra firma), and considering Supreme Court precedent, rather than merely lower court decisions, parties and jurists should reach more reasoned decisions about the proper scope of jurisdiction in Internet advertising cases than if they merely applied the Zippo Dot Com interactivity test in isolation.
Defining A Passive Site In A Domain Name Dispute
One of the difficulties in assessing jurisdiction in domain name disputes is that it may not always be apparent whether an alleged defendant is a cyber-squatter -- thus justifying the assertion of specific jurisdiction under the effects test of Calder v. Jones      E.g., Panavision Int'l. v. Toeppen, 141 F.3d 1316 (9th Cir. 1998). -- or merely the operator of a passive website.  If a website contains passive advertisements, jurisdiction could not obtain under Cybersell, Inc. absent additional contacts.  As Judge Rymer wrote in that case, "[o]therwise, every complaint arising out of alleged trademark infringement on the Internet would automatically result in personal jurisdiction wherever the plaintiff's principal place of business is located . . . [which] would not comport with traditional notions of what qualifies as purposeful activity invoking the benefits and protections of the forum state."      Id. at __.      

If the defendant maintained multiple sites containing passive advertisements or registered several domain names incorporating a plaintiff's trademarks, a court might have less difficulty applying the effects test to find jurisdiction proper.  On the other hand, where a single advertisement or domain name is involved, absent other facts to suggest willful infringement, the mere allegation of wilfulness may be insufficient to elevate a dispute over a passive website (where jurisdiction may not be proper) to a case involving a cyber-squatter (where jurisdiction could be found).
Obtaining Specific Jurisdiction in Other Internet-Related Cases
Because personal jurisdiction analysis focuses on the contacts between the defendant, the forum and the cause of action, specific jurisdiction may be more broadly asserted in some Internet cases, such as intentional tort actions, than in suits based on other legal theories where plaintiff's presence in the forum or in-state injuries are not central to the underlying claims.  Plaintiffs seeking to assert jurisdiction over nonresident defendants in Internet-related cases should focus on Keeton v. Hustler Magazine, Inc. and Calder v. Jones, which were libel actions brought against national publications that, by definition, injured plaintiffs in all states where the offending magazines were sold.  In Calder v. Jones, where the plaintiff sued in her home state, the Court found significant the fact that the effects of defendants' conduct, which had been directed at the plaintiff, were felt in the forum state, where she resided, and where jurisdiction therefore could obtain.  In many Internet cases, the plaintiff and defendant may have interacted exclusively online.  To the extent that the defendant may be characterized as having directed actions at the plaintiff, or is sued for intentional or volitional conduct, jurisdiction may more easily obtain.
Virtual Contacts as a Basis for Jurisdiction
Although the Court historically has attached greater significance to physical presence,      In Burnham v. Superior Court, 495 U.S. 604 (1990), for example, the Court found the defendant's mere transitory physical presence in the jurisdiction sufficient to justify the assertion of personal jurisdiction, even though the minimum contacts test could not have been met.  virtual contacts are relevant in assessing personal jurisdiction in the sense that meaningful contacts in cyberspace are equally relevant to those occurring on terra firma.  Electronic contacts that are purposeful and directed at a given forum will be treated the same as telephone calls, letters or advertisements are on terra firma.  

On the other hand, contacts which are merely simulated or which do not reflect volitional conduct on terra firma should not be considered relevant under the minimum contacts test.   Virtual contacts that are random or fortuitous, such as the incidental path taken by an email en route from one location to another, should not be credited by courts in assessing personal jurisdiction.  Indeed, for the same reasons that the Supreme Court rejected the notion that the foreseeability of cars traveling along the U.S. interstate system could serve as a basis for the assertion of jurisdiction over a car dealer,      See World Wide Volkswagen Corp. v. Woodson, 444 U.S. 286 (1980). the mere fact that information may travel along an information superhighway does not mean that the sender of such information could be sued anywhere through which the information might pass.
Catalogue of Internet-Related Lower Court Decisions
Set forth below is a catalogue of the more important early cases showing the development of the law relating to cyberspace jurisdiction.		

	CompuServe, Inc. v. Patterson

In CompuServe, Inc. v. Patterson,      89 F.3d 1257 (6th Cir. 1996). the Sixth Circuit found jurisdiction proper in 1996 in a case in which the defendant had entered into a commercial transaction with the plaintiff and agreed by contract to the application of Ohio law, making it not unreasonable to subject him to suit in that state, which is where the plaintiff was headquartered.  In Bensusan Restaurant Corp. v. King,      126 F.3d 25 (2d Cir. 1997). the Second Circuit, in 1997, upheld a lower court finding that jurisdiction could not obtain in New York over a Missouri web site operator where the defendant's only contacts with New York had been through its Missouri website, which was obviously intended to reach a local audience in Missouri, rather than potential customers of the plaintiff in New York.  Bensusan Restaurant has limited applicability, however, because it was decided under New York's long-arm statute which, unlike most such statutes, does not extend to the limits of due process.

	Cybersell, Inc. v. Cybersell, Inc.

In Cybersell, Inc. v. Cybersell, Inc.,      130 F.3d 414 (9th Cir. 1997). the Ninth Circuit in late 1997 adopted the analysis of Zippo Manufacturing Co. v. Zippo Dot Com, Inc.,      952 F. Supp. 1119 (W.D. Pa. 1997).  in holding that whether jurisdiction may obtain over a non-resident defendant based on the defendant's operation of a website depends on the level of interactivity of the site.      For further analysis of this test, see supra § ____.  In Cybersell, Inc., the Ninth Circuit held that jurisdiction could not obtain where the defendant merely operated a passive website.  In Panavision Int'l. v. Toeppen,      141 F.3d 1316 (9th Cir. 1998). by contrast, the Ninth Circuit held in early 1998 that a cybersquatter who intentionally registered the plaintiff's trademarks as domain names was subject to jurisdiction in the plaintiff's homestate of California under the effects test of Calder v. Jones.      465 U.S. 783 (1984).  

In contrast to these four circuit court opinions, there are dozens of Internet-related district court opinions which have issued.  Early decisions -- especially those addressing the extent to which jurisdiction could be based on a non-resident defendant's mere operation of a website -- tended to be less-well reasoned or less faithful to Supreme Court precedent than cases decided in 1997 or 1998.      See, e.g., Inset Systems, Inc. v. Instruction Set, Inc., 937 F. Supp. 161 (D. Conn. 1996); see also Thompson v. Handa-Lopez, 998 F. Supp. 738 (W.D. Tex. 1998) (denying defendant's motion to dismiss for lack of personal jurisdiction or to transfer venue in an Internet gambling case involving funscape.com; although the court purported to follow Inset, the plaintiff had also entered into a contract with the defendant in connection with gambling on the defendant's webiste); see generally supra § ___.   Thus far, specific jurisdiction has been upheld in a number of cases based on Internet contracts,      See, e.g., CompuServe, Inc. v. Patterson, 89 F.3d 1257 (6th Cir. 1996); Thompson v. Handa-Lopez, 998 F. Supp. 738 (W.D. Tex. 1998) (Internet gambling); see also Digital Equipment Corp. v. Altavista Technology, Inc., 960 F. Supp. 456 (D. Mass. 1997) (upholding jurisdiction in a domain name dispute where plaintiff's allegation of trademark infringement was based on the defendant's violation of a license agreement and the defendant also had made at least three sales to forum residents from its website); Hall v. LaRonde, 56 Cal. App. 4th 1342, 66 Cal. Rptr. 2d 399 (1997) (breach of contract); see also Resuscitation Technologies, Inc. v. Continental Health Care Corp., Cause No. IP 96-1457-C-M/S, 1997 U.S. Dist. LEXIS 3523 (S.D. Ind. Mar. 24, 1997) (dispute over a proposed joint venture). domain name ownership or the operation of a website      See, e.g., Inset Systems, Inc. v. Instruction Set, Inc., 937 F. Supp. 161 (D. Conn. 1996); Maritz, Inc. v. CyberGold, Inc., 947 F. Supp. 1328 (E.D. Mo. 1996); Granite Gate (Internet gambling); Haelan Products Inc. v. Beso Biological Research, Inc., Civil Action No. 97-0571, 43 U.S.P.Q.2d 1672 (E.D. La. July 11, 1997) (following Inset in a case where the defendant advertised in 4 nationally-circulated publications, maintained a toll free number and maintained a website at www.gus.com/health/851, which allegedly incorporated plaintiff's "851" mark); Park Inns Int'l, Inc. v. Pacific Plaza Hotels, Inc., 5 F. Supp. 2d 762 (D. Ariz. 1998) (applying Cybersell but finding jurisdiction proper in a trademark infringement action based on the use by the defendant -- a hotel based in Oakland, California -- of the name "Park Plaza," which is the same as defendant's registered trademark; defendants maintained a website using the domain name parkplaza.com, which was an interactive site where customers could make reservations; 7 people in fact made reservations over the Internet, although via the defendant's franchiser's (Best Western) website, rather than parkplaza.com; and defendants solicited business from Arizona residents through other channels on terra firma (including paying 32 commissions to Arizona travel agents)); Gary Scott Int'l, Inc. v. Baroudi, 981 F. Supp. 714 (D. Mass. 1997) (holding the defendant -- who marketed its "Tobacco Keepers" cigar humidors over the Internet -- subject to jurisdiction in a trademark infringement suit where it had also entered into a contract to sell 12 of the products to a Massachusetts retailer and said that he planned to sell additional units in the state); Superguide Corp. v. Kegan, Case No. 4:97cv181-C, 1997 U.S. Dist. LEXIS 19317 (W.D.N.C. July 28, 1997) (holding, in a suit brought for a declaratory judgment of non-infringement of defendant's MACGUIDE trademark, that the defendant's failure to identify the number of hits generated on its website from North Carolina or how many products were sold to North Carolina residents warranted the inference that a large number of forum residents visited the defendant's website); Lisseveld v. Marcus, 173 F.R.D. 689, 696 (M.D. Fla. 1997) (denying defendants' motion to dismiss in a trademark infringement action based in part on the fact that the defendants had "a web page on the Internet which is used to solicit orders from around the country, including Florida."); American Network, Inc. v. Access America/Connect Atlanta, Inc., 975 F. Supp. 494, 495 (S.D.N.Y. 1997) (denying defendant's motion to dismiss in a trademark infringement case based on the defendant's use of the america.net domain name; the court distinguished Bensusan Restaurant Corp. v. King because the defendant, a Georgia corporation, derived substantial revenue from interstate commerce, made clear on its homepage that it could serve customers throughout the United States and had done business with, and derived revenue from, New York residents); see also Digital Equipment Corp. v. Altavista Technology, Inc., 960 F. Supp. 456 (D. Mass. 1997) (upholding jurisdiction in a domain name dispute where plaintiff's allegation of trademark infringement was based on the defendant's violation of a license agreement, the alleged act of infringement was therefore viewed as an intentional tort under the effects test, and the defendant also had made at least three sales to forum residents from its website). 
	In Hasbro, Inc. v. Clue Computing, Inc., 994 F. Supp. 34 (D. Mass. 1997), Judge Woodlock of the District of Massachusetts, like Judge Gertner of the same district in the earlier Digital Equipment Corp. v. Altavista Technology, Inc. case, focused on more traditional jurisdictional analysis without deciding whether the adopt either the Inset or Zippo Dot Com analyses.  Unlike the Altavista Technology, Inc. case, however, the defendant's contact with the forum was fairly tenuous.  The defendant was a Colorado corporation with no business in Massachusetts which owned the clue.com and cluecomputing.com domain names.  Plaintiff, a Rhode Island games manufacturer with a substantial presence in the forum, brought suit for trademark infringement, although the court conceded that the defendant was not a cyber-squatter.  See id. at 37.  Rather, the defendants came up with the name "Clue Computing" as a joke when the company founders were accused of being "clueless."  See id. n.1.  Although the court implied by its analysis that more than mere operation of a website would be necessary to establish purposeful availment, the factors cited by the court in upholding jurisdiction could be met by almost any company engaged in electronic commerce and have little connection to the forum other than the fact that the plaintiff had a substantial presence there.  Specifically, the court found significant the facts that (1) the defendant advertised in Massachusetts by maintaining a website in Colorado accessible to Massachusetts residents; (2) the defendant's website was "interactive" because it allowed potential customers to contact it by email; and (3) the defendant purposefully availed itself of the privileges and benefits of conducting business in the forum because "[i]t did nothing to avoid Massachusetts" and did work in Canada and states other than Massachusetts for Digital Equipment Corp., which was a Massachusetts corporation (id. at 32).  Indeed, the court deemed it significant that Clue's website states that "Clue will go to any customer site!  Clue's own Eric Robison traveled to Antarctica for the 1995-1996 field season" and that Clue stated on its website that it did work for Digital Equipment Corp. (even though it did no work for Digital in Massachusetts).  
	By this standard, any company that engages in electronic commerce and does not affirmatively block access from (or sales to) certain states could conceivably be haled into court in a state where it has made no sales based on the thinnest of reeds -- such as the fact that the defendant did work in other states for a local company (which is hardly a contact arising out of or relating to the forum state or the underlying cause of action).  It is also interesting to note that the interactive component found influential in Clue Computing, Inc. -- the fact that visitors could contact the website owner via email from the site -- is precisely the same factor that the Ninth Circuit in Cybersell, Inc. v. Cybersell, Inc., 130 F.3d 414 (9th Cir. 1997) and subsequent cases found did not rise to the level of interactivity required for jurisdiction to obtain under the Zippo Dot Com test.  See supra § ___. 
	One of the more interesting jurisdiction cases involving domain names is Playboy Enterprises, Inc. v. Asiafocus International, Inc., Civil Action No. 97-734-A, 1998 U.S. Dist. LEXIS 10359 (E.D. Va. Feb. 2, 1998), in which a magistrate judge recommended entry of a default judgment for $3 million in a trademark infringement case where the defendants -- foreign corporations and their owners -- used the asian-playmates.com and playmates-asian.com domain names and displayed plaintiff's trademarks on their website and in meta-tags.  In that case, the court purported to apply the Zippo Dot Com test to find that Hong Kong residents properly served under the Hague Convention were subject to jurisdiction in Virginia, where they registered the infringing domain names with NSI and where their sites were accessible.  If the act of registering an allegedly infringing domain name is a relevant contact in a domain name dispute, then cyber-squatters may be more easily sued in the Eastern District of Virginia (where NSI is located) than in other jurisdictions where their websites may also be accessed.  When authority for domain name registrations is transferred to a non-profit quasi-governmental agency (see supra § ___), it is unclear that a similar argument could be raised.  At least under the D.C. long arm statute, courts have recognized a "government contacts" exception which provides that a party may not be deemed to have transacted business in the District of Columbia merely by virtue of filing an application with a government agency or seeking redress.  See, e.g., Naartex Consulting Corp. v. Watt, 722 F.2d 779, 787 (D.C. Cir. 1983), cert. denied, 467 U.S. 1210 (1984); Freiman v. Lazur, 925 F. Supp. 14, 24 (D.D.C. 1996); Cellutech, Inc. v. Centennial Cellular Corp., 871 F. Supp. 46, 50 (D.D.C. 1994); Environmental Research Int'l, Inc. v. Lockwood Greene Engineers, Inc., 355 A.2d 808, 813 (D.C. 1976) (en banc). or intentional conduct such as defamation,      See, e.g., Telco Communications v. An Apple A Day, 977 F. Supp. 404 (E.D. Va. 1997); Edias Software Int'l, LLC v. Basis Int'l Ltd., 946 F. Supp. 413 (D. Ariz. 1996) (holding jurisdiction to be proper in part because of allegedly defamatory statement about an Arizona corporation posted by an out-of-state resident on a web site accessible to Arizona residents and transmitted via email).  
	Jurisdiction also was found to be proper under the effects test in Clipp Designs, Inc. v. Tag Bags, Inc., No. 97 C 7678, 1998 U.S. Dist. LEXIS 128 (N.D. Ill. Jan. 7, 1998), where Judge Wayne Anderson wrote that "[t]he infringement of intellectual property rights, such as trade dress, is a tort.  If Clipp's intellectual property rights are impaired, as the suit alleges, the injury will be felt in Illinois."  It is unclear from the opinion, however, whether the defendant sold products in the jurisdiction in addition to advertising on its website.  misrepresentation      See, e.g., Cody v. Ward, 954 F. Supp. 43 (D. Conn. 1997) (email communications, in addition to telephone calls, were sufficient to justify the assertion of jurisdiction in a fraudulent misrepresentation case). or cyber-squatting.      Panavision  Specific jurisdiction has also been denied in multiple cases involving contracts,      ownership of domain names or the mere operation of a web site (or other presence on the Internet),      See, e.g., No Mayo-San Francisco v. Memminger, Civil Action No. C-98-1392 PJH, 1998 U.S. Dist. LEXIS 13154 (N.D. Cal. Aug. 19, 1998) (granting defendants' motion to dismiss for lack of personal jurisdiction because merely registering someone else's trademark as a domain name and posting a web site on the Internet is not sufficient to confer jurisdiction); CFOs 2 Go, Inc. v. CFO 2 Go, Inc., Civil Action No. C 97-4676 SI, 1998 U.S. Dist. LEXIS 8886 (N.D. Cal. June 5, 1998) (granting defendant's motion to dismiss for lack of personal jurisdiction in a trademark infringement action where the defendant's site was never "up and running" and all of the customers identified on the site were located in the defendant's home state of Washington); Weber v. Jolly Hotels; Green v. William Mason & Co., CV 96-1730 (D.N.J. Mar. 5, 1998), as reported at <www.phillipsnizer.com/internetlib.html#cli>; SF Hotel Company v. Energy Investments, Inc., et al., 985 F. Supp. 1032 (D. Kan. 1997) (November 19, 1997 opinion in a declaratory judgment action holding that the defendant's website was passive); SF Hotel Company v. Energy Investments, Inc., 985 F. Supp. 1032 (D. Kan. 1997) (finding both specific and general jurisdiciton lacking in a case where the defendant advertised its hotels on a passive website); Auto Channel, Inc. v. Speedvision Network, LLC, Civil Action No. 3:97-CV-38-H, 1997 U.S. Dist. LEXIS 22016 (W.D. Ky. Nov. 19, 1997); Transcraft Corp. v. Doonan Trailer Corp., No. 97 C 4943, 45 U.S.P.Q.2d (BNA) 1097 (N.D. Ill. Nov. 12, 1997) (rejecting defendant's operation of a website as sufficient to confer jurisdiction in a trademark infringement action; "Doonan's web site does not specifically invite Illinois residents to transact business with Doonan or its dealers.  Rather, Doonan's web site presents a general advertisement and is accessible worldwide."); CD Solutions, Inc. v. Tooker, 965 F. Supp. 17, 20 (N.D. Tex. 1997) (transferring a domain name dispute to Oregon pursuant to 28 U.S.C. § 1406 after finding personal jurisdiction lacking in a declaratory judgment action brought by the owner of the cds.com domain name against a company which was also using the CDS mark on the Internet and which had sent the plaintiff a cease and desist letter); Agar Corp. v. Multi-Fluid, Inc., 45 U.S.P.Q.2d 1444 (S.D. Tex. June 25, 1997) (operation of a "largely passive" website which simply allowed for "feedback" and "registration" held insufficient to confer specific jurisdiction in a patent infringement suit); Smith v. Hobby Lobby Stores, Inc., 968 F. Supp. 1356, 1363-65 (W.D. Ark. 1997) (advertisement on a website by a Hong Kong defendant insufficient to confer jurisdiction in Arkansas; "jurisdiction must be premised on activity deliberately directed toward the forum state or on proof of purposeful availment of the privilege of doing business in the forum state."); McDonough v. Fallon McElligott, Inc., Civil No. 95-4037, 40 U.S.P.Q.2d 1826 (S.D. Cal. Aug. 5, 1996); see also The Hearst Corp. v. Goldenberger, No. 96 Civ. 3620, 1997 U.S. Dist. LEXIS 2065 (S.D.N.Y. Feb. 26, 1997) (following Bensusan Restaurant Corp. v. King in denying jurisdiction in a domain name dispute not involving a cyber-squatter pursuant to New York's long arm statute). copyright infringement,      See, e.g., Blackburn v. Walker Oriental Rug Galleries, Inc., Civil Action No. 97-5704, Copy. L. Rep. (CCH) ¶ 27,766 (E.D. Pa. Apr. 7, 1998) (transferring a case of alleged copying of a website based on a finding that venue was improper -- which was determined by reference to jurisdiction). defamation      See, e.g., Conseco, Inc. v. Hickerson, No. 29A04-9802-CV-85, 1998 Ind. App. LEXIS 1328 (Ind. Ct. App. Aug. 14, 1998) (allegedly defamatory statements posted on a website seeking information concerning fraud or other unfair treatment by Philadelphia Life Insurance Co. or any of Conseco's other insurance subsidiaries held insufficient to confer jurisdiction in plaintiff's home state because the defendant's website was merely passive); Mallinckrodt Medical, Inc. v. Sonus Pharmaceuticals, Inc., Civil Action No. 97-1732 (PLF), 1998 U.S. Dist. LEXIS 136 (D.D.C. Jan. 5, 1998) (defendant's allegedly defamatory statements, posted in Seattle on AOL, which is based in Virginia, was insufficient to confer jurisdiction simply because there allegedly were 200,000 AOL subscribers in DC at the time the motion was heard; "The act of posting a message on an AOL electronic bulletin board -- which certain AOL subscribers may or may not choose to access, according to each individual's tastes and interests -- is not an act purposefully or foreseeably aimed at the District of Columbia."). and other allegedly tortious conduct.      See, e.g., Expert Pages & Advice & Counsel Corp. v. Buckalew, No. C-97-2109-VRW, 1997 U.S. Dist LEXIS 12205 (N.D. Cal. Aug. 6, 1997) (granting plaintiff's motion to dismiss in a case where the plaintiff alleged that the defendant copied its database of legal experts from its web site for the purpose of soliciting business from plaintiff's advertisers; although the court found that jurisdiction could obtain, it held that the assertion of jurisdiction would be inconsistent with principles of justice because the defendant -- a young person whose website had generated virtually no revenue -- would be unable to pay to defend himself in California, whereas plaintiff, a successful corporation owned by a lawyer, could more easily afford to litigate in the defendant's home state of Virginia).  Merely operating a web site accessible to forum residents has also been held insufficient to confer general jurisdiction in an unrelated cause of action.      See, e.g., Howard v. Klynveld Peat Marwick Goerdeler, 977 F. Supp. 654 (S.D.N.Y. 1997) (dismissing an employment discrimination suit in part because general jurisdiction could not be based on the defendant's print and Internet-based advertising); Weber v. Jolly Hotels, 977 F. Supp. 327 (D.N.J. 1997) (transferring a tort action pursuant to 28 U.S.C. § 1406 where general jurisdiction could not be found based on the defendant's operation of a passive website); Agar Corp. v. Multi-Fluid, Inc., Civil Action No. 95-5105, 45 U.S.P.Q.2d 1444 (S.D. Tex. June 25, 1997) (operation of a "largely passive" website is analogous to advertising in a national publication circulated to the forum state, which was held insufficient to confer general jurisdiction in a patent infringement suit), citing _____ v. Wenche Siemer, 966 F.2d 179, 181, 184 (5th Cir. ____) and The Hearst Corp. v. Goldenberger, No. 96 Civ. 3620, 1997 U.S. Dist. LEXIS 2065 (S.D.N.Y. Feb. 26, 1997) (Goldenberger was decided under the New York long arm statute); SF Hotel Company v. Energy Investments, Inc., et al., 985 F. Supp. 1032 (D. Kan. 1997) (dismissing plaintiff's declaratory judgment action in a trademark dispute for lack of personal jurisdiction where the defendant advertised its hotel on a passive website); IDS Life Ins. Co. v. SunAmerica, Inc., 958 F. Supp. 1258 (N.D. Ill. 1997).  But see Mieczkowski v. Masco Corp., No. 5:96cv286, 1998 U.S. Dist. LEXIS 3502 (E.D. Tex. Mar. 18, 1998) (holding the defendant in a wrongful death action subject to general jurisdiction in Texas based in part on its operation of a website).  Finally, email generally has been treated as equivalent to telephone, letter or fax communications, and has served as the basis for asserting jurisdiction in a number of cases.      See, e.g., CompuServe, Inc. v. Patterson, 89 F.3d 1257 (6th Cir. 1996); Resuscitation Technologies, Inc. v. Continental Health Care Corp., Cause No. IP 96-1457-C-M/S, 1997 U.S. Dist. LEXIS 3523 (S.D. Ind. Mar. 24, 1997) (approximately 80 email communications as well as other contacts which arose from defendant's initial email response to plaintiff's posting on an interactive website in a dispute relating to a proposed new business venture); Edias Software Int'l, LLC v. Basis Int'l Ltd., 946 F. Supp. 413 (D. Ariz. 1996) (holding jurisdiction to be proper in part because of allegedly defamatory statement about an Arizona corporation posted by an out-of-state resident on a web site accessible to Arizona residents and transmitted via email); Cody v. Ward, 954 F. Supp. 43 (D. Conn. 1997) (email communications, in addition to telephone calls, were sufficient to justify the assertion of jurisdiction in a fraudulent misrepresentation case); Hall v. LaRonde, 56 Cal. App. 4th 1342, 66 Cal. Rptr. 2d 399 (1997) (contract action where the parties communicated initially -- and primarily -- by email); see also The Hearst Corp. v. Goldberger, No. 96 Civ. 3620 (PKL) (AJP), 1997 U.S. Dist. LEXIS 2065 (S.D.N.Y. 1997) (declining to base jurisdiction under New York's long arm statute on the defendant's post-litigation emails to the plaintiff, but quoting Dale M. Cendali & James D. Arbogast, "Net Use Raises Issues of Jurisdiction," Nat'l L.J., Oct. 28, 1996, at C7 for the proposition that "e-mails are analogous to letters to or telephone communications with people in New York.").   

	CompuServe, Inc. v. Patterson

In CompuServe, Inc. v. Patterson,      89 F.3d 1257 (6th Cir. 1996). CompuServe, a computer information service headquartered in Columbus, Ohio, sued defendant Richard Patterson, a resident of Houston, Texas who claimed never to have visited Ohio.  In addition to being an attorney, Patterson did business as defendant FlashPoint Development, and in that capacity marketed shareware.      Shareware is software provided free of charge on the understanding that if the end user decides to retain the program after trying it out, the user will remit a predetermined (usually low) fee to the owner of the program.   Patterson was both an individual subscriber to CompuServe and had entered into a "Shareware Registration Agreement" ("SRA") with CompuServe.  The SRA purported to create an independent contractor relationship between Patterson and CompuServe, whereby Patterson could place his software on the CompuServe system.  The SRA incorporated by reference two other documents:  the CompuServe Service Agreement ("Service Agreement") and the Rules of Operation.  Both the SRA and the Service Agreement expressly provided that they were entered into in Ohio.  The Service Agreement further provided that it was to "be governed by and construed in accordance with" Ohio law.  Although both documents were standardized agreements prepared entirely by CompuServe, the SRA specifically asked shareware providers like Patterson to type "AGREE" at various points in the document, "in recognition of your online agreement to all the above terms and conditions."      89 F.3d at 1261.

Between 1991 and 1994, Patterson electronically transmitted 32 master software files to CompuServe.  These files were stored in CompuServe's system in Ohio, and were displayed in different services for CompuServe subscribers, who could download them, and pay for them if they later decided to retain the programs.  Patterson also advertised his software on the CompuServe system, noting the price term in at least one of his advertisements.  Patterson alleged that he sold less than $650 worth of his software, to only twelve Ohio residents, via CompuServe.

One of the shareware programs Patterson marketed over CompuServe was intended to allow people to navigate around the Internet.  CompuServe subsequently began to market a similar product.  In December 1993, Patterson notified CompuServe by email that the terms  "WinNav," "Windows Navigator" and "FlashPoint Windows Navigator" were common law trademarks which he and his company owned.  Patterson alleged trademark infringement and deceptive trade practices.  CompuServe changed the name of its program, but Patterson continued to complain.  Consequently, CompuServe filed suit for a declaratory judgment that CompuServe had not infringed defendants' trade names or otherwise engaged in unfair competition.

In an unpublished opinion issued in August, 1994,      Case No. C2-94-91, 1994 U.S. Dist. LEXIS 20352 (S.D. Ohio Aug. 11, 1994), rev'd, 89 F.3d 1257 (6th Cir. 1996). the United States District Court for the Southern District of Ohio, refusing to enforce the contractual choice of forum provisions  in Patterson's contracts with CompuServe, granted defendant's motion to dismiss for lack of personal jurisdiction.  The lower court concluded that "defendants' electronic links to the State of Ohio are too tenuous to support the exercise of personal jurisdiction . . ." in part because the court viewed CompuServe's contracts with the defendants as standardized agreements offered without alteration on a "take it or leave it" basis.  CompuServe's motion for reconsideration was subsequently denied.      CompuServe, Inc. v. Patterson, 89 F.3d 1257 (S.D. Ohio 1995).

The Sixth Circuit reversed the district court's dismissal for lack of personal jurisdiction, finding that CompuServe had made a prima facia showing that defendant's contacts with Ohio were sufficient to support the exercise of personal jurisdiction.      The Ohio long-arm statute allows an Ohio court to exercise personal jurisdiction over non-residents of Ohio on claims arising from the non-resident's transacting any business in the state.  Ohio Rev. Code Ann. § 2307.382(A) (Anderson 1995).  The "transacting business" clause of that statute was meant to extend to the federal constitutional limits of Due Process.  CompuServe, Inc. v. Patterson, 89 F.3d at 1262.   The court found that defendant purposely availed himself of the privilege of acting in Ohio or causing a consequence in that state, that the cause of action arose from the defendant's activities in Ohio and that the acts of the defendant or consequences of acts by him had a substantial enough connection with the forum to make the exercise of jurisdiction reasonable.  Specifically, the Sixth Circuit found that "Patterson has knowingly made an effort ‑‑ and, in fact, purposefully contracted ‑‑ to market a product in other states, with Ohio-based CompuServe operating, in effect, as his distribution center."  The Sixth Circuit concluded that Patterson himself took actions that created a connection to Ohio:

He subscribed to CompuServe, and then he entered into the Shareware Registration Agreement when he loaded his software onto the CompuServe system for others to use and, perhaps, purchase.  Once Patterson had done those two things, he was on notice that he had made contracts, to be governed by Ohio law, with an Ohio-based company.  Then, he repeatedly sent his computer software, via electronic links, to the CompuServe system in Ohio, and he advertised that software on the CompuServe system.  Moreover, he initiated the events that led to the filing of this suit by making demands of CompuServe via electronic and regular mail messages.      Id. at 1264.  

The Sixth Circuit emphasized that Patterson had entered into a written contract with CompuServe which provided for the application of Ohio law, and he then purposefully perpetuated the relationship with CompuServe via repeated communications with its system in Ohio.  The Sixth Circuit criticized the district court for focusing on Patterson's status as a CompuServe subscriber (or purchaser of services), since his relationship with CompuServe was more complex; "he was a third-party provider of software who used CompuServe, which is located in Columbus, to market his wares in Ohio and elsewhere . . . .  It is Patterson's relationship with CompuServe as a software provider and marketer that is crucial to this case."      Id.  The Sixth Circuit wrote that the district court disregarded "the most salient facts of that relationship:  that Patterson chose to transmit his software from Texas to CompuServe's system in Ohio, that myriad others gained access to Patterson's software via that system, and that Patterson advertised and sold his product through that system."      Id.  It also found significant the fact that Patterson's relationship with CompuServe was intended to be on-going, and not a "one shot affair."      Id. at 1265.

Echoing the U.S. Supreme Court, the Sixth Circuit emphasized that merely entering into a contract with CompuServe, without more, would not have been sufficient to establish specific jurisdiction over Patterson in Ohio.      Id. at 1265, citing Burger King Corp., 471 U.S. at 478.  Likewise, Judge Brown wrote that Patterson's "injection of his software product into the stream of commerce, without more, would be at best a dubious ground for jurisdiction."      89 F.3d at 1265 (citation omitted).  However, because Patterson had both entered into a contract with CompuServe and marketed his software through CompuServe, and because of the other factors in the case, the minimum contacts test was satisfied.  The Sixth Circuit wrote that CompuServe, in effect, acted as Patterson's distributor, "albeit electronically and not physically."      Id.

The Sixth Circuit deemed insignificant the fact that Patterson in fact had de minimis sales in Ohio, which the district court had found influential.  The Sixth Circuit held that it was the quality of the contacts, and not their number or status, that determined whether they amount to purposeful availment, and emphasized that "Patterson's contacts with CompuServe here were deliberate and repeated, even if they yielded little revenue from Ohio itself."      Id.  The Sixth Circuit also emphasized that it was improper to focus solely on sales made in Ohio, since Patterson's sales to other states over the CompuServe network resulted from his contacts with CompuServe in Ohio.  Further, the Sixth Circuit noted that in McGee v. International Life Insurance Co.,      355 U.S. 220 (1957). the Supreme Court held that Due Process did not prohibit California from asserting jurisdiction over a Texas insurance company based on the issuance of a single insurance contract in California and the receipt of premium payments mailed from that state, where the defendant-insurance company had consciously sought out the contract with the California insured and the suit was based on that contract.

The Sixth Circuit also disagreed with the district court's finding that the presence of Patterson's software in the CompuServe system in Ohio was "entirely incidental to the alleged dispute between the parties."  Judge Brown wrote that 

Patterson's contacts with Ohio are certainly related to the operative facts of that controversy.  He placed his software in CompuServe's Ohio-based system.  He used that system to advertise his software and sell it.  The proceeds of those sales flowed to him through Ohio.  According to CompuServe's allegations, Patterson has marketed his product exclusively on their system.      89 F.3d at 1267.

Judge Brown also noted that any violation of the alleged trademark or trade names used by CompuServe would have occurred at least in part in Ohio.  Patterson's threats ‑‑ which were contacts with Ohio -‑ also gave rise to the cause of action.  Finally, in considering the reasonableness of asserting jurisdiction, the Sixth Circuit focused on the fact that Patterson was not sued as an individual subscriber, but as "an entrepreneur who purposefully employed CompuServe to market his computer software product."      Id. at 1268.

The Sixth Circuit emphasized the limited nature of its it holding.  Judge Brown wrote that the decision does not stand for the proposition that Patterson would be subject to suit in any state where his software was purchased or used.  Likewise, the opinion does not apply to a case where "another party from a third state [chose] to sue Patterson in Ohio, for say a `computer virus' caused by his software. . . ."  Judge Brown also underscored that the opinion does "not hold that CompuServe may, as the district court posited, sue any regular subscriber to its service for nonpayment in Ohio, even if the subscriber is a native Alaskan who has never left home."      Id.

	Inset Systems, Inc. v. Instruction Set, Inc.

In Inset Systems, Inc. v. Instruction Set, Inc.,      937 F. Supp. 161 (D. Conn. 1996). Judge Alfred Covello of the District of Connecticut denied defendant Instruction Set, Inc.'s motion to dismiss for lack of personal jurisdiction in a trademark infringement action.  The plaintiff, Inset Systems, Inc. ("Inset") was a Connecticut corporation with its principal place of business in Connecticut.  Inset developed and marketed computer software and other related services throughout the world.  The defendant, Instruction Set, Inc. ("ISI"), was a Massachusetts corporation with its principal place of business in Massachusetts.  ISI provided computer technology and support to thousands of organizations throughout the world, but did not have any employees or offices in Connecticut, or conduct any business on a regular basis in that state.  Inset argued, however, that the jurisdiction could obtain over ISI under Connecticut's long arm statute because "ISI has repeatedly solicited business within Connecticut via its Internet advertisement and the availability of its toll-free number."      Id. at 164.  

On August 23, 1985, Inset filed an application to register the federal trademark "INSET," which was granted on October 21, 1986.  At some time thereafter, ISI obtained the inset.com domain name.  ISI also used the telephone number "1-800-US-INSET," which the court characterized as intending "to further advertise its goods and services."  Inset first learned of ISI's registration of the inset.com domain name in March, 1995, when Inset attempted to register the same domain name.

In evaluating the defendant's motion, the court was significantly influenced by evidence that "there are at least 10,000 Internet-connected computer users in the state of Connecticut."  Judge Covello wrote that, "[u]nlike television and radio, in which advertisements are broadcast at certain times only, or newspapers in which advertisements are often disposed of quickly, advertisements over the Internet are available to Internet users continually at the stroke of a few keys of a computer."      Id.

The court next considered whether the assertion of jurisdiction over ISI would be consistent with due process.  The plaintiff argued that the defendant had the minimum required contacts with Connecticut because it used the Internet, as well as its toll-free number, to try to conduct business in Connecticut.  The Court found that ISI's Internet presence constituted purposeful availment:

In the present case, ISI has directed its advertising activities via the Internet and its toll-free number toward not only the state of Connecticut, but to all states.  The Internet as well as toll-free numbers are designed to communicate with people and their businesses in every state.  Advertisement on the Internet can reach as many as 10,000 Internet users within Connecticut alone.  Further, once posted on the Internet, unlike television and radio advertising, the advertisement is available continuously to any Internet user.  ISI has therefore, purposefully availed itself of the privilege of doing business within Connecticut.      Id.

The result in Inset Systems, Inc. v. Instruction Set, Inc., in part may be viewed as a result of defendant's failure of proof.  The defendant did not offer evidence on the sub-issue of whether the assertion of jurisdiction would be consistent with traditional notions of fair play and substantial justice.      Id.  On the other hand, the burden on the defendant in this instance arguably was slight, since the case involved the assertion of jurisdiction in Connecticut over a resident of the adjacent state of Massachusetts.  The same facts involving a defendant from Oregon or Idaho, or a foreign country, might not have justified the assertion of jurisdiction on the grounds of fairness to the defendant.

Although the decision may be explained in part based on the defendant's failure of proof, the court's expansive articulation of grounds for asserting jurisdiction over a company that appears to have done little more than maintain an Internet web site and a national toll-free number (neither of which were specifically targeted at residents of Connecticut, where the defendant did not necessarily have any significant sales) is inconsistent with the Supreme Court's admonition in World Wide Volkswagen v. Woodson      444 U.S. 286, 293 (1980). that state lines are not irrelevant for jurisdictional purposes because of the limitations imposed by the Fourteenth Amendment.

Under Judge Covello's analysis, a company that maintained a web site could be subject to jurisdiction anywhere, since the Internet is widely accessible in every U.S. jurisdiction.  While the operation of a web site may properly subject a defendant to jurisdiction in a far‑flung location in appropriate cases, it did not evidence the defendant's purposeful availment of the privilege of conducting business in Connecticut in Inset Systems, Inc. v. Instruction Set, Inc.  There was no evidence presented in this case that the defendant selected the domain name inset.com ‑‑ a legitimate abbreviation for Instruction Set, Inc. -- with any knowledge of plaintiff's use of the Inset name or trademark in Connecticut, or that the lawsuit ‑‑ a domain name dispute ‑- was related to any contacts (in the traditional sense) with the forum state.  Unlike other domain name disputes, this was not a case where a defendant intentionally registered a plaintiff's trademark, such that under the effects test of Calder v. Jones      465 U.S. 783 (1984). it could be said that the defendant committed a tort directed at a resident of the forum state.  

Judge Covello's analysis of what constitutes solicitation of business in Connecticut is overly simplistic.  While it may have been true that there were 10,000 sites in Connecticut from which the defendant's web site could have been accessed, this evidence hardly suggests that any Connecticut residents in fact accessed ISI's site, or, more importantly, that ISI intended to specifically solicit customers in Connecticut.  While it is certainly true that information available over the Internet is more accessible, and available for longer periods of time, than traditional newspaper, television or radio advertising, it is also the case that there is a much higher volume of information available over the Internet, such that the mere existence of a web site does not evidence that the information on the site in fact has been widely viewed.      The extent to which a site is visited can actually be measured (and with the use of web cookies and other devices, the identity of certain users may even be discerned).  Forum residents would have had to actively access the defendant's out‑of‑state web site in order to obtain the information made passively available there by the defendant.  By contrast, newspaper and television advertising is actively placed by companies intending to target specific customers, and passively received by consumers.

	Playboy Enterprises, Inc. v. Chuckleberry Publishing, Inc.

In Playboy Enterprises, Inc. v. Chuckleberry Publishing, Inc.,      939 F. Supp. 1032 (S.D.N.Y. 1996). Judge Shira Scheindlin held the defendant, the operator of a web site located in Italy, subject to jurisdiction in New York by virtue of a pre-existing permanent injunction order which conferred continuing jurisdiction over the defendant.      In the absence of this order, the defendant would not likely have been amenable to suit in New York.  In that case, Playboy Enterprises, Inc. ("Playboy") obtained a permanent injunction on June 26, 1981, enjoining the defendant from publishing, printing, distributing or selling in the United States an English language male sophisticate magazine under the name "PLAYMEN."  The defendant had begun publishing an Italian language magazine under the "PLAYMEN" mark in Italy in 1967 (which Playboy was unable to enjoin under Italian trademark law),      For a summary of the facts of the earlier lawsuit, see Playboy Enterprises, Inc. v. Chuckleberry Publishing, Inc., 687 F.2d. 563 (2d Cir. 1982). and in July 1979 announced plans to publish an English language version in the United States, which is what led to the earlier injunction.

In January 1996, Playboy discovered that the defendant had created a web site using the PLAYMEN name which made available images of the cover of the Italian magazine as well as sexually explicit photographs and sales opportunities.  Defendant's web site, which could be accessed at http://www.playmen.it, was located in Italy, where the defendant uploaded images onto a web server.      939 F. Supp. at 1035.  Defendant's domain name, containing the .it top level domain, indicates that the site was registered with the Italian domain name registration authority.  See supra chapter ___.  The defendant operated two distinct services on its web site.  "PLAYMEN Lite" was available to users without a paid subscription, and contained moderately explicit images, while also offering visitors the opportunity to subscribe to the more sexually explicit "PLAYMEN Pro" service, which was only available to paid subscribers.  To access the "Lite" version, a potential subscriber first had to contact the defendant, which would then issue a temporary user name and password via email.  To subscribe to PLAYMEN Pro, a prospective user had to fill out a form and return it via fax, after which time, within 24 hours, the user would receive by email a unique password and log‑in name to enable him to browse the PLAYMEN Pro service.

At issue in the case was whether the defendant distributed or sold the PLAYMEN magazine in the United States when it established an Internet web site containing pictorial images under the PLAYMEN name.      The court rejected defendant's challenge to personal jurisdiction because the court retained jurisdiction over the defendant pursuant to the 1981 injunction.  939 F. Supp. at 1036 n.4.  The court first considered whether a 15-year-old injunction prohibiting certain traditional publishing activities should be applied to a web site.  The court conceded that although the Internet was in existence in 1981, it was at that time comprised exclusively of text‑based information, primarily allowing for messages to be posted on public electronic bulletin boards or transmitted by electronic mail; it did not permit the easy availability of pictorial images such as exist today on the world wide web.  The court nonetheless held that the fact that the particular use of images made by the defendant on its web site "could not have been contemplated by the parties does not prevent the Injunction from applying to the modern technology of the Internet and the World Wide Web."      Id. at 1037.  The purpose of the injunction, according to Judge Scheindlin, was to restrict the defendant's ability to distribute its products in the United States, which would be undermined if it were permitted to transmit its pictorial images over the Internet to U.S. users.  "The Injunction's failure to refer to the Internet by name does not limit its applicability to this new medium.  Injunctions entered before the recent explosion of computer technology must continue to have meaning."      Id.   

	Bensusan Restaurant Corp. v. King

In Bensusan Restaurant Corp. v. King,      126 F.3d 25 (2d Cir. 1997). the Second Circuit held that an out of state defendant's mere presence on the world wide web was, without more, insufficient to confer personal jurisdiction under New York's long-arm statute.  In that case, the plaintiff, Bensusan Restaurant Corp., was a New York corporation that owned a renowned jazz club in New York City known as "The Blue Note."  The plaintiff also owned the federally registered trademark "Blue Note."  The defendant, Richard King, lived in Columbia, Missouri, where he owns and operates a small club also called "The Blue Note."

In April 1996, King began operating a world wide web site to promote his Missouri club.  The website contained general information about the Missouri club, ticketing information and, on the first page, a disclaimer stating that "The Blue Note's Cyberspot should not be confused with one of the world's finest jazz club[s] [the] Blue Note, located in the heart of New York's Greenwich Village.  If you should find yourself in the big apple give them a visit."  In addition, the reference to Bensusan's New York club in the disclaimer contained a hyperlink, permitting users to connect directly to Bensusan's site.      937 F. Supp. 295, 297-98 (S.D.N.Y. 1996), aff'd, 126 F.3d 25 (2d Cir. 1997).

District Court Judge Sidney H. Stein, in the lower court opinion, first analyzed plaintiff's claim under the New York long arm statute, which permits a court to exercise personal jurisdiction over any nondomiciliary who "commits a tortious act within the state" or commits tortious acts outside the state that cause injury in New York.      N.Y.C.P.L.R. § 302(a).    The court noted that an act of trademark infringement takes place where the passing off occurs, (i.e., where the deceived customer buys the defendant's product in the belief that he is buying the genuine article), but held that the creation of a web site, "which exists either in Missouri or in cyberspace ‑‑ i.e., anywhere the Internet exists . . ." does not constitute an offer to sell a product in New York, and does not confer jurisdiction merely because anyone with a telephone line and modem could access the allegedly infringing site.      937 F. Supp. at 299.  The court wrote that the "mere fact that a person can gain information on the allegedly infringing product is not the equivalent of a person advertising, promoting, selling or otherwise making an effort to target it's product in New York."      Id.  Specifically, Judge Stein wrote:

It takes several affirmative steps by the New York resident . . . to obtain access to the Web site and utilize the information there.  First, the New York resident has to access the Web site using his or her computer hardware and software. . . . Then, if the user wished to attend a show in defendant's club, he or she would have to telephone the box office in Missouri and reserve tickets.  Finally, that user would need to pick-up the tickets in Missouri because King does not mail or otherwise transmit tickets to the user. Even assuming that the user was confused about the relationship of the Missouri club to the one in New York, such an act of infringement would have occurred in Missouri, not in New York.      Id.

With respect to the provision of the long arm statute that authorizes jurisdiction over any nondomiciliary whose out of state tortious acts cause injury in the state, the court held that there was an insufficient nexus between King's activities and New York.  Although King participated in interstate commerce by hiring and showcasing bands of national stature, 99% of his patronage and revenue was derived from local residents of Columbia, Missouri, and most of the few out-of-state customers who visited his club had either an existing or prior connection to the area, such as being alumni of the University of Missouri.  The fact that King knew that Bensusan's club was located in New York was held insufficient to satisfy the requirement that a defendant expect that its actions would have had consequences in New York.  Finally, the court wrote that the plaintiff's conclusory allegation of a loss in New York state was nothing more than a complaint about an "indirect financial loss resulting from the fact that the injured person resides or is domiciled in New York . . . ," which was insufficient to confer jurisdiction under the long arm statute.      Id. at 300 (citing other cases).

Although it was unnecessary to reach the issue of whether the assertion of jurisdiction over the defendant satisfied due process, since the court found jurisdiction lacking under the New York state long arm statute, Judge Stein nonetheless wrote that King had done nothing to purposefully avail himself of the benefits of New York.  Relying on Asahi Metal Industries Co. v. Superior Court,      480 U.S. 102, 112 (1992) (plurality opinion). he wrote that:

King, like numerous others, simply created a Web site and permitted anyone who could find it to access it.  Creating a site, like placing a product into the stream of commerce, may be felt nationwide ‑‑ or even worldwide ‑‑ but, without more, it is not an act purposefully directed toward the forum state.      937 F. Supp. at 301.

Judge Stein also distinguished CompuServe Inc. v. Patterson,      89 F.3d 1257 (6th Cir. 1996). because in that case the defendant had specifically targeted Ohio by subscribing to CompuServe and entering into a separate agreement with that company (which contained a choice of forum clause) to market his shareware software program over CompuServe (which also advertised the program), and the defendant repeatedly sent his software to CompuServe in Ohio to be made available online.  By contrast, there was no suggestion that King had actively encouraged New Yorkers to access his site, or that he had maintained any presence or conducted any business ‑‑ let alone a continuous and systematic part of his business ‑‑ in New York.      937 F. Supp. at 301.

On appeal, the Second Circuit affirmed Judge Stein's holding but on much narrower grounds and based on earlier case law construing New York's long-arm statute, Circuit Judge Van Graafeiland, writing on behalf of Circuit Judges Walker and Leval, held that defendants would have had to have been physically present in New York when they performed the acts giving rise to the lawsuit -- "including the authorization and creation of King's web site, the use of the words `Blue Note' and the Blue Note logo on the site, and the creation of a hyperlink to Bensusan's web site" -- in order to establish a tortious act in New York within the meaning of section 302(a)(2), and these acts all took place in Missouri.      126 F.3d at 29.  Jurisdiction likewise could not be premised on section 302(a)(3), because that provision authorizes the assertion of jurisdiction over a non-domiciliary who commits a tortious act outside New York which causes injury to a person or property within the state, but only when the non-resident reasonably expects the tortious act to have consequences in the state and in addition derives substantial revenue from interstate commerce.  Because King's "Blue Note" cafe was, in the words of the Second Circuit, "unquestionably a local operation", jurisdiction could not obtain.      Id.

	Maritz, Inc. v. CyberGold, Inc.

In Maritz, Inc. v. CyberGold, Inc.,      947 F. Supp 1328 (E.D. Mo. 1996). plaintiff Maritz, Inc., using the "GOLDMAIL" mark and goldmail.com domain name in connection with a service that paid consumers to receive email advertisements, filed suit under the Lanham Act against defendant CyberGold, Inc., a California corporation which offered essentially the same type of service under the "CYBERGOLD" trade name and cybergold.com domain name.  Judge E. Richard Webber of the Eastern District of Missouri, denied defendant's motion to dismiss.

The court described CyberGold's contacts with Missouri as follows:  CyberGold maintained an Internet site on the world wide web from a server presumed to be in Berkeley, California, which "is at present continually accessible to every internet‑connected computer in Missouri and the world."  At the time the motion was heard, CyberGold had not yet even begun operating its business.  CyberGold's web site merely explained that "the forthcoming service will maintain a mailing list of internet users, presumably including many residents of Missouri."      Id. at 1330.  An Internet user who wanted to be on CyberGold's mailing list could provide CyberGold with his or her particular areas of interest.  CyberGold would then provide the user with a personal electronic mailbox and forward advertisements that match the user's selected interest.  CyberGold planned to charge advertisers to send information to its subscribers, and provide users with incentive to access their mailboxes.  As the court explained, "CyberGold's actual service is not yet in operation."  Id. 

Plaintiff asserted that the web site "invites Missourians to put their names on CyberGold's mailing list and get up‑to‑date information about the company and its forthcoming Internet service."  Plaintiff also alleged that through its web site, "CyberGold is also actively soliciting advertising customers" from Missouri.  CyberGold attested that it had no contacts with Missouri, except that its web site had been accessed on at least 311 occasions by Missouri residents (although 180 of these times involved visits by plaintiff or its employees). 

In considering whether CyberGold's establishment of a web site constituted transacting business in Missouri within the meaning of the Missouri long arm statute,      Mo. Rev. Stat. § 506.500.  The Missouri long arm statute has been construed to allow the exercise of jurisdiction over non-residents to the full extent permissible under the due process clause.  947 F. Supp. at 1330-31, citing FDIC v. Malmo, 939 F.2d 535, 537 (8th Cir. 1991; Metal Serv. Center v. Gertner, 677 S.W.2d 325, 327 (Mo. 1984). the court analyzed the issue as though CyberGold had directed advertising or promotional material to Missouri residents.  The court did not uncritically accept plaintiff's suggestion that CyberGold's conduct was equivalent to directing promotional materials into the state, which had been construed as the transaction of business within the meaning of the long arm statute, but found it unnecessary to decide the issue because the Missouri long arm statute reaches the full extent of jurisdiction permissible under the due process clause, and because the court found that CyberGold was amenable to service based on its alleged commission of a tortious act within Missouri.

In analyzing whether CyberGold was subject to personal jurisdiction under the due process clause, the court applied the five part test for measuring minimum contacts set forth by the Eighth Circuit in Soo Line R.R. Co. v. Hawker Siddeley Canada, Inc.,      950 F.2d 526, 528-29 (8th Cir. 1991). which focuses on (1) the nature and quality of the defendant's contacts with the forum state; (2) the quantity of those contacts; (3) the relation of the cause of action to the contacts; (4) the interest of the forum state in providing a forum for its residents; and (5) the convenience of the parties.

The court rejected analogies to cases involving use of the mail and telephone in assessing whether defendant had purposefully availed itself of the privileges and benefits of doing business in the forum state.  Judge Webber explained:

Unlike use of the mail, the internet, with its electronic mail, is a tremendously more efficient, quicker, and vast means of reaching a global audience.  By simply setting up, and posting information at, a website in the form of an advertisement or solicitation, one has done everything necessary to reach the global internet audience.

A company's establishment of a telephone number, such as an 800 number, is not as efficient, quick, or easy way to reach the global audience that the internet has the capability of reaching.  While the internet does operate via telephone communications, and requires users to place a "call" to a website via the user's computer, a telephone number still requires a print media to advertise that telephone number.  Such media would likely require the employment of phone books, newspapers, magazines, and television.  Even then, an 800 number provides a less rapid and more limited means of information exchange than a computer with information downloading and printing capabilities.  With a website, one need only post information at the website.  Any internet user can perform a search for selected terms or words and obtain a list of web site addresses that contain such terms or words.  The user can then access any of those websites.      Maritz, Inc. v. CyberGold, Inc., 947 F. Supp. at 1332-33.

The court rejected the defendant's contention that it merely maintained a "passive web site," finding instead that its intent was "to reach all internet users, regardless of geographic location":

Defendant's characterization of its activity as passive is not completely accurate.  By analogy, if a Missouri resident would mail a letter to CyberGold in California requesting information from CyberGold regarding its service, CyberGold would have the option as to whether to mail information to the Missouri resident and would have to take some active measures to respond to the mail.  With CyberGold's website, CyberGold automatically and indiscriminately responds to each and every internet user who accesses its web site.  Through its website, CyberGold has consciously decided to transmit advertising information to all internet users, knowing that such information will be transmitted globally.  Thus, CyberGold's contacts are of such a quality and nature, albeit a very new quality and nature for personal jurisdiction jurisprudence, that they favor the exercise of personal jurisdiction over defendant.      Id. at 1333.

With respect to the quantity of contacts, the court considered that CyberGold had transmitted information to residents approximately 131 times (i.e., excluding the number of visits by plaintiff's employees).  The court wrote that the information transmitted "is clearly intended as a promotion of CyberGold's upcoming service and a solicitation for internet users, CyberGold's potential customers.  This factor suggests that defendant is purposefully availing itself of the privilege of conducting activities in Missouri."      Id.

In considering the connection between the cause of action and the forum, the court characterized the litigation as arising from injuries relating to CyberGold's web site and the information posted there.  Even though CyberGold had not yet established its service, the existence of the web site, advertising the future service, constituted what the court characterized as "acts of developing a mailing list through its acceptance of addresses on its web site [, which] are also part of the allegedly infringing activity . . . ."      Id.

In finding the assertion of personal jurisdiction proper in this case, the court essentially adopted an untenable standard, which would subject every world wide web operator to jurisdiction in any state where a web site was accessed, unless the web site operator took some specific action to block access to residents of the forum state or (until geographic blocking becomes technologically viable) to post some notice on the web site stating that residents of a given state could not purchase whatever goods or services were being advertised at the site.      Given currently available technology, a company could not prevent residents of a given state from accessing a site, although it could affirmatively refuse sales orders from residents of specific states, much in the same manner that intrastate securities offerings occur online.  See supra § _____.

In so ruling, the court was evidently influenced by another, even more poorly reasoned decision, Inset Systems, Inc. v. Instruction Set, Inc.,      937 F. Supp. 161 (D. Conn. 1996); see supra § ____________. as well as a 1986 decision, California Software Inc. v. Reliability Research, Inc.,      631 F. Supp. 1356, 1363 (C.D. Cal. 1986). which the court in CyberGold cited for the proposition that a defendant's act of posting a false statement on an interstate computer network subjected him to personal jurisdiction in California.  In fact, in that case the court found most persuasive evidence that one of the defendants communicated directly by mail and telephone with three California residents.      Id. at 1358, 1361.   In addition, the decision should not have been viewed as persuasive authority.  It involved a case of defamation, a tort which under the effects test of Calder v. Jones      465 U.S. 783 (1984). more reasonably could be said to have been affirmatively intended to cause effects in California, where plaintiffs resided, than the acts complained of in CyberGold, where there was no suggestion that defendant had intentionally sought to trade on plaintiff's name.  The case also dates from 1986, long before courts fully appreciated the nature of network computers.      The act of posting a message on the private BBS in 1986 also could be viewed as a more purposeful act than maintaining a web site in the late 1990s.  BBS subscribers in 1986 (especially paying members) would have been more likely to access the BBS than web surfers in the late 1990s, who would need to affirmatively seek out information posted on a web site, in order to access it.  A message posted on a BBS is targeted to a specific audience, whereas operating a web site in certain circumstances may amount to little more than passively maintaining a server where residents of a forum state themselves must actively access the information.  The extent to which operating a web site constitutes purposeful availment should depend on the facts of a given case.   

	McDonough v. Fallon McElligott, Inc.

In McDonough v. Fallon McElligott, Inc.,      Civil No. 95-4037, 40 U.S.P.Q.2d 1826 (S.D. Cal. Aug. 5, 1996).  This unreported decision does not include as thorough an analysis as the district court opinion in Bensusan.  In addition, it appears that under the effects test at least a colorable argument could have been made that jurisdiction should have obtained. a federal court in San Diego concluded that the mere operation of a web site was insufficient to confer jurisdiction in a copyright infringement action.  The plaintiff, a California photographer who created an original photograph depicting basketball player Charles Barkley, alleged that Fallon McElligott, a Minnesota advertising agency, reproduced his photograph for a Nikon camera advertisement, without seeking or obtaining his permission.

Fallon McElligott argued that although it had clients throughout the world, it did not have any in California.  It presented evidence that it had no offices, bank accounts or employees in California, and paid no taxes in that state.  Judge John Rhoades, in granting defendants' motion to dismiss, rejected plaintiff's argument that Fallon McElligott's web site should be treated as a contact with California:

Because the Web enables easy world-wide access, allowing computer interaction via the Web to supply sufficient contacts to establish jurisdiction would eviscerate the personal jurisdiction requirement as it currently exists; the Court is not willing to take this step.  Thus, the fact that Fallon has a Web site used by Californians cannot establish jurisdiction by itself.      Id. at 1828.

	Panavision Int'l, L.P. v. Toeppen

In Panavision Int'l, L.P. v. Toeppen,      938 F. Supp. 616 (C.D. Cal. 1996), aff'd, 1998 U.S. Dist. LEXIS 7557 (9th Cir. Apr. 17, 1998). the Ninth Circuit held that jurisdiction was proper in California over an Illinois defendant, where the defendant, an alleged domain name hijacker -- or cyber-squatter -- had intentionally registered the California plaintiff's trademarks as his domain names, justifying the assertion of jurisdiction under the effects test.  

Defendant Dennis Toeppen, an Illinois resident who had registered over 240 well known marks as his domain names,      See supra § __. was sued in the Central District of California by Panavision International, L.P., a company which owned several federally registered trademarks including "Panavision" and "Panaflex."  Toeppen registered panavision.com in December 1995, and used it as the address for a web site that displayed aerial views of Pana, Illinois (literally a vision of Pana).  After Pansavision's attorneys sent Toeppen a demand letter advising him that Panavision held a trademark in the name Panavision and demanding that he stop using that trademark or the panavision.com domain name, Toeppen wrote Panavision offering to sell it the domain name for $13,000 (and promising that if it paid this sum he would not "acquire any other Internet addresses which are alleged by Panavision Corporation to be its property.").  When Panavision refused, Toeppen registered panaflex.com, which he used for a web site that simply displayed the word "Hello."  Panavision alleged that by registering these domain names, Toeppen prevented it from using them and that his sole purpose for doing so was to extract money.

In holding the defendant subject to personal jurisdiction in California in November 1996, District Court Judge Dean Pregerson sidestepped less well reasoned opinions holding that a defendant's mere presence on the web could amount to purposeful availment.  He also distinguished Bensusan Restaurant Corp. v. King,      937 F. Supp. 295 (S.D.N.Y. 1996), aff'd, 126 F.3d 25 (2d Cir. 1997). CompuServe, Inc. v. Patterson,      89 F.3d 1257 (6th Cir. 1996). and Pres-Kap, Inc. v. System One      636 So. 2d 1351 (Fla. Dist. Ct. App. 1994). as cases involving "legitimate businesses and legitimate legal disputes" where the issue was whether Internet or computer-based contacts with the forum state were sufficient to confer specific jurisdiction.      938 F. Supp. at 622.  He wrote, "[h]ere, however, Toeppen is not conducting a business but is, according to Panavision, running a scam directed at California."      Id.

Judge Pregerson instead found jurisdiction appropriate under the effects test of Calder v. Jones      465 U.S. 783 (1984). because the defendant intentionally directed his conduct towards California, knowing that the effect of his actions -- in registering plaintiff's trademarks as his domain names -- would be felt in that state.  He wrote that Toeppen was not "`doing business' in the traditional sense -- he is not a competitor.  His `business' is to act as a `spoiler,' preventing Panavision and others from doing business on the Internet under their trademarked names unless they pay his fee."      938 F. Supp. at 621.  In so ruling, Judge Pregerson expressly found that Toeppen identified Panavision as a company that had not registered its trademarks as domain names, believed that Panavision would eventually want to use its trademarks as domain names for a web site and believed that Panavision would likely agree to pay Toeppen for the names rather than incur the expense and delay associated with suing him.      Id. 

In affirming the District Court's order, the Ninth Circuit analogized cyber-squatting to an international tort, noting that Toeppen "purposefully registered Panavision's trademarks as his domain names on the Internet to force Panavision to pay him money."  Circuit Judge David R. Thompson, writing for himself and Judges Melvin Brunetti and Thomas G. Nelson, stated that:

The brunt of the harm to Panavision was felt in California.  Toeppen knew Panavision would likely suffer harm there because, although at all relevant times Panavision was a Delaware limited partnership, its principal place of business was in California, and the heart of the theatrical motion picture and television industry is located there.

	Heroes, Inc. v. Heroes Foundation

In Heroes, Inc. v. Heroes Foundation      958 F. Supp. 1 (D.D.C. 1996). the U.S. District Court for the District of Columbia denied a defendant's motion to dismiss in a ruling issued in December 1996.  In that case, Heroes, Inc., a District of Columbia charitable corporation, sued, among others, Heroes Foundation, a charity based in New York, for trademark infringement arising out of the defendant's use of the HEROES mark.  

Plaintiff Heroes, Inc. had been founded in 1964 to provide financial assistance to the surviving family members of D.C. fire fighters and law enforcement personnel.  Plaintiff owned an incontestable federal trademark registration which had first issued in 1964 for the mark HEROES (and related design) used for "aiding the widows and children of firemen and policemen killed in the line of duty in Washington, D.C., Maryland and Virginia, in financial, legal, and like causes."

Defendant Heroes Foundation also solicited money to support the survivors of police officers and firefighters killed in the line of duty as well as for cystic fibrosis research.  The Heroes Foundation was formed in 1990 and used a similar logo to the one covered by plaintiff's federal trademark registration.  

Plaintiff sued in federal court in D.C. alleging state and federal claims of trademark infringement, contending that potential contributors could be confused by defendant's use of the HEROES name and logo.  The defendant's contacts with D.C. were limited to two: (1) a newspaper advertisement published in The Washington Post and (2) its operation of a web site potentially accessible to D.C. residents.

The court found jurisdiction proper under the D.C. long-arm statute      D.C. Code  § 13-423(a)(4). based on findings that the defendant both transacted business in the jurisdiction and caused a tortious injury there.  In March 1996 the defendant had taken out a full page advertisement in the Washington Post inviting readers to donate money "to Boomer Esiason's Heroes Foundation and Find a Cure for Cystic Fibrosis."  The defendant argued that the advertisement could not serve as the basis for jurisdiction since Proctor & Gamble -- not the defendant -- placed the advertisement and paid for it.  The court rejected this argument, however, because the Heroes Foundation knew about and approved the advertisement and received publicity and substantial local contributions as a result of it.  The advertisement, in the court's view, therefore amounted to purposeful action of the defendant directed at the forum (under Asahi Metal Industry Co. v. Superior Court      471 U.S. 102, 112 (1987).).  The court wrote that "[t]he fact that Proctor & Gamble may have paid for the advertisement and also benefitted from it has no constitutional significance."

The court also distinguished cases where courts found a defendant's advertising in national or international publications "which happened to circulate within the forum" an insufficient basis for asserting jurisdiction.      See, e.g., Sears Roebuck & Co. v. Sears, 744 F. Supp. 1289, 1297 (D. Del. 1990) (advertisements in two international magazines); Wines v. Lake Havasu Boat Mfg., Inc., 846 F.2d 40, 43 (8th Cir. 1988) (advertisement in a nationally distributed trade publication circulated in the forum state).  By contrast, the court characterized the Washington Post advertisement as "placed specifically in the forum's local newspaper, not in a national newspaper or trade publication which happens to circulate there."  Unlike a national advertisement, the defendant, "through Proctor & Gamble, purposefully directed the advertisement at the District, hoping that District residents would donate money to it . . . ." 

The court deemed significant the defendant's operation of a web site intended to attract contributors, although the court acknowledged that because the web site was not alleged to constitute the defendant's only contact with the jurisdiction, it did not need to decide the question of "whether the defendant's home page by itself subjects the defendant to personal jurisdiction in the District."  Having made this disclaimer, the court rejected defendant's argument that its home page was essentially "passive," because it only appeared on a user's screen when the user called it up by use of a search engine or by typing the URL for the site, and was not directed at any particular jurisdiction.  The court characterized these arguments as an attempt by the defendant to "soft-pedal the significance of its web site," noting that the home page contains the allegedly infringing mark and logo, solicits contributions via a toll-free telephone number and "is certainly a sustained contact with the District; it has been possible for a District resident to gain access to it at any time since it was first posted."  The court noted the divergent views on the significance of the mere operation of a web site taken by the courts in Bensusan Restaurant Corp. v. King,      937 F. Supp. 295 (S.D.N.Y. 1996), aff'd, 126 F.3d 25 (2d Cir. 1997). on the one hand, and Inset Systems, Inc. v. Instruction Set, Inc.      937 F. Supp. 161 (D. Conn. 1996). and Maritz, Inc. v. CyberGold, Inc.      947 F. Supp 1328 (E.D. Mo. 1996). on the other, but declined to rule on the significance of the web site except as an additional contact relevant to establishing that the defendant transacted business in D.C.

As an alternative ground for its holding, the court ruled that the defendant was subject to jurisdiction in D.C. under the D.C. long-arm statute based on its having caused injury in the District.  The court noted that in a trademark infringement action the wrong takes place where confusion is likely to occur      958 F. Supp. at 5, citing Sidcoe Industries v. Wimar Tahoe Corp., 768 F. Supp. 1343, 1346 (D. Or. 1991). and concluded that "if there is any confusion, it would be likely to occur in the District," where the Washington Post advertisement appeared and where forum residents could gain access to the defendant's web site.  Recognizing that merely random or fortuitous contacts may not serve as a basis for jurisdiction, the court also noted that defendant's web site, "which is always accessible in the District, . . . " provided the necessary connection between the defendant, cause of action and forum.      The court phrased the connection in terms of the "plus factor" required under Crane v. Carr, 814 F.2d 758, 763 (D.C. Cir. 1987).  The "plus factor" in the context of the Heroes Foundation case may be viewed as a requirement of something more than merely a connection between the defendant and the forum, which must be shown to comply with the Supreme Court's holding that merely random, attenuated or fortuitous contacts may not serve as the basis for the assertion of jurisdiction.  See, e.g., Asahi Metal Industry Co. v. Superior Court, 480 U.S. 102 (1987); Burger King Corp. v. Rudzewicz, 471 U.S. 462, 475 (1985).

The court's injury analysis in the Heroes Foundation case improperly bootstraps the defendant's Internet contact -- the operation of a web site -- as both a contact relevant to establishing where the injury may have occurred and as evidence of the continuing nature of the defendant's contacts.  If operation of a web site is both a relevant contact and a continuous contact between a given defendant and forum, then the assertion of jurisdiction would always be proper in a tort or trademark infringement case whenever a defendant maintains a web site.  This is especially true where -- as in the Heroes Foundation case -- the court frankly conceded that injury was merely alleged, not proven or presumed.      Unless contradicted by evidence, a plaintiff's allegations are treated as accurate in evaluating a motion to dismiss.  In trademark infringement and tort cases, one difficulty that arises is that it is easy to allege infringement for purposes of establishing jurisdiction even though the plaintiff may have a weak or meritless case.  While a plaintiff should not be forced to prove its case at the outset of litigation simply to preserve its choice of forum, the constitutional safeguards afforded defendants must be faithfully applied in such cases so that the mere allegation of infringement or a tort causing in-state injury not serve as a pretext for bootstrapping that alleged injury into a finding of substantial, purposefully directed contact.   The Supreme Court's mandate that random, fortuitous or attenuated contacts not serve as the basis for jurisdiction would be vitiated by such a rule.

Ultimately, Heroes Foundation is best understood as an infringement case where jurisdiction would have been proper based solely on the existence of an advertisement in a local newspaper, directed at forum residents, which in fact generated donations to the defendant.  The defendant's operation of a web site was not critical to the outcome of the court's decision to deny the defendant's motion to dismiss, and the court's dicta on the significance of this contact may be ascribed merely to its implicit influence by the opinion in Inset Systems, Inc. v. Instruction Set, Inc.      937 F. Supp. 161 (D. Conn. 1996). 

	Zippo Mfg. Co. v. Zippo Dot Com, Inc.

In Zippo Mfg. Co. v. Zippo Dot Com, Inc.      952 F. Supp. 1119 (W.D. Pa. 1997). the court held that a California Internet news service that used the domain names zippo.com, zippo.net and zippo-news.com was subject to personal jurisdiction in the Western District of Pennsylvania, in a suit brought by the manufacturer of Zippo tobacco lighters alleging trademark dilution, infringement and false designation of origin under the Lanham Act and Pennsylvania state law.  Plaintiff's claims were based on the defendant's use of the word "Zippo" in its domain names, on its web site and in the headings of newsgroup messages posted by Zippo Dot Com's subscribers.  Plaintiff also alleged that some of the newsgroup messages contained adult oriented, sexually explicit subject matter.

Zippo Dot Com did not involve the assertion of jurisdiction based solely on the defendant's operation of a web site.  The defendant's web site contained information about the company, advertisements and an application to subscribe to its Internet news service.  Zippo Dot Com offered free access to the public to certain information and two premium subscription services which were available for a fee.  Customers seeking to subscribe to the two premium level services were required to complete an on-line application that sought, among other things, the names and physical addresses of subscribers.  Applications were processed by phone or over the Internet and once an application was approved and payment made by credit card, a subscriber received a password that allowed her to view and download newsgroup messages stored on a server in California.

Zippo Dot Com's contacts with Pennsylvania occurred, in the words of the court, "almost exclusively over the Internet."      Id. at 1121.  Although the court characterized as a relevant contact the defendant's advertising on its web site, this factor was not determinative.  Zippo Dot Com had 140,000 paying subscribers worldwide, approximately 2% of whom were Pennsylvania residents.  The 3,000 Pennsylvania resident who subscribed to Zippo Dot Com's services entered into web-based contracts with the defendant.  Zippo Dot Com also had entered into agreements with seven Pennsylvania ISPs to provide ISP subscribers access to Zippo Dot Com's news service.

Since the Pennsylvania long-arm statute      42 Pa. C.S.A. § 5322. specifically authorizes courts to assert jurisdiction to the full extent permitted by the U.S. Constitution, Judge McLaughlin analyzed the case under Supreme Court precedent.  The court found jurisdiction proper based on the defendant's contractual connections to Pennsylvania.  In dicta, however, Judge McLaughlin set out his view of the appropriate parameters for asserting jurisdiction in cyberspace. 

In elaborating on what he described as a "sliding scale," Judge McLaughlin noted that "[t]he Internet makes it possible to conduct business throughout the world entirely from a desktop."      952 F. Supp. at 1123.  The court also observed that in Hanson v. Denckla, 357 U.S. 235, 250-51 (1958), the Supreme Court noted that "[a]s technological progress has increased the flow of commerce between the States, the need for jurisdiction has undergone a similar increase."  Judge McLaughlin noted that 27 years later the Court wrote that
	it is an inescapable fact of modern commercial life that a substantial amount of commercial business is transacted solely by mail and wire communications across state lines, thus obviating the need for physical presence within a State in which business is conducted.
Burger King Corp. v. Rudzewicz, 471 U.S. 462, 476 (1985).  However, "[d]ifferent results should not be reached simply because business is conducted over the Internet."      952 F. Supp. at 1124.  Whether jurisdiction may obtain in a case involving cyberspace contacts, Judge McLaughlin wrote, ultimately depends on 

the nature and quality of commercial activity that an entity conducts over the Internet. . . . At one end of the spectrum are situations where a defendant clearly does business over the Internet.  If the defendant enters into contracts with residents of a foreign jurisdiction that involve the knowing and repeated transmission of computer files over the Internet, personal jurisdiction is proper.  E.g., CompuServe, Inc. v. Patterson, 89 F.3d 1257 (6th Cir. 1996).  At the opposite end are situations where a defendant has simply posted information on an Internet Web site which is accessible to users in foreign jurisdictions.  A passive Web site that does little more than make information available to those who are interested in it is not grounds for the exercise [of] personal jurisdiction.  E.g., Bensusan Restaurant Corp. v. King, 937 F. Supp. 295 (S.D.N.Y. 1996).  The middle ground is occupied by interactive Web sites where a user can exchange information with the host computer.  In these cases, the exercise of jurisdiction is determined by examining the level of interactivity and commercial nature of the exchange of information that occurs on the Web site.  E.g., Maritz, Inc. v. Cyber[G]old, Inc., 947 F. Supp. 1328 (E.D. Mo. 1996).      Id.

Applying these standards to the case before him, Judge McLaughlin concluded that Zippo Dot Com was "doing business over the Internet" in Pennsylvania.  He wrote that Zippo Dot Com's contacts with Pennsylvania did not amount to merely passive advertising because it had "not just posted information on a Web site that is accessible to Pennsylvania residents who are connected to the Internet."      Id. at 1125.  He further explained that:

This is not even an interactivity case in the line of Maritz, supra.  [Zippo]  Dot Com has done more than create an interactive Web site through which it exchanges information with Pennsylvania residents in the hopes of using that information for commercial gain later.      Id.

In so ruling, the court rejected defendant's argument that its contacts with Pennsylvania were random or fortuitous because its Pennsylvania customers simply happened to find its web site or heard about its news service elsewhere and decided to subscribe.  In addition to operating a web site accessible to forum residents, Judge McLaughlin emphasized that Zippo Dot Com had contracted with approximately 3,000 individuals and seven Internet access providers in Pennsylvania.  He wrote that:

This argument misconstrues the concept of fortuitous contacts embodied in World-Wide Volkswagen.  Dot Com's contacts with Pennsylvania would be fortuitous within the meaning of World-Wide Volkswagen if it had no Pennsylvania subscribers and an Ohio subscriber forwarded a copy of the file he obtained from Dot Com to a friend in Pennsylvania or an Ohio subscriber brought his computer along on a trip to Pennsylvania and used it to access Dot Com's service.      Id. at 1126.

By contrast, Judge McLaughlin emphasized that Zippo Dot Com "repeatedly and consciously chose to process Pennsylvania residents' applications and to assign them passwords."      Id.  He further wrote that Zippo Dot Com "knew that the result of these contracts would be the transmission of electronic messages into Pennsylvania" and that "[t]he transmission of these files was entirely within its control."      Id.  The court further emphasized that "[w]hen a defendant makes a conscious choice to conduct business with the residents of a forum state, `it has clear notice that it is subject to suit there.'"      Id., citing World-Wide Volkswagen, 444 U.S. at 297.   Judge McLaughlin wrote that "[i]f Dot Com had not wanted to be amenable to jurisdiction in Pennsylvania, the solution would have been simple -- it could have chosen not to sell its services to Pennsylvania residents."      952 F. Supp. at 1126-27.

The court also dismissed the defendant's argument that the fact that only 2% of its total customer base was in the forum state meant that its contacts with Pennsylvania were not substantial, noting that even a single contact may be sufficient to confer jurisdiction.      Id. at 1127, citing McGee v. International Life Ins. Co., 355 U.S. 220, 223 (1957).  Strictly speaking, McGee did not involve a single contact as much as a single contract, from which multiple contacts with the forum state could be found.  McGee actually stands for the proposition that if a company has a single customer in a given state it may be deemed to have a substantial connection to that state in a suit arising out of a contract with that one customer.  See generally supra § ___.   Judge McLaughlin emphasized that the minimum contacts test "has always focused on the `nature and quality' of the contacts with the forum and not the quantity of those contacts."      952 F. Supp. at 1127, paraphrasing International Shoe Co. v. Washington, 326 U.S. 310, 319 (1945).

Finally, Judge McLaughlin found that the cause of action arose out of Zippo Dot Com's forum-related conduct because the case had been brought for trademark infringement, which is deemed to arise wherever passing off may occur.      952 F. Supp. at 1127, citing Cottman Transmission Systems, Inc. v. Martino, 36 F.3d 291, 294 (3d Cir. 1994) (venue); Tefal, S.A. v. Products Int'l Co., 529 F.2d 495, 496 n.1 (3d Cir. 1976); Indianapolis Colts v. Metropolitan Baltimore Football, 34 F.3d 410, 412 (7th Cir. 1994) (venue).

	Cybersell, Inc. v. Cybersell, Inc.

In Cybersell, Inc. v. Cybersell, Inc.,      130 F.3d 414 (9th Cir. 1997). the Ninth Circuit affirmed the trial court's dismissal of a lawsuit brought by Cybersell, Inc., an Arizona corporation founded by notorious spammers Laurence Canter and Martha Siegel      Cantor and Siegel were lawyers whose dissemination of green card advertisements to multiple usenet groups in May 1994 is widely credited as the first act of spamming.  See supra § ___.  Cantor's dissemination of lawyer advertisements that were not pre-approved by the bar subsequently led to his disbarment by the Tennessee bar.  See infra § ___.     which provided Internet and web advertising and marketing services, against Cybersell, Inc., a Florida corporation that registered the cybersell.com domain name and had offered web page construction services at that site.  Cantor and Siegel's Arizona company owned the registered service mark "CYBERSELL," which they applied for on August 8, 1994, but which did not issue until after the Florida company began operating its site.      Cantor and Siegel also did not maintain their own website at the time the Florida company launched its "CyberSell" site.  After Cantor sent the Florida company an email in November 1995 advising it that the Arizona company owned a registered service mark in the CYBERSELL name, the defendants changed the name of their site (first to WebHorizons, Inc. and then to WebSolvers, Inc.) and by early January 1996 had removed any reference to the name CyberSell from their site.  Shortly thereafter, each company sued the other in their own home states.  The Florida action was transferred from the Middle District of Florida to Arizona, where it was consolidated with the suit filed by Cantor and Siegel.  District Judge Earl H. Carroll then dismissed both suits for lack of personal jurisdiction.      The basis for the court's dismissal of the suit filed by the Florida corporation is not entirely clear, since the Florida corporation was a plaintiff in that lawsuit and apparently lost a motion to transfer venue (which plausibly could have been based on the anticipatory litigation exception to the first to file rule (see infra § ____)).  Once the case was pending in Arizona, it is not clear what grounds the Florida plaintiff would have had to object to jurisdiction, having lost the motion to transfer (unless the Florida court expressly reserved the issue for the Arizona court or the Arizona judge chose to treat the Florida plaintiff as a defendant whose claim would not be barred by law of the case).  The Ninth Circuit, in any event, did not address this procedural aspect of the case.  

The Florida company's website was primarily informational, although it contained a link that allowed visitors to identify themselves and respond to the invitation to companies not on the web, but interested in establishing an Internet presence, to email the company "to find out how!"  The website otherwise merely contained the name and logo of the company and a telephone number in the 407 area code (in central Florida).

The Ninth Circuit, implicitly adopting the analysis of the District Court in Zippo Mfg. Co. v. Zippo Dot Com, Inc.,      952 F. Supp. 1119 (W.D. Pa. 1997). found that jurisdiction was not proper in Arizona.  Judge Pamela Ann Rymer, writing on behalf of herself and Judges A. Wallace Tashima and Harlington Wood, Jr.,      Judge Wood of the Seventh Circuit was sitting by designation.  Judge Tashima is the author of a popular civil procedure practice guide.  See ____ Civil Procedure Before Trial - Federal (the Rutter Group).   found that merely operating a passive web site was insufficient to confer jurisdiction.  The Ninth Circuit, citing Zippo Dot Com, wrote that "[c]ourts that have addressed interactive sites have looked to the `level of interactivity and commercial nature of the exchange of information that occurs on the Web site" to determine if sufficient contacts exist to warrant the exercise of jurisdiction."      Id. at __.  Reviewing earlier cases, the Ninth Circuit also wrote that in each case where a court found jurisdiction to be proper based on "the mere advertisement or solicitation for sale of goods and services on the Internet . . . there had been `something more' to indicate that the defendant purposefully (albeit electronically) directed his activity in a substantial way to the forum state."      Id.  The Ninth Circuit chose to distinguish Inset Systems, Inc. on its facts (because the defendant in that case also operated a toll free number), rather than discrediting the decision as the court in Zippo Dot Com had done.  

The District Court's finding was affirmed by the Ninth Circuit based on its conclusion that the plaintiff had failed to establish purposeful availment.  The court noted that the Florida company had "conducted no commercial activity over the Internet in Arizona."  It had merely posted "an essentially passive home page on the web, using the name `Cybersell,' which Cybersell AZ was in the process of registering as a federal service mark."  Although the Ninth Circuit conceded that there was "no question that anyone, anywhere could access that home page and thereby learn about the services offered," it wrote that "we cannot see how from that fact alone it can be inferred that Cybersell FL deliberately directed its merchandizing efforts toward Arizona residents."      Id. at __.  The court wrote that:

Cybersell FL did nothing to encourage people in Arizona to access its site, and there is no evidence that any part of its business (let alone a continuous part of its business) was sought or achieved in Arizona.  To the contrary, it appears to be an operation where business was primarily generated by the personal contacts of one of its founders.  While those contacts are not entirely local, they aren't in Arizona either.  No Arizonan except for Cybersell AZ `hit' Cybersell FL's web site.  There is no evidence that any Arizona resident signed up for Cybersell FL's web construction services.  It entered no contracts in Arizona, made no sales in Arizona, received no telephone calls from Arizona, earned no income from Arizona, and sent no messages over the Internet to Arizona.      Id. at ___.  The defendant had received one message from Arizona -- from the plaintiff -- but that contact was not deemed relevant. 

The Ninth Circuit noted in dicta that if it ruled any other way, "every complaint arising out of alleged trademark infringement on the Internet would automatically result in personal jurisdiction wherever the plaintiff's principal place of business is located."  Such a result, it wrote, "would not comport with traditional notions of what qualifies as purposeful activity invoking the benefits and protections of the forum state."      Id. at __.  The court also rejected the applicability of the effects test of Calder v. Jones.

	Telephone Audio Productions, Inc. v. Smith, 1998 WL 159932 (N.D.Tex. 1998),

The Court found jurisdiction in a federal service mark infringement case where the Defendant placed the infringing service mark on his web site.

The court concluded that the defendants had purposefully availed themselves of the privilege of conducting business in the forum state by (1) maintaining the web page containing the allegedly infringing mark, (2) attending a trade show in the forum state at which the infringing mark was prominently displayed while the defendants solicited customers, (3) receiving orders from distributors in the forum state, and (4) advertising in a magazine, some of whose readers may be forum-state residents.

	Park Inns Intern., Inc. v. Pacific Plaza Hotels, Inc., 

5 F. Supp. 2d 762 (D. Ariz. 1998),

The Court held that personal jurisdiction was established over the out-of-state defendants where the defendants solicited business in the forum state by advertising their hotel on interactive Internet web sites.  The court concluded that the defendants' solicitation through their web sites resulted in the transaction of business with forum-state residents which results in the establishment of purposeful availment.

	Purco Fleet Services, Inc. v. Towers, 

1999 WL 137654 (D. Utah 1999)

The Court held that personal jurisdiction was established in a trademark infringement and unfair competition claim on the basis of the out of state defendant's web site. The defendant solicited business from residents of the forum state.  The plaintiff, had been an employee of the defendant but left the defendant's employ and opened a competing agency. In retaliation, the defendant registered a domain name that was identical to the name of the plaintiff's new company and used it as an Internet address patched directly to the defendant's main web page.  The court concluded that the defendant's establishment and use of a web page which allowed users to communicate with the defendant using e-mail, and through which the defendant solicited business from a forum-state resident, amounted to transacting business within the forum state. The court found that personal jurisdiction over the defendant was established since the defendant's commercial contacts with the forum state through its web site served to purposefully avail the defendant of the laws of the forum state.  Therefore, the exercise of jurisdiction over the defendant comported with "traditional notions of fair play and substantial justice."

	Fix My PC v. N.F.N. Associates, Inc., 1999 WL 184130 (N.D. Tex. 1999)

In a trademark infringement action, the plaintiff asserted that the out of state defendant had infringed his mark by using a similar name and similar 800 telephone number acronym on the defendant’s web site. The court found that although a web site is a factor contributing to the finding of personal jurisdiction, the defendant must be doing "something more" to purposefully direct its activities to the forum state. The Court applied a Zippo sliding scale analysis and concluded that the defendant's web site in this case was wholly passive, and on its own, was insufficient to establish personal jurisdiction.  The maintenance of a toll-free number was also insufficient to subject the defendant to personal jurisdiction since there was no competent evidence that the toll-free number was posted on the web site or that the defendant solicited any business via its web site.

	Millennium Enterprises, Inc. v. Millennium Music, LP, 33 F. Supp. 2d 907, 49 U.S.P.Q.2d (BNA) 1878 (D. Or. 1999)


	STOMP, INC., Plaintiff, v. NEATO, LLC, Defendant. 

CASE NO. SA CV 99-669 DOC (ANx) 
UNITED STATES DISTRICT COURT FOR THE CENTRAL DISTRICT OF CALIFORNIA 
Decided August 6, 1999

	RANNOCH, INC., v. THE RANNOCH CORPORATION.

 52 F. Supp. 2d 681; 1999 

In short, there appears to be nothing more than the placement of the website on the Internet with knowledge of the possibility that the site might be accessed in Virginia. This alone does not satisfy the due process jurisdictional standard, particularly where, as here, Rannoch-Va has made no showing that Rannoch-Tx, when it chose its corporate name, had any knowledge of Rannoch-Va or its trademarks

	INTERNATIONAL STAR REGISTRY OF ILLINOIS, 

an Illinois 
corporation, Plaintiff, v. BOWMAN-HAIGHT VENTURES, INC., a
Virginia corporation, Defendant. 
No. 98 C 6823 UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF ILLINOIS, EASTERN DIVISION 
1999 U.S. Dist. 
Decided May 6, 1999

Applying this framework to the present case, BHV falls into the first category. BHV conducts business in Illinois via the Internet, notwithstanding BHV's argument that its site is "passive". BHV's web site invites inquiries from potential customers in Illinois [*17] via electronic mail. Moreover, there are facts to support that communications were made with Illinois residents, as at least 22 Illinois residents purchased star registrations over the Internet. BHV generated revenue through direct commercial transactions with Illinois residents, and derived profit from their web-site related activity.  BHV contends that it does not "target or tailor" its business to Illinois specifically. Granted, the benefit corporations derive from conducting business over the Internet is access to a broader general market. Indeed, "unlike newspaper, mailing, radio, television and other media containing advertisements and solicitations, most Internet advertisements and solicitations are not directed at a specific geographic area or market; to the contrary, advertising on the Internet targets no one in particular and everyone." Millennium Enterprises v. Millennium Music, LP, 33 F. Supp. 2d 907, 914 (D. Or. 1999).  

Here, however, the fact that BHV secured an economic benefit from Internet users in Illinois that purchased BHV's goods over the Internet signals that BHV purposefully availed itself of the privilege of conducting activities within Illinois. BHV made [*18] its goods available for purchase over the Internet to all Internet users, including those residing in Illinois. Most importantly, BHV made sales of goods under an allegedly infringing mark in Illinois.

In determining whether specific jurisdiction exists when a plaintiff's intellectual property rights have been harmed, the Seventh Circuit has given consideration to where the injury is felt. See Indianapolis Colts, Inc. v. Metropolitan Baltimore Football Club Limited Partnership, 34 F.3d 410, 411 (7th Cir. 1994). In Indianapolis Colts, the court held that the defendant had entered Indiana by way of cable television broadcasts in Indiana and was subject to personal jurisdiction there under Indiana's long-arm statute because plaintiff used its trademarks mainly in Indiana such that injury would be felt mainly in Indiana. In addition, the court reasoned that by choosing a name that might be found to be confusingly similar to plaintiff's, defendant assumed the risk of injuring valuable property located in Indiana.

Under the Illinois long-arm statute, torts that are committed in Illinois authorize the exercise of jurisdiction here. 735 ILCS 5/2-209 (a)(2). To sell an infringing [*19] article to a buyer in Illinois is to commit a tort in Illinois sufficient to confer jurisdiction under the tort provision of the long-arm statute. See North American Philips Corp. v. American Vending Sales, Inc., 35 F.3d 1576, 1579 (Fed. Cir. 1994). Intellectual property infringement takes place in the state of the infringing sales, rather than the state of the owner's domicile for purposes of tort provisions of the Illinois long arm-statute. Id.; Lifeway Foods, Inc. v. Fresh Made, Inc., 940 F. Supp. 1316, 1320 (N.D. Ill. 1996) (alleged trademark infringer's contacts with state did not subject it to personal jurisdiction under doing business clause of Illinois long arm statute where plaintiff failed to show that defendant made sales directly to Illinois customers).

BHV's sales of allegedly infringing articles to Illinois consumers is sufficient to constitute minimum contacts in Illinois. Granted, plaintiff's trademark is national and there is no evidence in the record demonstrating that injury was mainly or only in Illinois. However, there was injury in Illinois and defendant, by choosing a mark similar to that of an Illinois corporation, assumed the risk of defending an infringement [*20] suit in Illinois.

Relying on Scherr v. Abrahams, 1998 U.S. Dist. LEXIS 8531, 1998 WL 299678 (N.D. Ill. May 29, 1998), BHV further argues that its connection with Illinois is of such a minimal extent that it should not reasonably have anticipated being haled into court. Granted defendant's contacts were minimal, however, it is the quality of contacts, not their number that determine whether they amount to purposeful availment for jurisdiction purposes. A single act may be sufficient to find that business was transacted in Illinois for purposes of long-arm jurisdiction, but that act must be the act which forms the basis of the plaintiff's claim. Arthur Young & Co. v. Bremer, 197 Ill. App. 3d 30, 554 N.E.2d 671, 678, 143 Ill. Dec. 736 (1st Dist. 1990).

In determining whether a single transaction is sufficient to sustain jurisdiction over a nonresident defendant, key factors include: who initiated the transaction, n3 where contract was formed, where performance or a major part was to be made, and fact that defendant voluntarily entered into business transaction with entity he knows to be a state resident. 

Dombrowski v. Larson

Lodge, 258 Ill. App. 3d 661, 630 N.E.2d 973, 977, 196 Ill. Dec. 808 (1st Dist. [*21] 1994); Capital Associates, Development Corp. v. James E. Roberts-Ohbayashi Corp., 138 Ill. App. 3d 1031, 487 N.E.2d 7, 11, 93 Ill. Dec. 563 (1st Dist. 1985); see also FMC Corp, 892 F.2d at 1311 (communications made to Illinois by telex or telecopier when coupled with the intent to affect Illinois interests provided sufficient basis for long-arm jurisdiction for tortious activities committed in Illinois); Club Assistance Program, Inc. v. Zukerman, 594 F. Supp. 341, 346 (N.D. Ill. 1984) (telephone calls between a plaintiff in Illinois and a defendant in another state satisfy requirements of long arm statute for exercise of personal jurisdiction if defendant intends to communicate his message to Illinois).

	ANNABELLE BEDREJO, 

…, Plaintiffs and Appellants, v. TRIPLE E CANADA, LTD., a/k/a LOAD  KINGINDUSTRIES and the ESTATE OF MARBEL YORO, Defendants and Respondents. 
1999 MT 200; 

The plaintiffs list as evidence that Triple E is "found within" Montana the following factors: Triple E advertises in nationally circulated magazines which are distributed in Montana; Triple E runs an interactive web site on the Internet's World Wide Web which is available to Montana web users; Triple E has a network of dealerships, none of which are in Montana, but some of which provide sales coverage for at least three Montanans who have purchased Triple E vehicles; and Triple E provided an "Adventure Club" for its members, through which it planned trips throughout Canada and the United States, some of which, the plaintiffs allege, would necessitate travel through Montana. The plaintiffs assert that these activities demonstrate [**4] Triple E's continuous, substantial, and systematic presence in Montana. Alternatively, the plaintiffs allege that the existence of Triple E's web site alone is enough to justify the Montana court's jurisdiction.

Bensusan and Millennium [**12] are persuasive as to the present case. In that regard, although Triple E's web site is available for viewing in Montana, there was no evidence of any transactions with Montana residents through that web site.

We conclude that the plaintiffs have not established that Triple E purposefully availed itself of the privilege of conducting business in Montana, nor did the plaintiffs' claims arise out of or result from Triple E's alleged activities in Montana. We agree with the District Court that any "entry" by Triple E into Montana amounted to only "an insignificant trickle" in the stream of commerce, and we hold that the exercise of jurisdiction over Triple E would not be reasonable. We affirm the decision of the District Court that it lacked jurisdiction over Triple E for purposes of this lawsuit.
Practical Applications of Supreme Court Precedent in Cyberspace 
	The Supreme Court has acknowledged that assessing whether personal jurisdiction may obtain involves an "imprecise inquiry . . . ."      Calder v. Jones, 465 U.S. 783, 790 (1984).  For a thorough analysis of the Supreme Court's development of legal doctrine in this area, see Roger H. Trangsrud, "The Federal Common Law of Personal Jurisdiction," 57 Geo. Wash. L. Rev. 849 (1989).  The determination of whether minimum contacts exists is, in the words of the Court, "one in which few answers will be written `in black and white.  The greys are dominant and even among them the shades are innumerable.'"      Kulko v. Superior Court, 436 U.S. 84, 92 (1978), quoting Estin v. Estin, 334 U.S. 541, 545 (1948).  

	Any time rules of law turn on a multi-part balancing test where deference is paid to a trial judge's findings, creative or skillful lawyers -- or inattentive judges -- will allow for variations in the law that may seem maddening to transactional lawyers or attorneys from civil law jurisdictions, who expect greater certainty.  Although the changing composition of the Court and natural development of legal doctrine in a common law system make it likely that rules of jurisdiction will continue to evolve over time, in a broad sense, the rules governing jurisdiction in cyberspace -- unlike so many other areas of Internet law -- are relatively well developed and predictable.  Absent an act of Congress or an attempt by individual states to amend their long-arm statutes to limit jurisdiction in Internet-related matters (neither of which appear likely as of this writing), or an international treaty, the scope of personal jurisdiction in U.S. courts will remain broad, and continue to be defined by existing precedent.  
Should Different Rules Apply to Cyberspace? 
In World Wide Volkswagen v. Woodson,      444 U.S. 286 (1980). the Supreme Court noted that the "increasing nationalization of commerce" and "modern transportation and communication . . ." have resulted in a relaxation of the limits that the Due Process Clause imposes on courts' jurisdiction.      See id. at 293.  Likewise, in Quill v. North Dakota,      504 U.S. 298 (1992). the Court specifically noted that a defendant's physical presence in the jurisdiction was unnecessary to finding that entity subject to jurisdiction, so long as its efforts are "purposefully directed" to the state's residents, because mail and wire communications have made it possible to conduct business without even ever physically entering a state.      Id. at 307.  In CompuServe, Inc. v. Patterson,      89 F.3d 1257 (6th Cir. 1996). the Sixth Circuit wrote that:

The Internet represents perhaps the latest and greatest manifestation of these historical, globe-shrinking trends.  It enables anyone with the right equipment and knowledge . . . to operate an international business cheaply, and from a desktop.  That business operator, however, remains entitled to the protection of the Due Process Clause, which mandates that potential defendants be able "to structure their primary conduct with some minimum assurance as to where the conduct will and will not render them liable to suit."      Id. at 1262, quoting World‑Wide Volkswagen v. Woodson, 444 U.S. at 297.    

More than a dozen years have passed since the Solicitor General urged the Court to consider the effects that broad assertion of U.S. jurisdiction have on international trade in the amicus curiae brief submitted in the Helicopteros Nacionales case.  At the margins, jurisdiction has been curtailed -- as in Helicopteros Nacionales de Columbia, S.A. v. Hall,      466 U.S. 408 (1984). where the Court held that mere purchases could not confer general jurisdiction (or, as noted in dicta, specific jurisdiction) and World Wide Volkswagen v. Woodson, where the Court rejected a broad foreseeability test.  In the main, however, the minimum contacts test continues to support the assertion of jurisdiction whenever a defendant has purposefully directed commercial activities to a resident of the forum state and the cause of action arises out of or relates to those efforts.

The rules governing personal jurisdiction are relatively straightforward, but fact‑specific.  It is for this reason, and not because the rules are unclear, that personal jurisdiction issues continue to be hotly litigated 18 years after World Wide Volkswagen v. Woodson.  

The minimum contacts test will result in jurisdiction being asserted over nonresident defendants in cases where, if the facts were reversed, a foreign court might not find jurisdiction.  As international business has expanded, commentators in the past expressed concern about the scope of U.S. jurisdiction.  Some foreign countries even enacted blocking statutes designed specifically to blunt what were viewed as improper, extraterritorial assertions of U.S. jurisdiction, especially in the area of antitrust law.  It seems unlikely, however, that there would be substantial domestic support for narrowing the scope of personal jurisdiction in Internet lawsuits to make it more difficult for U.S. litigants to sue foreign defendants in U.S. courts, at least in the absence of a treaty establishing uniform international standards for asserting Internet‑based jurisdiction.  

At the present time, there does not seem to be an adequate domestic consensus to establish international standards for cyberspace jurisdiction.  Although there have been isolated incidents where foreign governments have sought to regulate conduct by U.S. companies over the Internet,      For example, in late 1995 the prosecutor's office in Mannheim, Germany launched an investigation of CompuServe because it allowed its subscribers to access racist resources via the Internet.  Likewise, in 1996 authorities in France and the Canadian province of Quebec sought to regulate web sites containing information exclusively in the English language.  See supra § _____. there is also a countervailing concern that the Internet allows potential defendants to evade U.S. jurisdiction by establishing Internet-based businesses overseas, which may be accessed throughout the world.      Internet gambling operations typically are established overseas, as are a number of "adult-oriented" web sites and vendors of unregistered securities.  See supra § ___.  So long as the scope of U.S. jurisdiction is not viewed as inhibiting the development of electronic commerce, U.S. businesses in the aggregate are likely to benefit from the present system, which allows parties to agree in advance on a forum for resolving disputes and otherwise allows for a broad range of international controversies to be resolved in U.S. courts.



