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Transnational Jurisdiction in Cyberspace
Data Protection Laws and Jurisdiction


Introduction

	This portion of the American Bar Association project on “Transnational Jurisdiction in Cyberspace” concerns the application of data protection laws, designed to protect aspects of personal privacy, in the context of cross-border electronic commerce. 
Electronic commerce offers unique opportunities to collect, store, and “mine” information about consumers, and to use that information to make the interaction between consumer and vendor more efficient.  For example, the consumer’s subsequent visits to a website can be streamlined and tailored.  This is made possible by using stored information from one or more typical sources:
·	information furnished originally by the consumer on a registration page, 
·	data automatically recorded in a “cookie” file that is stored on the consumer’s computer (which might include identification, hardware and software capabilities, passwords and access codes), 
·	information automatically collected online by reviewing other files on the consumer’s computer, 
·	a transaction record of the consumer’s purchases, payments, license and warranty registrations, and e-mail communications, 
·	“clickstream” data automatically recording the sequence of the consumer’s visits to pages and links on the site,
·	possibly consumer-specific or psycho-demographic modeling data obtained from third parties, such as individual reference services or marketing companies, to match with site-generated data.

Such information allows the vendor to reduce delays during site visits and eliminate the need for re-entering personal data on successive pages or in successive visits.  Personal data may be necessary to authenticate the identity of a customer, process electronic payments, extend credit online, or to allow the consumer to track product delivery or verify account activity.  Stored personal data may also be used to provide appropriate after-sale service, such as responding to technical questions, furnishing warranty service, and providing information about product upgrades or alerts.  Analysis of individual transactions and preferences allows vendors to fine-tune their product offerings and advertising, and to target their direct marketing to the elusive “market of one.”  Not surprisingly, consumer data has become a prime asset in electronic commerce.  
At the same time, polls and informal surveys repeatedly show that consumers are often troubled by concerns that their stored personal data will be intercepted or misused, leading to embarrassment, harassment, fraud, credit card theft, erroneous judgments of their credit standing, or a flood of unwanted solicitations.  Such concerns (which arise from both online and offline consumer profiling techniques) have motivated diverse legislation designed to protect aspects of informational or data privacy, as well as voluntary, contractual, and self-regulatory practices designed to reassure prospective customers.  
These data protection measures, however, vary considerably from one jurisdiction to another, and often from one business sector to another.  Consumers online frequently deal directly with vendors located in distant states or countries, where privacy laws and expectations differ from their own.  In those cases, whose data protection laws and which enforcement mechanisms should govern the collection and use of personal information?
Our analysis starts in Part I with (A) a summary of the relatively new legal protections of informational or data privacy and rights to control direct commercial solicitations, as reflected in the laws of the United States, the European Union, and a sampling of other countries.  We describe (B) how courts and regulators are likely to resolve conflicts of data protection law offline and (C) how traditional conflicts analysis is likely to be applied (and possibly modified) in the context of cross-border electronic commerce.  In Part II we consider whether these results are likely to be predictable, fair, or efficient, and how they might produce adverse consequences for consumers and vendors in electronic commerce.  Finally, in Part III, we offer some suggestions as to how conflicts analysis should be applied to data protection in cyberspace, and how viable alternatives to judicial or regulatory enforcement actions could evolve that would render the jurisdictional analysis irrelevant in most cases.

I.	Data Protection and Jurisdictional Conflicts

There are many laws and legal doctrines that in some way concern notions of personal privacy.  For purposes of this analysis, we are focussing on data collection only -- the collection and use of personal information relating to individual consumers for commercial purposes. Thus, this analysis does not discuss the application of state, federal, or foreign criminal laws to certain widely prohibited intrusions by “hackers,” such as unauthorized access to stored electronic communications (e.g., the US federal Electronic Communications Privacy Act, 18 USC §§ 2701-2711).  Those laws, which protect consumers as well as other Internet users, arguably protect “privacy” interests but are also aimed at electronic forms of theft, trespass, and vandalism.  
Laws and announced voluntary practices in this area are relatively new, largely dating from the 1970s.  In the United States, the evolution of consumer information or data privacy practices has largely been left to the marketplace, except for sectoral legislation governing specific data (such as telephone and cable television subscriber information) or specific uses of data (such as consumer credit reports), which are often regulated in considerable detail.  In most of Europe, by contrast, and in a growing number of countries in other parts of the world, the trend has been to lay down broad, general principles for personal data protection in “omnibus” laws that cover most or all commercial activities.  These laws are enforced chiefly by specialized regulatory bodies (generically termed the “Data Protection Authorities”), but they are increasingly enforceable in private court actions as well.  As shown below, despite similar underlying principles, the relevant laws and enforcement mechanisms in the US and Europe differ in important details and are hard to reconcile.  This raises conflicts issues that are multiplied and in some respects made more complex in the context of global electronic commerce.

A.  US and European Approaches to Consumer Data Protection

In the United States (and this is also largely true of Canada, Australia, Japan, and Latin America), the “self-regulatory” approach to data protection in commercial transactions has been characterized, until very recently, by reliance on market forces to determine where to strike the balance between consumer data protection concerns and economically valuable uses of consumer data.  Commercial data protection practices in these countries are largely driven by contractual promises and by concerns over business reputation, as well as compliance with consumer credit reporting laws and other specific legislation.  Often, consumers are presented with a quite real choice between preserving greater anonymity or obtaining something of value (an instant credit line, for example, or a discount on goods when using a store card that tracks purchases).  

In Europe, by contrast, and in jurisdictions that have adopted European-style data protection laws (including Quebec, the Hong Kong SAR, Taiwan, New Zealand, and Israel), informational or data privacy is regulated according to broad principles stated in  “omnibus” laws that are enforced more often by the state or national Data Protection Authorities than by courts.  This makes for substantial differences in data protection rules and procedures, compared to the US and many other countries, and therefore in the expectations of consumers and vendors who meet each other in cyberspace.
It is useful to compare some of the legal privacy protections available in the United States and Europe, respectively, before examining how conflicts between them can be resolved.

US Constitutional protection against government, not private, intrusions.  The legal protection of privacy in the United States (as in Canada, Australia, and most other countries outside Europe until quite recently) has traditionally focussed on guarantees against abuses of government power, not commercial practices.  The US Constitution, drafted in the 18th Century, does not use the term “privacy,” but the First, Fourth, and Fifth Amendments protect individuals from unwarranted intrusions by the federal government in their personal lives.   Prominently, this includes the Fourth Amendment right of individuals to be “secure in their persons, houses, papers, and effects” against unreasonable searches and seizures.  Similar guarantees appear in the various state constitutions, and the Fourteenth Amendment to the federal Constitution has the effect of compelling federal and state courts to apply two centuries of Fourth Amendment jurisprudence to control the actions of state governments and of private parties acting “under color of” state law.  
Apart from the latter, however, the federal Constitution (like all of the state constitutions except California’s, following a ballot initiative in the 1970s) offers no constitutional protection against invasion of privacy by private parties, or against unauthorized disclosures of personal information about them.  The Supreme Court expressly held in United States v. Miller, 425 U.S. 435 (1976), that individuals have no protected Fourth Amendment privacy interest in personal information that they voluntarily provide to another private party (a bank, in that case).  More recently, the federal Fourth Circuit Court of Appeals overturned Congress’ attempt to restrict the states in selling driver’s license information to commercial entities.  See Condon v. Reno, 155 F.3d 453 (4th Cir. 1998).  The court ruled that the federal Driver’s Privacy Protection Act violates the Tenth Amendment (reserving powers to the states) and cannot be justified under the Fourteenth Amendment, because there is no constitutional right of privacy with respect to “names, addresses and phone numbers.”

US legislative focus on government uses of personal data.  Most federal and state legislation in the US aimed at information or data privacy similarly concerns the use of personal data collected by the government (e.g., for voting, tax, benefits, or law enforcement purposes).  The federal Privacy Act of 1974, for example, seeks to control data matching from government databases.  It reflects academic and information technology industry views of “fair information practices,” such as restricting disclosure to employees with a need to know and furnishing the individual data subjects with notice and access rights.  But it concerns only the use of federal government records.   Similar legislation exists at state level, as well as more detailed provisions applicable to particular kinds of government records, such as tax filings.  In addition, statutory privacy exceptions to federal and state Freedom of Information Acts preserve the confidentiality of some personal information that governments would otherwise be obliged to make public.

Consumer privacy and tort law in the US.  There is little caselaw on the protection of consumer privacy in the common law jurisprudence of the American states.  In limited circumstances, the common law tort of “invasion of privacy” can be actionable in state courts (see ALI Restatement (Second) of Torts § 652)), but this tort has not generally been interpreted to constrain the use of truthful information that was lawfully obtained.  For example, in Dwyer v. American Express, 652 NE2d 1351 (Ill. App. 1995), the Illinois Court of Appeals addressed claims of tortious invasion of privacy arising from the alleged sale, for marketing purposes, of card member names and addresses associated with certain buying patterns.  The court dismissed the claims, noting that the customers voluntarily used their charge cards and that the company owned the resulting transactional data. 

Constitutionally protected commercial “speech.”  Moreover, in the United States the use of information by private parties is normally protected under the First Amendment guarantee of freedom of expression.   As the US Supreme Court held, for example, in a 1989 newspaper case, Florida Star v. B.J.F., 491 US 524, 541 (1989), the public disclosure of lawfully obtained and truthful information must be allowed unless restraint is reasonably necessary to satisfy a state interest “of the highest order.”  
Restrictions on less-protected “commercial speech” must also be justified by important public policy interests and limited to minimal constraints.  Consumer or data privacy will not necessarily be recognized as such a compelling interest, as is demonstrated in the 1999 decision of the federal Tenth Circuit Court of Appeals invalidating the privacy regulations issued by the Federal Communications Commission to control the use of  “customer proprietary network information” (“CPNI”).  U.S. West, Inc. v. Federal Communications Commission, No. 98-9518 (10th Cir., Aug. 18, 1999).  “CPNI” refers to information about a customer’s telecommunications equipment, telecom services, and patterns of network use obtained in the course of providing or billing for common carrier telecommunications services.  The FCC’s rules were grounded on section 222(c) of the Communications Act of 1934, as amended by the Telecommunications Act of 1996, under the heading “Privacy of customer information.”  The rules established, in most cases, a written opt-in requirement before CPNI could be disclosed to others (including the carrier’s affiliates) for marketing or for other purposes apart from what is required to provide and bill for the subscribed service.  
The appellate court found that the FCC’s rules unconstitutionally infringed the carriers’ First Amendment right to engage in commercial speech with customers.  The court questioned whether the government had adequately identified what privacy interests were at stake and why they required extraordinary protection, noting that privacy is a broad concept and entails social costs as well as benefits.  The court ruled that the government failed to demonstrate “real” harm to privacy and that, in any event, the CPNI regulations were not narrowly tailored to the perceived privacy interests.  Those might have been as well served, the court concluded, with less restrictive alternatives such as providing notice and an opportunity to opt out. The court’s analysis is based on that of a leading US Supreme Court decision on “commercial speech” (i.e., marketing and other proposals for commercial transactions, which are less protected constitutionally than non-commercial speech), Central Hudson Gas & Electric Corp. v. Public Services Commission of New York, 447 US 557, 562-63 (1980).  Under the Central Hudson test, a court first considers whether the commercial speech concerns a lawful activity and is not misleading; it must meet that standard to be accorded any First Amendment protection from state regulation.  Assuming that test is met, the government may restrict commercial speech only if it has a “substantial state interest” that would be “directly and materially” advanced, and then only if the regulation is “no more extensive than necessary to serve the interest.”  Unless this decision is overturned by the United States Supreme Court, the FCC will be obliged to make a fuller record to establish what privacy interests its rules are designed to protect and to demonstrate that the agency has weighed the alternatives to find the least restrictive means of carrying out its objective.  
Thus, even if there were a political consensus in the United States in favor of a European-style omnibus law regulating the collection and use of consumer information (and no such consensus has emerged at the federal level or in any of the states), such legislation could be challenged constitutionally as an overly broad constraint on commercial speech.

Specific US privacy or data protection-related laws.  Federal and state legislatures have adopted a variety of more narrowly tailored laws designed, among other things, to prevent specific harmful or offensive commercial uses of personal data.  These were written for the offline world but typically apply as well to online activities.  Those with the greatest relevance for electronic commerce are listed below:

·	The federal Fair Credit Reporting Act regulates the collection and dissemination of “consumer reports” (statements that include information about a consumer’s credit worthiness, credit history, character, reputation, personal characteristics, or mode of living).  A consumer reporting agency (any body that regularly assembles or evaluates information on consumers to furnish to third parties) may provide information to third parties only for a “permissible purpose.”  These purposes include, for example, credit and loan transactions, check approvals, and decisions to issue insurance policies.  
Marketing is not a permissible use of a consumer report.  However, under the most recent amendments to the FCRA, a company can disclose its intention to share its own transactional experience with an affiliate for marketing or other purposes, and it may do so if the consumer does not object. 
The FCRA also provides a number of privacy protections that are similar to those found in European data protection laws.  Persons relying at least partly on a consumer report must notify the individual, who has rights under the FCRA to review the data supplied and seek corrections or lodge objections in the file.  These must be notified to the parties relying on the consumer report and transmitted in the future as part of the report.  An individual may at any time obtain a copy of his or her consumer report from a consumer reporting agency.  As there are three nationwide agencies in the United States, this is readily accomplished.  The agencies must keep the data accurate and delete “obsolete” information (maximum retention periods are prescribed in the statute).  Information relating to medical conditions or treatment may be disclosed to third parties only with the individual’s consent.  Consumer reports may also be given to an employer or prospective employer only with the individual’s consent.
The FCRA is enforced by the Federal Trade Commission (or by the federal bank supervisory authorities, in the case of financial institutions) as well as through private judicial actions for damages (which are sometimes initiated as broad class actions representing many consumers).  State attorneys general may also bring actions based on the FCRA, as Minnesota did this year with regard to a bank’s alleged sale of account information to a marketing company.  Most states also have analogous credit reporting statutes enforced by private actions in the courts and by the state attorney general.  Thus, any enterprise that regularly collects consumer information online and furnishes it to others must take care to satisfy any applicable obligations under the FCRA and pertinent state credit reporting laws. 
	Children’s privacy.  The federal Children's Online Privacy Protection Act of 1998 ("COPPA"), specifically addresses information privacy practices online, with respect to children.  Under COPPA, the Federal Trade Commission is promulgating rules to prevent the online collection and use of information from persons under 13 years of age, and disclosure to third
parties, unless there is sufficient notice and the consent of a parent or legal guardian.  COPPA also requires web site operators to give parents access to the data furnished by the child and an opportunity to delete such data.	

·	Bank privacy laws in several states regulate the disclosure of customer financial records to any third party (see, e.g., Ill. Rev. Stat. ch. 202, sec. 5/48.1; N.J. Stat. Ann. Sec. 17:16K-3; Minn. Stat. sec. 13A.01).  These laws have direct application to Internet banking activities, although there are some unresolved questions about their jurisdictional reach in the case of financial services offered via the Internet from another state.  By contrast, the federal Right to Financial Privacy Act of 1978 regulates only the disclosure of financial records to government regulatory and law enforcement agencies.

·	The federal Electronic Funds Transfer Act, 15 USC §§ 1693 et seq. requires institutions that provide electronic banking and wire transfers to inform consumers of the circumstances in which information about their accounts or transactions will be disclosed to third parties in the course of effecting funds transfers.

·	Financial services reform.  Congress has been debating substantial changes to the federal bank regulatory regime, which limits the activities of various kinds of financial institutions and often keeps them out of related financial services businesses.  One result of financial services reform could be the freedom to create financial conglomerates offering retail banking, insurance, and stock brokerage services.  The component parts of such conglomerates would want to share customer data with each other, not only for marketing purposes but, e.g., for better customer service, investment advice, consolidated account and transactions statements, credit evaluation, risk analysis, and fraud prevention.  Many of these services are already being offered online, but typically by separate entities.  Tracking some of the data protection undertakings included in the Federal Reserve Board’s 1998 approval of the Citibank/Travelers Insurance merger, the Clinton Administration and some legislators sought privacy provisions to the effect that customers must be informed of information sharing practices with affiliates as well as with third parties, and given an opportunity to opt-out of such sharing.  The various data protection proposals for financial services have been vigorously debated, and the precise contours of notice, opt-in or opt-out procedures, and appropriate exceptions are much disputed.  If data protection standards are included in financial services reform legislation, they will presumably apply as well to the rapidly growing online financial services industry, enforceable in the courts as well as by the banking, securities, and possibly insurance supervisory authorities.

·	Federal bank supervisory authorities.  The Office of Thrift Supervision issued a Policy Statement on Privacy and Accuracy of Personal Customer Information (November 1998).  OTS, which regulates savings and loan associations, offered consumer privacy “guidelines” in the interest of protecting the “safety and soundness” of the institutions, which could be threatened by legal and reputational risks in the event of data protection breaches.  The Office of the Controller of the Currency has also begun to examine financial institutions’ data protection policies under a similar rationale.

·	Telecommunications laws and regulations.  The federal Telecommunications Act of 1996 includes provisions concerning the privacy of data about a customer’s use of telecommunications services.  It also includes provisions on subscriber lists.  The statute would requires the customer’s approval, for example, before a telecom carrier could provide information to an affiliated or third-party Internet Service Provider, but so far ISPs themselves have not been treated as telecommunications service providers subject to the Act’s customer data privacy provisions.  In addition, the FCC and state telecommunications regulators have adopted rules allowing individuals to have unpublished telephone numbers and to suppress the transmission of caller identification signals to the party called (which must be done on a call-by-call basis).  Some states have adopted laws or regulations forbidding telemarketers from suppressing their caller identification signals; the application of these laws to telemarketers calling from other states is a jurisdictional issue that has not yet been decided. 

·	The Cable Communications Policy Act of 1984, 47 U.S.C. §§ 551 et seq., as amended by The Cable Television Consumer Protection and Competition Act of 1992, addresses the privacy of cable television viewer choices.  The Act requires cable operators to disclose their practices in collecting and using personally identifiable information (such as which optional channels a subscriber takes, and which pay-per-view films a subscriber orders).  It prohibits the sharing of such information without prior consent.  The Act also provides consumers with the right to access cable company records for purposes of inspection and error correction.  The statutory provisions are enforceable through private rights of action for damages.

US Privacy-related restrictions on direct commercial contacts.  Privacy concerns are also behind efforts to place restrictions on the time and manner of direct commercial communications to consumers.  
·	Mailing lists.  At least one state requires opt-in consent by consumers before selling or sharing mailing lists or credit card account information  Maine Rev. Stat. Ann. Tit. 9-A, sec. 9-304., and others require notification and opt-out procedures in such cases  California Civ. Code sec. 1748.12(b); Florida Stat. ch. 817.646; Hawaii Rev. Stat. sec. 708-8105..  Such legislation presumably applies to postal address lists (and perhaps e-mail lists) developed from online screen registrations, as well as credit card information from online transactions.   It is not uncommon for vendors and direct marketing organizations to exclude Maine residents from their direct mail campaigns because of the requirement for opt-in consent to use mailing lists; it is not so easy to restrict access to website advertising, however.

·	The Telephone Consumer Protection Act of 1991, 47 USC § 227 obliges telemarketers to make and consult lists of persons who do not wish to be called and forbids advertising by fax without consent.   As with certain restrictions in the Fair Debt Collection Practices Act, communications are regulated that could foreseeably result in disrupting the consumer’s family life or employment relationship, or tying up the consumer’s telephone line or fax equipment.  So far, there are no reported court decisions applying the Act to e-mail advertising.

·	The Telemarketing and Consumer Fraud and Abuse Prevention Act of 1991 (15 USC §§ 6101 et seq.) also creates a private cause of action in the courts and authorizes state enforcement actions in the case of deceptive or abusive telemarketing practices.  Again, the courts have not applied this Act to e-mail advertising.

·	Anti-spam legislation.  Congress or the states could similarly choose to restrict e-mail advertising, and many bills have been introduced at both state and federal level that have not been adopted.  Several states (including Colorado, Delaware, Illinois, Nevada, North Carolina, Texas, Virginia, and Washington) have recently adopted “anti-spam” rules.  These  typically prohibit deceptively identified commercial e-mails, and some  require either a prior relationship with the consumer or consent from the consumer (or, in some states, from the Internet service provider) before launching an e-mail advertising campaign.

FTC and State Enforcement of "Fair Trading Practices" Laws.  The Federal Trade Commission has taken action against website operators for violations of their own announced privacy policies, on the theory that this constitutes an "unfair or deceptive" trade practice under the Federal Trade Commission Act, sec. 5(a).  The most celebrated case, against GeoCities,
concluded with a consent order in 1998 (see http://www.ftc.gov/os/1998/9808/geo-ord.htm).  Most states have parallel legislation ("Little FTC Acts"), and consumer organizations in California, for example, have recently sued banks under California's law for sharing
customer information with marketing companies.

European-style privacy regulation.  The European approach, which is influential in many other countries, is to define privacy as a civil liberty and to establish rules of broad application for the handling of personal data.  Thus, both law and practice differ between the US and Europe, and there are ongoing discussions between the US Department of Commerce and the European Commission in an effort simply to find ways for customer and employee data to continue to move across the Atlantic in the context of international business.  A brief discussion of European data protection law will highlight the potential for conflict and the need to establish either clear and workable agreements on jurisdiction or effective alternatives to administrative and court enforcement of European privacy laws when the data are processed abroad in the course of international business.
Privacy as a human right.  In the aftermath of the Second World War and the defeat of totalitarian regimes in Europe and East Asia, sweeping declarations of human rights were adopted by the United Nations and the Council of Europe.  Interestingly, those rights were not limited by their terms to protections against government intrusion.  The 1948 United Nations Universal Declaration of Human Rights proclaims, 
“No one shall be subjected to arbitrary interference with his privacy, family, home or correspondence, nor to attacks on his honour and reputation.  Everyone has the right to the protection of the law against such interference or attacks.” (Art. 12)
  

The 1950 Council of Europe Convention on Human Rights similarly declares, “Everyone has the right to respect for his private and family life, his home and his correspondence” (Art. 8(1)).  
In Western Europe, these declarations were taken to mean that governments had an obligation to protect their citizens’ privacy from intrusions by others as well as by the government itself.  

The concept and scope of data protection.  As noted above, the United States developed notions of “fair information practices” (including accuracy, notice, choice, access, and security) with respect to government databases, notably in the Privacy Act of 1974 and the privacy exceptions of the Freedom of Information Act of 1974, and also with respect to specific commercial activities, prominently credit reports.  In the same period, several jurisdictions in Western European (starting with the German state of Hesse and the national legislatures in Sweden and France in the 1970s) adopted similar principles in data protection laws that applied to the private sector as well as to some government activities.  The French law extended to any organized data files, manual or automated, but the trend in Europe was to deal more narrowly with the “new” problem of regulating centralized computer databases and data matching techniques.  This was perceived to expose personal data to systematic searches, greater sharing of data, and new uses for the data beyond what had been disclosed to the individual.

The OECD Privacy Guidelines.  By the late 1970s, there were public-sector privacy laws in the US and omnibus privacy laws in several European countries, drawing on roughly the same fair information practices principles, but there was already concern over the divergence of national laws implementing those principles.  After much study, the member nations of the Organisation for Economic Cooperation and Development (OECD), including the United States, Japan, and Canada as well as the leading European national economies, adopted the 1980 OECD Recommendation Concerning and Guidelines Governing the Protection of Privacy and Transborder Flows of Personal Data (the “OECD Privacy Guidelines”).  According to the Explanatory Memorandum, the member countries feared that “disparities in legislation may create obstacles to the free flow of information between countries.”  

Substantively, the OECD Privacy Guidelines recognize certain “basic principles” (Arts. 7- 14) as “minimum standards” (Art. 6) for handling personal data, “whether in the public or private sectors” (Art. 2):

·	Collection limitation (collection by lawful and fair means and, “where appropriate,” with the knowledge or consent of the individual data subject;

·	Data quality (relevance and accuracy for the intended purpose);

·	Purpose specification (use should be limited to the purposes specified at the time of collection, and new or changed purposes should be specified subsequently);

·	Use limitation (use or disclosure only with consent, or under authority of law, or in a manner not incompatible with the specified purpose);

·	Security safeguards (reasonable precautions against loss, alteration, or unauthorized access);

·	Openness (disclosure of data practices, identity and location of data controller);

·	Individual participation (data subject’s right to confirm existence of files, to have the data communicated to him, to be given reasons for any denial of access and an opportunity to challenge that denial, and to “challenge” data relating to him and, “if the challenge is successful” (no standard is given for this determination), to have the data corrected or erased;

·	Accountability principle (data controllers should be accountable for complying with “measures” that give effect to these principles).



The OECD Privacy Guidelines include a section (Arts. 15-18) on the obligation of member nations to take steps to ensure the free flow of personal information among them.  Exceptions may be made where the importing country “does not yet substantially observe these Guidelines” or match specific data protections in the exporting country, or where the “re-export” of the data threatens to “circumvent” domestic data protection legislation.  Article 19 says that member countries should give effect to the Guidelines by adopting appropriate domestic legislation, encouraging self-regulation, providing adequate procedures and remedies for individuals, and ensuring there is no unfair discrimination against data subjects.

The OECD Privacy Guidelines, although they do not have the force of an international treaty, have been influential in national legislation and self-regulatory initiatives.  They are also the foundation for the US Administration’s and the FTC’s data protection objectives, as well as for the current US-EU “Safe Harbor” negotiations.

 	Council of Europe Convention 108.  In 1981 the Member States of the Council of Europe (which now comprises nearly all European nations, inside and outside the separate treaty organization of the European Union) adopted a Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data (Council of Europe Convention No. 108).  The Convention entered into effect in late 1985.  This gave treaty force to essentially the same principles as were found in the 1980 OECD Privacy Guidelines, and also established an ongoing body to make further studies and recommendations concerning specific data processing applications.  

The data protection principles were reorganized and slightly expanded in Convention 108, including, for example, a provision that data should be kept in personally identifiable form for no longer than required for the specified purpose of the data collection.  The Convention also recognized “special categories” of data revealing race, political opinions, religious beliefs, health or sexual life, or criminal convictions; processing such data was to be subject to “appropriate safeguards” in domestic law.  Member countries were also to designate an authority to liaise with data protection authorities in other countries and handle requests for assistance by individuals.

Council of Europe Convention 108 became the basis for data protection laws enacted in the late 1980s and 1990s in most European countries.  Although the Convention contains provisions similar to those found in the OECD Privacy Guidelines on allowing the free flow of data across borders, some countries imposed authorization requirements and special restrictions even for data flowing to another nation that had enacted laws based on the Convention.  France, for example, routinely imposed restrictions on data flows destined for England, because of differences in the scope and detail of their respective laws, as well as imposing conditions on data transfers to countries such as Italy and the United States that did not have similar laws.

The EU Directive.   Because of continuing differences among the EU Member States, the EU institutions determined to effect a greater harmonization of data protection laws.  These would include measures to prevent the laws from being bypassed by onward transfer of the data to countries lacking “adequate” levels of data protection.  Directive 95/46/EC, on the protection of individuals with regard to the processing of personal data and on the free movement of such data (the “EU Data Protection Directive”).  The Directive was adopted in 1995 and was to be implemented by the Member States by October 1998; some are still in the legislative process of transposing the Directive.
The Directive is largely built on the model of Council of Europe Convention 108, including its principles and terminology.  But the Directive has much more substantive and procedural detail, as well as mechanisms for establishing European-level data protection policies and decisions, particularly with regard to transborder data flows to non-EU countries.

Broad scope of the EU Directive.  The scope of the 1995 Directive is greater than virtually all of the national laws it supersedes.  It covers the “processing” (defined to include anything that can be done with data, from collection to deletion) of “personal data” (any information identified or identifiable to a natural person), either by automated means or as part of an organized filing system (although a ten-year transition period is allowed for manual files, compared to three years for automated data processing).  Processing for purely personal or household purposes is excluded, as are government activities (such as the police and the military) that are outside the scope of the EU Treaty itself.  Essentially all processing of personal data for commercial purposes is, therefore, to be covered by the national laws implementing the Directive.  It is difficult to imagine many activities of an enterprise relating to its customers or employees that does not entail some identifiable reference to individuals.

Grounds for processing under the Directive.  Under Article 6 of the Directive, data controllers (those persons or entities that determine the purposes and means of processing, alone or jointly with others) are responsible for implementing the “data quality” principles drawn from Council of Europe Convention 108.  According to Article 7, processing is only permitted if the individual (“data subject”) has given “unambiguous” consent or if one of the other enumerated conditions is satisfied.  These include processing “necessary for the performance of a contract” with the data subject, or in order to enter into a contract with the data subject, and processing necessary for compliance with a legal obligation.  Article 7(f) provides that processing may also be allowed under a balancing test – if the individual’s privacy interests do not override the “legitimate interests” of the controller.  This is a potentially large, but untested, ground for lawful processing of personal data.

Sensitive data; balancing freedom of expression.  Processing of “special categories” of sensitive data (race, religion, political opinion, trade union membership, health or sex life) normally requires consent, but there are a few exceptions.  (Art. 8.)  Processing of data relating to criminal offences security measures, or civil or administrative proceedings may be specially controlled under national law.  Member States are to provide appropriate exemptions for journalism and literary expression, but only to the degree necessary to reconcile the right of privacy with the freedom of expression.  (Art. 9.)

Expanded individual rights.  The Directive is more detailed than the Council of Europe Convention in listing what information must be disclosed to the individual (Arts. 10 and 11).  It repeats much of the language of the Convention on the individual’s rights of access to “the data” about her (Art. 12).   The Directive includes wholly new provisions giving individuals a right to object to direct marketing (Art. 14(b)) and restricting the ability of controllers to employ screening or scoring software to reach “automated individual decisions” (Art. 15).  

Notification under the Directive.  Data controllers are responsible for notifying the authorities of their data processing activities (Art. 18).  Alternatively, Member States may provide (as do Germany and Sweden) for a company to appoint its own internal data protection officer, who is then responsible for keeping a registry of the organization’s personal data processing practices and making it publicly available (Art. 18(2)).

European data protection authorities and remedies.  The Directive stipulates that Member States must give independent data protection authorities investigative powers and the authority to order the blocking of data processing or data transfers (Art. 28).  The Member States must also provide for judicial remedies, including injunctive relief, compensatory damages, and “suitable” sanctions to ensure compliance (Arts. 22-24).

European-level procedures.  In the past, the interpretation and enforcement of data protection laws have been effected only at national level (or in the case of federal Germany, at state and national level).  The Directive establishes EU-level procedures, including procedures for adopting additional measures that are binding on all Member States as a treaty obligation.  A Working Party on the Protection of Individuals with regard to the Processing of Personal Data is established under Article 29 (the “Article 29 Working Party”), composed of representatives of the independent data protection authorities in each of the fifteen Member States and a representative of the European Commission.  In addition, Article 31 contemplates a Committee (the Article 31 Committee) directly representing the Member State governments, which can be consulted as needed.  
	The Article 29 Working Party has actually been meeting quarterly since 1996 and producing papers and recommendations in several ongoing projects.  This has been an important forum for communication and debate among the national data protection authorities, and some of the papers produced to date provide greater clarity as to how the rather general terms of the Directive will likely be enforced with respect to particular data applications.  (The Working Party’s papers published to date are posted online at http://europa.eu.int/comm/dg15/en/media/dataprot/wpdocs/index.htm.)  The Working Party’s opinions are advisory rather than mandatory, although they have a special role in the evaluation of third-country data protection, as explained below.

The Directive contemplates that there will be further detailed harmonization of Member State laws and practices over time.  To effect such harmonization, the European Commission, on its own or at the recommendation of the Article 29 Working Party, can submit draft mandatory measures to the Article 31 Committee.  The Committee (by a weighted majority vote reflecting the relative populations of the various Member States) may approve the Commission’s draft measures, in which case they are binding on all the Member States.  If the Committee disapproves of the Commission’s draft measures, the European Council (representing the Member State governments at the highest level) may reject them, again by qualified majority vote, within three months.  Otherwise, the measures go into effect and are binding on the Member States.

Transborder data transfers from the EU.  Although data should ultimately move freely within the EU as a consequence of the Directive, Articles 25 and 26 address the question of data transfers to “third countries” outside the EU.  Under Article 25, Member States are obliged to provide that data are exported only to third countries that ensure “an adequate level of protection.”  Adequacy is to be assessed in the light of all the circumstances, which may take account of “professional rules and security measures” followed in the destination country, as well as its laws.  Where one or more Member States question the adequacy of protection in a third country, the Article 29 Working Party is to give the Commission an opinion on that issue (Art. 30(b)).  The Commission may, following the Article 31 process outlined above, order the Member States to prevent data flows to that country.  It may also enter into negotiations with a third country, as it has done with the United States, to find ways to ensure adequate protection there for personal data from the EU.  In that event, the Commission can also adopt a decision that is binding on the Member States through the Article 31 process (Art. 25(5) and (6)).  That is the process that may be employed to give effect to any “safe harbor” data protection principles and procedures that are ultimately agreed between the European Commission and the US Department of Commerce, and subsequently with any other third countries.
	Failing a determination of adequacy or agreed data protection provisions in a third country, some personal data may still be transferred under one or more of the “derogations” outlines in Article 26 of the Directive.  For commercial purposes, the most important derogations are for transfers with the “unambiguous” consent of the data subject (Art. 26(1)(1)), transfers necessary to enter into or perform a contract with the data subject (Art. 26(1)(2)), and transfers subject to sufficient contractual or other guarantees of protection (Art. 26(2)).  A Member State must notify the Commission and the other Member States to the extent that it approves individual data flows subject to contractual or other guarantees, and the Commission can adopt binding measures through the Article 31 process that might compel the Member State to block or change its conditions for such transfers (see Art. 26(3)).  The Commission may also approve “standard contractual clauses” under Art. 26(4), although it has not yet done so.
	So far, the Article 29 Working Party and the Commission have not given unqualified approval to data transfers to many third countries, although nations with very similar laws and enforcement practices are likely to get favorable treatment.  Several jurisdictions outside Europe, including Quebec, the Hong Kong Special Autonomous Region, New Zealand, and Taiwan, have European-style data privacy laws and enforcement bodies and hope to be deemed “adequate” for continuing data flows from EU countries.  Other countries, including Japan, Canada, and Australia, are debating national laws designed to satisfy the adequacy test as well as domestic political agendas.  Still others, such as Argentina and Brazil, have not yet adopted constitutionally mandated privacy laws and are now considering such legislation in light of the EU Directive and the future enforcement policy of EU Member States.

Data protection in telecommunications.  Also effective October 1998, EU Directive 97/66/EC applies the principles of the general Data Protection Directive to the telecommunications sector.  As with some of the American legislation discussed above, this Directive lays down rules for subscriber directories, caller identification, telemarketing, and the disclosure of usage or billing data by telecommunications service providers.  This has implications particularly for those telecom companies that also act as Internet Service Providers, as they must, for example, allow their subscribers to opt out of cross-marketing uses of the data.  The Member States are just beginning to implement this Directive, however, and it was not drafted with the Internet in mind.  
Significantly, in August 1999 the EU proposed to the World Trade Organization that Internet access and Internet network services should be classified as telecommunications services under the WTO’s Agreement on Basic Telecommunications Services.  If the EU follows this classification internally, it might well seek to extend the requirements of the Telecommunications Privacy Directive to ISPs operating in Europe, and not only to the providers of public telecommunications services.  This could affect ISP practices with regard to subscriber directories, anonymity, and marketing, as well as obliging online marketers to create or consult no-contact lists (which the European Commission has separately proposed).  The application of such rules to ISPs, Internet backbone networks, or online marketers located outside the EU would certainly raise controversy.  And as noted below, this jurisdictional issue is not being addressed in connection with the US-EU privacy “Safe Harbor” negotiations.

Contractual safeguards.  Several Member States, even under pre-Directive data privacy laws, have long permitted data flows from individual companies (or among business networks such as travel reservation systems and credit card associations) based on contractual guarantees.  France pioneered this approach in the 1980s among the national affiliates of Fiat, with respect to their employee data.  A joint project of the Council of Europe, the European Commission, and the International Chamber of Commerce produced model contract clauses in the early 1990s that have been used routinely in Switzerland and that have served as a model elsewhere.  In 1995, the German state data protection authorities agreed to allow Citibank to process German credit card application and transactions data in the United States, subject to a detailed agreement between the relevant Citicorp affiliates in both countries.  This “interterritorial” agreement essentially imposed German standards (and potentially audits by the German banking or data protection authorities) on the US processing operations.
Typically, contractual guarantees entail such an agreement (which in some countries must be approved in advance by the data protection authority) between the data “exporting” party in Europe and the data “importing” party in the United States or some other third country.  If the importing party fails to comply with its obligations under the agreement, the data protection authority can still take action against the exporting party in Europe and order it to suspend transfers.  Under the law of some countries in Europe, the affected individuals would also have third-party beneficiary rights as a result of the contract and could sue either the data exporter or the data importer.  European data protection authorities resist American criticism of their efforts to “export” European privacy laws.  They view contractual solutions as a means of “repatriating” jurisdiction (through contract law rather than public law) where they would otherwise have to prevent the export of the data itself to avoid widespread circumvention of European data data protection laws.
The contractual approach works fairly well for interaffiliate and outsourcing transactions and for large, regular data flows in established business networks.  It is obviously harder to implement and monitor with respect to data flows among numerous affiliated companies and business partners connected via intranet, extranet, or private enterprise networks.
In addition to individual contracts, there are efforts underway to establish model contracts for transborder data flows that would be effective under Article 26 of the Directive.  Prominent examples are the models developed by the International Chamber of Commerce, the Privacy and American Business project, the Confederation of British Industry, and the German banking association.  However, further development and acceptance of such models is likely to be deferred until the EU and the United States conclude their discussions on the possibility of establishing “safe harbor” principles and procedures that could be approved by the Commission under Article 25(6).  Those would have the benefit of greater uniformity and established EU-US consultative procedures in the event of threatened data stoppages.  Nevertheless, for transfers to other countries or transfers to the US that are not covered by a Safe Harbor agreement, contractual commitments remain as an alternative to parallel legislation.

“Safe Harbor.”  The United States, as suggested above, is unlikely to adopt an omnibus, European-style data privacy law.  Privacy laws, for constitutional as well as political reasons, are likely to continue to be focussed on specific activities and to be adopted variously at federal and state level.  Some Member States have already deemed the US to provide inadequate data protection and have allowed transfers to the US only with consent or subject to contractual guarantees.  There is an ongoing bilateral effort, however, to provide a “safe harbor” or agreed mechanism for American companies to certify compliance with “adequate” principles, subject to effective regulatory or self-regulatory enforcement, with the consequence that their data transfers would be presumed to be adequately protected (subject, of course, to complaints or investigations demonstrating a failure to comply with the Safe Harbor principles in actual practice).
	The draft Safe Harbor principles, along with more detailed, explanatory “Frequently Asked Questions” (“FAQs”) and a draft letter establishing procedures for implementation throughout the EU and for consultation with the US Department of Commerce, are posted at www.ita.doc.gov.  European perspectives on the proposals are found at http://europa.eu.int/comm/dg15/en/media/dataprot, and the Article 29 Working Party’s papers on Safe Harbor and on third-country transfers generally are found at http://europa.eu.int/comm/dg15/en/media/dataprot/wpdocs/index.htm.   If the US and the EU succeed in agreeing on “adequate” principles and enforcement procedures for processing European personal data outside Europe, this will probably serve as the model for many other countries with dissimilar domestic data protection legislation.

Canadian data protection law 

	Apart from Quebec (with its data protection law on the French model), Canada has traditionally relied on self-regulation for commercial uses of personal information.  However, partly spurred by the EU Directive, it is now considering comprehensive data protection legislation applicable to the private sector.  (Federal and provincial laws already cover government databases.) 
	In the early 1990's the Canadian Standards Association (CSA) gathered representatives from the public sector, industry (including transportation, telecommunications, information technology, insurance, health and banking), consumer advocacy groups, unions, and other interest groups to develop a common code to protect personal information.  The group developed the Model Code for the Protection of Personal Information, which is based on the OECD Guidelines.  In 1996, the Standards Council of Canada put the CSA Code through a lengthy standard-setting process and adopted it as a national standard.  Recently, the government proposed Bill C-54 to legislate data protection by the year 2000 in the federally regulated industries (and to mandate it within three years at the provincial level).  It appears likely that the legislation will codify some version of the principles contained in the CSA standard, subject to investigation and enforcement by federal and provincial .  

Australian data protection law

Australia enacted the Commonwealth Privacy Act 1998 with the primary goal of regulating the government’s use of personal information. The Act offers strict privacy safeguards that the federal government (Commonwealth) and Australian Capital Territory (ACT) government agencies must observe when collecting, storing, using and disclosing such information.  The Act also provides individuals with access and correction rights for their own personal information.  Similar laws apply in the states.
Amendments adopted in 1990 extended coverage to credit reporting, paving the way for legally binding rules for the handling of credit information by credit reporting agencies and credit providers.  Specifically, the provisions:
·	limit information that can be retained, and the duration of storage;
·	limit access to credit providers for specified purposes only;
·	limit the use of credit reports to credit decisions and debt collection;
·	prohibit credit providers from disclosing credit worthiness information about an individual, with the following exceptions:
Ø	the individual has given consent for disclosure to another credit provider;
Ø	the disclosure is to a mortgage insurer; or
Ø	certain limited information is disclosed to a debt collector.

	The Act created a national privacy commissioner with certain rulemaking and audit powers and the authority to process complaints.  The commissioner issues a legally binding code of conduct for credit reporting and makes determinations (rulings) on the law.  However, most complaints are resolved through negotiations and rarely require a formal “determination” by the commissioner.  The commissioner is also vested with the authority to encourage corporations to develop privacy policies consistent with the OECD guidelines.  In February 1998, the Commissioner exercised that authority and issued non-binding guidelines entitled, “National Principles for Fair Handling of Personal Information.”  The principles are based on the OECD Guidelines and intended to form the basis of industry-developed voluntary privacy codes of conduct.  Recently, the government has indicated that industry will be obliged to develop or accept such codes, or face further legislation.
The Australian Telecommunications Act 1997 includes rules on the use and disclosure of personal information held by telecom carriers, carriage service providers and others.  The Australian Communications Authority is authorized to register voluntary industry codes.  Though the codes are non-binding, the Authority can issue binding standards where industry fails to act.  In addition, the privacy commissioner has oversight of recordkeeping in relation to the disclosure of personal information in this industry.

Data protection in Japan


B.	Traditional Approaches to Jurisdiction

Unlike securities and banking regulation, antitrust law, and certain other legal regimes, data protection-related laws seldom include explicit jurisdictional provisions, and there is little caselaw to date dealing with the application of jurisdictional doctrines to claims of privacy infringement.  We briefly summarize traditional jurisdictional doctrine in the US and internationally, and then examine the challenge of applying it to laws designed to protect privacy.

US Jurisdictional Principles

	In the federal system of the United States, it has been necessary to elaborate jurisdictional and conflict of laws doctrines to manage the frequent tensions between federal and state lawmaking and between the laws of one state and another.  US constitutional limits on the exercise of state jurisdiction are discussed more fully in Section IA of this Report.  Basic jurisdictional doctrines in the United States are briefly summarized below so that they can be applied to privacy issues.
	Prescriptive jurisdiction.  Prescriptive (“legislative”) jurisdiction is the authority to make law.  When more than one state or country has prescribed law that could reasonably be applied to the conduct at issue, courts are required to engage in a conflicts of laws analysis and, even if they keep the case before them, choose the law to apply.  This is typically based on an assessment of the jurisdiction with the most significant relationship to the parties and the conduct and with the weightiest state interests at stake, as discussed more fully in Section IA of this Report.
In the United States, the allocation of prescriptive authority between the states and the federal government is governed by the Tenth Amendment of the federal Constitution, which reserves legislative powers to the states except in those specific areas where (a) lawmaking is constitutionally the exclusive domain of the federal Congress or (b) the federal Congress has enacted legislation within its authority that must, in order to be effective, preempt contrary state legislation.  Most federal commercial regulation is promulgated under the Interstate Commerce Clause of the Constitution, authorizing Congress to regulate the interstate and foreign commerce of the United States.  There is also jurisprudence establishing a “dormant Interstate Commerce Clause” doctrine that precludes state legislation (even in areas where the federal Congress has not adopted pervasive legislation) where state laws would have the effect of unduly burdening the interstate or foreign commerce of the United States. The federal and state legislatures often delegate more detailed rulemaking authority to regulatory bodies, such as the Federal Trade Commission and state consumer protection agencies, but the scope of their prescriptive jurisdiction is still derived from the relevant constitutional or statutory provisions.
Adjudicatory (or “judicial”) jurisdiction, the authority to hear and rule on individual legal claims, is granted to courts or regulatory agencies.  It consists of two elements.  There must first be subject-matter jurisdiction, authority to adjudicate matters under the applicable statutory or common law.  In the US today, subject-matter jurisdiction is typically based on proscribed conduct or effects occurring within the territory of the state (or of the federal district).  The court or agency must also have personal jurisdiction over the parties, to compel their attendance and subject them to preliminary orders and the final judgment.  Residents of a state (or of a federal district) are typically subject to personal jurisdiction there for any cause of action.  Corporations are normally considered residents of the state and district in which they are incorporated.  Non-resident individuals or corporations are also subject to personal jurisdiction, either specific or general, under the following circumstances:
 
·	Specific jurisdiction over a non-resident, with respect to a particular claim, requires only “minimum contacts” with the forum state, so long as that “does not offend ‘traditional notions of fair play and substantial justice,’” in the classic formulation of International Shoe Co. v. Washington, 326 US 310, 316 (1945).   Minimum contacts may be found if the defendant (1) purposefully directed its relevant activities toward a state resident or “purposefully availed” itself of the privilege of conducting business in the state, (2) the claim arises from those activities, and (3) the exercise of jurisdiction is reasonable.  (See, e.g., Core-Vent v. Nobel Industries AB, 11 F.3d 1482, 1485 (9th Cir. 1993). ) 

·	General jurisdiction, over any and all claims against a non-resident, regardless of their specific nexus with the forum state, requires the non-resident’s “systematic” and “continuous” contacts with the forum, such that the non-resident would anticipate defending any kind of legal claim there (see International Shoe, 326 US at 318). 

·	Fairness factors.  Assuming a non-resident, under the test for specific jurisdiction, has purposefully directed its relevant activities to the forum state or availed itself of the privilege of doing business there, a court must still assess the fundamental fairness of asserting jurisdiction over the non-resident.  In World-Wide Volkswagen Corp. v. Woodson, 444 US 286, 292 (1980), the Supreme Court listed five factors to consider in this assessment (without indicating their relative weight):

		1.  The burden on the defendant of appearing in the forum;
2.  The forum state’s interest in adjudicating the dispute;
3.  The plaintiff’s interest in obtaining convenient and effective relief;
1.	The interests of the interstate judicial system in providing for the efficient resolution of controversies; and
2.	The shared interest of the states in furthering substantive social policies.

Enforcement jurisdiction, the authority to detain persons, seize assets, appoint a receiver or administrator, etc., in order to enforce a court judgment, normally applies wherever the court has adjudicatory jurisdiction.  In addition, that court judgment must be enforced by other courts anywhere in the United States, with respect to persons or property found in their territory, under the Full Faith and Credit clause of the federal Constitution.

Application to privacy laws.  As demonstrated above, there is a wide variety of privacy-related legislation in the United States.  The federal acts normally specify the subject matter jurisdiction of federal (and sometimes state) courts and apply either uniformly throughout the nation or only to activities in specific interstate businesses.  The FCRA, for example, applies nationally to defined consumer reporting activities, based on a congressional determination that credit reporting practices substantially affect interstate and foreign commerce.  Enforcement is left to the Federal Trade Commission, which may bring actions in federal district courts in cases of noncompliance, and injured parties may also bring private actions in the federal courts.  Notably, the states are free to adopt additional legislation governing consumer reporting conduct in their territories; these may provide supplemental but not contradictory protections.  In other situations, federal legislation applies only to federally regulated entities, as in the case of the Electronic Funds Transfer Act, which is enforced by the federal bank supervisory authorities with respect to the institutions that they regulate or insure.  In still other instances, such as the Telemarketing and Consumer Fraud and Abuse Prevention Act, the federal law creates a private right of action in both federal and state courts and also authorizes enforcement by federal agencies and authorizes suits brought on behalf of all affected residents by a state attorney general.  In the case of state laws governing the use of personal information for commercial purposes, the laws are often silent as to their territorial scope.  Nevertheless, state courts and agencies are constrained by the constitutional limits to their jurisdiction discussed above, as well as by any conditions or restrictions found in the specific legislation at issue or in the state’s “long-arm” statute on adjudicatory jurisdiction.  

International Jurisdictional Principles

US approach. The principle of international comity has traditionally been viewed as limiting a country’s authority to exercise jurisdiction over cases that involve the persons, interests, or activities of persons who are citizens and/or residents of other countries. Restatement (3d) of the Foreign Relations Law of the United States (“Restatement”), sec. 401, comment a (1987),   This is true for all three kinds of jurisdiction recognized in international law – prescriptive, adjudicatory, and enforcement.  
The factors that US courts consider in determining prescriptive and adjudicatory jurisdiction over non-residents, or with respect to conduct outside the United States, are similar.  In some cases, specific treaty obligations dictate the determination of adjudicatory jurisdiction.  Enforcement jurisdiction follows from adjudicatory jurisdiction, but when it is a question of enforcing foreign civil judgments against local persons or assets, enforcement jurisdiction must normally be grounded on treaties, such as the 1971 Hague Convention on the Recognition and Enforcement of Foreign Judgments in Civil and Commercial Matters. 
Briefly, according to sec. 402 of the Restatement, a country has jurisdiction to prescribe law when one of the following factors is present:
·	Conduct that takes place, wholly or in “substantial part,” in the country’s territory;
·	The status of persons, or interests in things, found in the country’s territory;
·	The activities, interests, status, or relations of the country’s nationals both within and without the territory of the country; or
·	Conduct outside the territory of the country that is directed against the security or certain other national interests of the country. 

Where one of these factors is present, prescriptive jurisdiction is still subject to a test of reasonableness (see Restatement sec. 403(1)).  Restatement section 403(2) lists factors to consider in determining reasonableness, including 
1.	the extent to which the activity took place in the country regulating the activity;
2.	the connections between that country and the parties; 
3.	the nature and importance of the regulation and the degree to which such regulation is generally accepted;
4.	justified expectations that would be protected or impaired by the regulation;
5.	the importance of the regulation to the international political, legal, or economic system;
6.	consistency with the traditions of the international system;
7.	the interests of any other state in regulating the activity; and
8.	the likelihood of conflict with regulation by another state.

Some of these factors parallel those applied in domestic cases, but others imply greater consideration for the interests of other states and therefore a somewhat more cautious approach to asserting prescriptive jurisdiction over foreign parties or conduct.  The analysis of prescriptive jurisdiction will largely determine whether the court or agency concludes that it has subject-matter jurisdiction, and in the US, personal jurisdiction will be based on the same principles as apply to US parties (and sometimes on additional statutory or treaty procedures).
Jurisdictional approaches of other countries.  The Restatement is based on US jurisprudence, but that in turn is based largely on international practice and precedents.  There are often, however, differences in the jurisdictional doctrines and practices of other countries.  One generalization that may be made is that most countries (in both the common law and civil law traditions) have historically looked to physical presence or conduct in their territory as the principal bases for prescriptive and adjudicatory jurisdiction, but the effects doctrine has gained popularity in recent years, particularly with respect to criminal law, antitrust, and securities regulation.  
In the European Union, courts look first to any applicable multilateral conventions and to any mandatory EU harmonizing legislation, before applying traditional national jurisdiction and conflicts of law principles.  Thus, Article 4 of the EU Data Protection Directive (discussed further below) takes precedence over purely national approaches, with respect to data privacy issues that are covered by national laws implementing the Directive.
Canadian jurisdictional principles are similar to those in the United States, requiring a “real and substantial connection” between the action and the forum and recognizing the principles of international comity and forum non conveniens to balance the interests and burdens of choosing one available forum over another.  (See Hunt v. T&N plc [1993], 109 DLR (4th) 16 (Sup. Ct. Canada) at paras. 53, 58.)

Application to data protection laws.  Unlike some of the federal antitrust and securities laws, US federal legislation relating to privacy protection has not been applied by the courts or the FTC or other regulatory bodies to activities taking place outside the United States.  We found no reported cases dealing with relevant violations (such as violations of the FCRA or deceptive practices relating to privacy under section 5 of the FTC Act) by foreign parties.  Under the Restatement principles, a foreign party collecting and otherwise using personal data in the United States in a manner contrary to law, or contrary to its own announced or contractual policies, could certainly be subject to adjudicatory jurisdiction in the United States.  Notably, the Children's Online Privacy Protection Act of 1998, the first federal data protection legislation specifically targeted to activities on the Internet, purports to apply to operators in electronic commerce "among the several States or with 1 or more foreign nations." Children's Online Privacy Protection Act of 1998, § 1302(2)(A)(i).
A more problematic issue would be the attempted enforcement in the United States of a foreign order or judgment based on a violation of foreign privacy laws, by either a US or foreign company with assets in the United States.  This would be subject to any relevant bilateral treaty, and we are not aware of treaty obligations with respect to the enforcement of administrative or injunctive orders based on European privacy laws, for example.  Even the enforcement of a foreign judgment for money damages based on violations of foreign privacy laws or contractual privacy undertakings would require a bilateral treaty.  (Enforcement of arbitral awards would be more readily obtained, with regard to awards from countries that are signatories of the New York Convention.)
Because comprehensive privacy laws are more common in Europe, the jurisdictional issue is more likely to arise in the other direction, in the context of personal data collected in Europe and transferred to the United States for processing, either on behalf of a European company or subsidiary, or for the use of the entity in the United States (such data might concern employees, customers, patients, students, other individuals in Europe).  European countries that adopted data protection laws in the 1980s and early 1990s based on Council of Europe Convention 108 typically have statutory prohibitions on exporting personal data to countries lacking “equivalent protection,” because that is a feature of the Convention. The EU Data Protection Directive (Art. 25), as detailed above, similarly prohibits the transfer of data outside the EU unless an “adequate” level of protection is assured.  There is, however, almost no jurisprudence, because the laws are relatively new and have been enforced to date largely through unpublished administrative actions by the various Data Protection Authorities.
The Directive includes a rather opaque jurisdictional section, in Article 4, that is especially difficult to construe in the context of communications between a European consumer and a foreign website operator.  Article 4(1)(a) says that a Member State’s national data protection law must cover any processing of personal data (“processing” encompasses collection, storage, and transfer as well as all forms of automated processing and subsequent use of the data) that is carried out in the context of “the activities of an establishment of the controller on the territory of the Member State.”  Article 4(1)(b) and (c) provide that the national law also governs where the controller is not “established” on that country’s territory but where the country’s law applies under international public law or the controller of the data “makes use of equipment, automated or otherwise, situated on the territory” of the Member State (unless the data are merely transiting through the Member State).  The language in the French version of the Directive seems even broader: national law applies if the controller “has recourse to means” (a recours aux moyennes) in the Member State.  The unanswered question is whether this provision is subject to the country’s usual jurisdictional doctrine (examining conduct or effects in the country, balanced against other states’ interests and taking into account the nature of the contacts), or whether it creates an independent, and broader, source of jurisdiction. 
Finally, to the extent that data privacy laws are treated as a form of consumer protection, two EU conventions on contract law may be relevant.  The 1968 Brussels Convention on the choice of forum for contractual disputes and the 1980 Rome Convention on the choice of law applicable to contractual disputes both generally allow parties to agree on a choice of law or forum.  However, they both also provide that these choices cannot deprive a consumer of the benefit of mandatory consumer protection laws in the consumer’s place of residence, if the consumer was solicited there or entered into the contract there.  The European Commission is now proposing to amend both conventions to clarify that in the case of electronic commerce, the consumer will always be covered by the consumer protection laws of his or her residence.  This is the approach the European Commission is now proposing as well in the revised draft EU Directive on Electronic Commerce.

C.  Application to the Internet
Automated data collection and profiling are relatively new to consumers, legislators, and courts, and today’s laws relating to data privacy were typically not drafted with the Internet in mind.  Data privacy is rarely governed by Internet-specific legislation, although such legislation is beginning to appear (e.g., the federal Children’s Online Privacy Protection Act of 1998 in the US and recent “anti-spam” laws in the states.)  Instead, in the US, common law torts and legislation directed at specific aspects of informational privacy, such as the creation and use of credit reports governed by the federal FCRA and its state analogues, are applied to Internet transactions as they are to transactions conducted over other media.  
Outside the United States, in jurisdictions with European-style omnibus data privacy laws, those laws similarly apply to data collection and processing via the Internet, just as they do in the offline world.  
But jurisdiction and applicable law are more problematic in the online environment.  In the offline world, there have been relatively few differences among the American states because there has been relatively little consumer privacy regulation outside the credit context, which is largely driven by federal law.  Mail order sales tend to be limited in the one state, Maine, with serious restrictions based on an opt-in consent requirement.  Otherwise, catalogue sales are largely a nationwide market, and the credit bureaus, marketing companies, and individual reference services companies also tend to operate nationally.  Even where mailings are geographically restricted, that is easily and automatically accomplished by reference to the consumer’s postal zip code; telemarketing campaigns similarly use the telephone area code to target or avoid particular states.
In the online environment, the phenomenon of cross-border consumer transactions is becoming vastly multiplied, and the laws relating to data protection are starting to diverge, with the advent of state anti-spam legislation, for example.  And yet it is difficult even to ascertain the state of residence of a website visitor or e-mail addressee.  This makes it more difficult for vendors to restrict their campaigns and operations geographically, but it also may limit assertions of jurisdiction based on the “purposeful availment” concept.  Moreover, in the online world, website policies and marketing campaigns are published everywhere at once, and by a vast array of small businesses as well as large corporations.  It is highly unlikely that many of these Internet entrepreneurs will be aware of differences in data protection requirements from state to state, much less from country to country.  And many of them will not be susceptible to local regulatory authorities or service of process in any event.  The consequence is that any locally peculiar data protection laws are likely to be ignored on the Internet and may be largely unenforceable except against the larger, established commercial operators.
	As noted in Chapter ____, the trend in the US courts (there is very little caselaw outside the US to date) is to recognize prescriptive and adjudicatory jurisdiction over distant website operators when they actually take orders from consumers in the forum.  Merely advertising on a website is usually not enough to trigger an assertion of jurisdiction, if the company does not deal with consumers from particular jurisdictions.  We are not aware of reported cases in the states or other countries dealing specifically with jurisdiction to apply local data protection laws to distant website operators.  (The FTC’s enforcement actions are based, of course, on federal law as applied to interstate commerce.)  
Some uses of personal data would occur in effecting transactions, which courts would normally find to constitute minimum contacts sufficient for special jurisdiction over consequent claims, but at other times personal data would be collected merely from a visit to a website located in another state or country, and might be used for e-mail solicitations even if the consumer had not made a purchase.  This might be viewed as sufficiently “interactive” to constitute minimum contacts, or it might not.  There is a very real possibility that any active or extensive collection of data from website visitors, and any effort to contact them directly by e-mail, would be viewed by US courts as satisfying traditional minimum contacts criteria.  Thus, unless the website operator takes effective measures to identify visitors by state of residence and either comply with their respective state data protection laws or block further communications with them, the website operator could easily become subject to jurisdiction for data protection violations anywhere in the United States, as well as the subject of complaints to the FTC.
	The problem is more pronounced with respect to foreign website visitors, because some of them reside in countries with quite strict and extensive data privacy laws requiring disclosures, opt-outs, and official registration, notification, or registered agent procedures.  Under Article 4 of the EU Data Protection Directive, a California website operator could be deemed subject to these requirements, for example, on the ground that makes use of  “equipment” or “means” in Europe (i.e., the consumer’s computer, including any cookie files placed thereon, and the local telephone network) to collect and use personal information.  The website operator could also be seen as engaged in transborder transfers of personal information from Europe to a country with inadequate legal protection of personal data.  Indeed, some European data protection officials have voiced this view with regard to foreign website operators, although it has not yet appeared in any formal decision. See Swire, Of Elephants, Mice, and Privacy: International Choice of Law and the Internet, 32 The International Lawyer 991, 1006-1010 (1998).
	It is conceivable that an individual (or a putative class of individuals) could bring a legal action in the United States, based on European data privacy laws.  The action might be filed against a website operator, an ISP, an e-commerce host service provider, or simply a company that accepts orders from European consumers through e-mail or through its American website.  A US court would employ Restatement principles in determining whether to apply European law.  Under Restatement secs. 402 and 403, the court might well find that some significant and regulated activity occurred in the European country, where the consumer had expectations of notice, choice, access, and other aspects of information privacy, and where the government had demonstrated a strong policy interest in protecting the consumer’s information privacy.  Weighed against those concerns would be the relative novelty of privacy protection in the international legal system, the difficulty for the American defendant of ascertaining the consumer’s residence in many cases and preparing itself to comply with all potentially applicable local laws and procedures, the countervailing commercial speech interests of American operators under their own Constitution’s First Amendment (but these are, of course, not absolute), and the repeated statements of the US Administration and the FTC to the effect that similar laws have not been proposed in the United States as a matter of policy choice.  But in any test that relies primarily on balancing competing state interests, it is always difficult to give appropriate weight to negative legislative decisions when confronted, on the other side, with articulated state policy interests reflected in positive law. 
One strategy for a website operator is to fully disclose the site’s data protection policies and obtain consent for any data collection from foreign visitors (to the extent they reveal themselves by the ISP addresses or their responses to registration screens), as well as for subsequent e-mail marketing.  Informed consent by the individual will satisfy all or nearly all data protection requirements of even the strictest foreign jurisdictions, and websites can be programmed to steer foreign visitors to screens where they must acknowledge having agreed to  data protection-related disclosures.  But if the Europeans attempt to insist on local procedures, such as requiring foreign website operators to register their activities and/or maintain a registered agent in every European country (as Article 4 might be read to require), they will find it impossible to enforce such provisions for all but the largest and most visible foreign website operators and online services.

II.	The Conundrum of Data Protection Jurisdiction in Electronic Commerce
Europe and a growing number of countries outside of Europe have taken a path toward prescribing data privacy norms broadly and comprehensively.  They are now trying to articulate how those norms apply to online transactions.  The US and a number of other countries have preferred to see the norms largely (but not completely) developed in the marketplace, taking account of rapidly shifting technologies, techniques, practices, and expectations.  And in the US particularly, there is a reluctance, on constitutional as well as political and commercial grounds, to paint data protection regulations with a broad brush.
Whatever agreement there is between the US and Europe on basic data protection principles (and it may turn out that this seldom produces a consensus on detailed applications of those principles), data protection online is likely to continue to require a frequent rethinking and updating of both public laws and contractual practices.  Privacy-enhancing technologies and new business models constantly change the landscape, as do new profiling and screening techniques and means of sharing information.  Examples include value propositions in exchange for providing specific information, techniques for anonymizing Internet transactions or using electronic agents or intermediaries, browser settings based on P3P or other automated means of establishing privacy preferences, readier access to encryption techniques.  These are all examples of the rapid evolution of available choices and techniques on the Internet, which should make us approach online data protection regulation with some humility and an effort to avoid obsolescence.  
But as long as there are substantial differences in the substance and procedure of data protection from state to state or from country to country, the jurisdictional problem remains.  It appears under current jurisdictional doctrines that there could be grounds for finding jurisdiction in nearly every state or country in which consumers reside and provide information (knowingly or otherwise) to an online commercial operator.  If that raises the specter of new (and poorly understood) liabilities, website operators may either ignore foreign data protection rules (especially those that require bureaucratic procedures or impose unusual restrictions on the collection and use of data) or reject commercial dealings with foreign site visitors, an outcome that denies consumers and vendors many of the benefits of the open and worldwide web.
A specific jurisdictional issue that is unresolved today is implicit in Article 4 of the EU Data Protection Directive.  Does this create an independent, broad, and ultimately unworkable ground for jurisdiction over website operators who have no regular and established business in the EU and who use European data only when European individuals voluntarily visit their websites?  The better and more practical approach may be to view Article 4(1) within the context of established jurisdictional principles.  Thus, it would apply to data collection using facilities in the territory of a Member State, but only to the extent that those activities were part of a course of contacts sufficient to invoke the adjudicatory jurisdiction of national courts or regulators without offending principles of international comity (or “courtesy”).  This would be sensible in light of the practical difficulty of serving legal process on the distant website operator and compelling its cooperation with a proceeding or order of the data protection authority or a European court.

The uncertainty over national enforcement based on Article 4 of the Directive places US website operators in a difficult position.  They may choose to argue that they are not established in France, for example, and engage in no data processing activities there.  They might ignore a summons or order from a French court or the French data protection authority, and they might have no assets to seize in France.  However, their executives might have to avoid traveling in France for a time, and the displeasure of French authorities could have an impact on any future plans to establish an affiliate in France or, indeed, elsewhere in the EU.  If the website has a high profile and the French authorities believe that its data practices are abusive, the French government might even pressure French ISPs to block access to the website.  The French government or the European Commission might also complain to the FTC in the United States and at least provoke an investigation of the website’s practices.  Thus, ignoring French law or arguing its inapplicability is not without risks and attendant costs, especially for the more visible website operators.  See Swire, Of Elephants, Mice, and Privacy: International Choice of Law and the Internet, 32 The International Lawyer 991, 1019-22 (1998).
	If there is an agreed Safe Harbor for US companies, then the US website operator will face a dilemma.  It could certify under Safe Harbor and take advantage of more uniform and predictable rules and the possibility of an “appeal” to Brussels and Washington.  The website operator would have a legitimate concern, however, that by certifying it is conceding jurisdiction in every EU country in which a resident accesses its website (and possibly agreeing to maintain registered agents in every country).  Moreover, the website operator would have to ensure operational means of complying with the Safe Harbor principles with regard to European data.  This means either segregating that data and creating a dual system of automated requests, responses, data storage, and data reports, or else applying Safe Harbor principles across the board to all personal data collected from website visitors of all nationalities.  
That is also the choice faced by website operators who are established in Europe as well as the United States.  They must comply with local data protection law in Europe in any event, and if they move European data through an American web server, they must either segregate it and keep it subject to European-only rules, or else apply European rules to all data processed in the US.  And those website operators with affiliates or at least servers in Europe are much more vulnerable to European enforcement actions.
	The Directive has already had the effect of causing some multinational companies to reroute their internal data traffic and relocate some of their data processing activities.  Its effect on the development of the Internet in Europe could be dramatic, if it is interpreted as bringing virtually all distant website operators under the totality of its rules and procedures, as implemented country by country.  The uncertainty surrounding Article 4 and the prospect of becoming subject to varying national data protection laws and procedures could hinder European online commerce and efforts to develop electronic commerce between Europe and other regions of the world.  
From the consumer’s perspective, there is real value in being able to see a commercial website operator’s data protection policies and in having some practical recourse in the case of abuses.  That will not typically be in the courts, however, either at home or abroad.  Data protection violations do not normally entail substantial monetary damages, and the cost of litigation may not warrant the effort except in extreme cases.  Thus, gaining an argument for court jurisdiction, even at home, is a rather hollow victory.  There have been very few lawsuits over information privacy in Europe or the United States.  Arguably, the jurisdictional debate is misplaced when it comes to data protection issues, since so few of them are likely to reach the courts in any event.  Instead, we should perhaps focus on practical, efficient, preferably online solutions to online data privacy disputes.  We suggest some possible ways forward along these lines in the next part of this chapter.

III.	Data Protection Solutions for a Wired World
There is little jurisdictional jurisprudence in the relatively new field of data protection law, and virtually none in the more complicated case of data protection in Internet transactions.  Based on the complications and uncertainty described above, we hazard a few recommendations for legislators, courts, regulators, and industry in prescribing online data protection rules and crafting effective means of enforcing them.
 
Avoiding Expansive and Unreasonable Jurisdictional Claims
For all their complexity, jurisdictional doctrines have developed over years of experience, nationally and internationally, and they have not been shown to be incapable of ensuring that there are ultimate remedies in local or foreign courts in the event of violations of data protection laws or contractual representations about data privacy.  Governments should take care to avoid creating peculiar and unpredictable grounds for asserting jurisdiction over foreign information processing.  
This is not a wholly theoretical concern.  A bill recently introduced in the California legislature (but not adopted) would have established strict information privacy principles and, it appeared, would have attempted to enforce them with respect to data processing anywhere in the United States so long as the data concerned California residents.  State information privacy laws must always be subject to constitutional limits on the state’s exercise of authority beyond its borders, which means that their application in individual cases will depend on the analysis of minimum contacts and reasonableness.
Similarly, we raised the issue above of construing Article 4(1) of the EU Data Protection Directive, which some would read as establishing far-reaching, independent grounds for jurisdiction over foreign website operators.  It would be more in keeping with principles of international comity and the expectations of the international legal system to read Article 4 as stating a specific application of existing jurisdictional law, rather than as extending beyond the reach of those principles.  Article 4 is better viewed as establishing the scope of prescriptive and adjudicatory jurisdiction, and related procedures, with respect to the processing of personal data by non-residents who would be subject to European laws under normal jurisdictional principles, based on their significant commercial contacts with European Internet users.  And this exercise of jurisdiction (at least in cases where the consumer initiates contacts and concludes transactions with the distant vendor through a foreign website) should be subject to the ability of the parties to agree to a choice of law, forum, and dispute resolution procedures.
Similarly, the proposed amendments to the EU Rome and Brussels Conventions (and the parallel proposals introduced by the European Commission in the OECD deliberations on jurisdiction and electronic commerce), would skew jurisdictional analysis.  The amendments presume that the consumer protection laws of the consumer’s country of residence will always apply in the case of electronic commerce, even if the online vendor makes no effort to target consumers in that country.  The proposed amendments would unnecessarily constrain courts in considering other factors, such as weighing the privacy risks associated with the types of data actually collected against the burdens imposed on site operators to comply with hundreds of foreign legal requirements and procedures.  The proposed amendments would also remove the parties’ ability to establish an effective alternative choice of law, forum, or alternative dispute resolution scheme by agreement.  As a result, many online vendors would simply decline orders from foreign consumers (as they do already in areas of significant regulatory uncertainty).  Those consumers would then be prevented from obtaining the goods and services online, even if they would choose to do so after full disclosure of the vendor’s data protection practices and available means of recourse in the event of disputes. 

International Convergence and Mutual Recognition
Multilateral organizations and international business and consumer groups should by all means work toward greater convergence in online data protection practices, terminology, and options, as well as exploring more efficient means of resolving data protection-related disputes between consumers and foreign websites.  Several promising initiatives are underway to promote adherence to commonly accepted principles of fair information practices (such as those articulated in the OECD Guidelines) and the development of effective means of recourse in the event of violations of those principles.  These initiatives will not necessarily produce new international conventions (a highly formal and time-consuming process), but they will tend to encourage practices designed to satisfy those common principles, which will become better understood and more commonly expected or demanded by Internet users if they are translated into plain and conspicuous website policies, trust seal programs, browser software, and other common means of interacting with websites.  
The international institutions should also encourage and recognize alternative approaches to realizing those principles.  The methods employed respectively in Europe, the US, and Japan, for example, are likely to continue to be quite different, but they may also be similarly effective within their respective legal and cultural contexts.
A brief review of current international activities in this area follows.
The G-7 countries (the “Group of Seven” leading economies) began studying electronic commerce, including its data protection implications, in the 1990s.  A private-sector Global Information Infrastructure Commission (GIIC) provides business and industry input, most recently in the form of the Alliance for Global Business (AGB).  GIIC and AGB papers on electronic commerce may be found at www.gii.org and www.gii.org/agb.  Their approach to data protection is largely based on the OECD Privacy Guidelines, with cautions against aggressive assertions of jurisdiction and overly bureaucratic requirements for notification and approvals.  These organizations are particularly interesting in that they represent Asian, Latin American, and African business communities as well as those of Europe and North America.
The discussion of common interests and concerns between the EU and the US has been advanced by the Trans-Atlantic Business Dialogue, which includes government and private sector participants and formulates recommendations to governments on both sides of the Atlantic.  An offshoot of this process, the Global Business Dialogue on Electronic Commerce (GBDe), www.gbd.org, is focussed on electronic commerce issues and extends to participants in Japan and elsewhere beyond the US and Europe.  On the whole, GBDe favors the ability of website operators to select the applicable law and forum for data protection and consumer contract issues, subject to full disclosure and absent fraud or deception.  Meanwhile, several organized consumer and privacy advocacy groups in the US and Europe gathered recently to form a Trans-Atlantic Consumer Dialogue (www.tacd.org) tracking the issues from a consumer perspective.
The International Chamber of Commerce, headquartered in Paris, has local affiliates in most trading countries (www.iccwbo.org).  It has provided commercial arbitration facilities for over a century, and it also studies and makes policy recommendations and model terms in areas of common interest to international commerce.  The ICC has several initiatives in the field of electronic commerce.  It has, for example, produced a model contract for transborder data flows and a set of common terms and practice guidelines for electronic authentication of contracts (“GUIDEC”).  The ICC has a current project studying business requirements and recommendations with respect to jurisdiction over electronic commerce, drawing on experts from the ICC commissions on marketing, telecommunications and information policy, dispute settlement, intellectual property, taxation, international commercial practices, and other relevant ICC activities.
The Internet Law and Policy Forum (www.ilpf.org), a non-governmental organization that studies the developing global community of the Internet, is also investigating means of assembling a cross-border online dispute resolution mechanism for consumer complaints in electronic commerce.  Such a mechanism could also conceivably accept consumer complaints based on data protection concerns.

Deference to Reasonable Choices of Law and Forum
Convergence (whether or not reflected in new international conventions or guidelines) is normally a gradual process.  In the interim, courts must make intelligent use of existing jurisdictional principles (chiefly the balancing of burdens and interests under conflict of laws, Restatement, and forum non conveniens doctrines) to avoid harsh and unpredictable results in subjecting website operators to “jurisdiction anywhere” or denying consumers effective recourse.  One way to do this is to defer to fair, effective, and freely chosen contractual choice of law, choice of forum, and alternative dispute resolution clauses, as discussed more fully in the materials discussing consumer protection.

Self-Regulation and Alternative Dispute Resolution
Convergence and international conventions are not achieved overnight, but the growth of the Internet and net-based commercial activity will likely continue to grow geometrically with each passing year.  There will inevitably be misunderstandings, disputes, and sometimes serious and systematic abuses, yet individual consumers and even organized consumer associations and local regulators will find it costly and difficult to pursue foreign website operators and other distant providers of goods and services, even before the local courts and regulators.  Thus, however the jurisdictional doctrines develop, there will be a need to establish efficient, inexpensive, and enforceable methods of dispute resolution, preferably online.   Consumers would obviously benefit from having such methods available, and e-businesses would also benefit from such means of increasing consumer confidence and minimizing the risk of being summoned to foreign judicial or regulatory proceedings.  Governments may also support such methods, because they offer a practicable way of promoting the state’s data protection policies even in circumstances where the state would find it difficult to enforce those policies through traditional regulatory and judicial means.
In this section, we will examine traditional models for resolving disputes out of court, current existing efforts to adapt those models to cyberspace, and policy issues that need to be addressed in adapting those models in the data protection area, with the goal of identifying essential considerations for designing online alternative dispute resolution mechanisms for consumer privacy disputes.  We consider particularly the consensus privacy principles that should be reflected in any private-sector mechanisms, the means of assuring quality and fairness in an online dispute resolution mechanism, and the range of credible enforcement techniques that might be applied to ensure effective results.

Substantive Privacy Principles.  There are several possible sources for the privacy standards to be applied in an online dispute resolution scheme.  The decision could refer to the law of a specified state or nation (especially if the parties have agreed that their relations would be governed by that law), or to internationally agreed standards such as the OECD Guidelines; alternatively, the parties could agree in advance to apply principles published by a standards body or a private organization.  Ideally, international consensus standards should be used because this is a global medium, and because the third-party neutrals are more likely to be familiar with a common set of standards than with those that are peculiar to a particular country or organization.  The OECD Guidelines discussed above are the natural candidate for a set of consensus privacy principles, since they have already been endorsed by the governments of the 29 OECD member states and several international non-governmental organizations, and since they are fundamentally similar to the principles articulated in Council of Europe Convention 108, the EU Data Protection Directive, and the data protection laws of many nations.  These principles could also be amplified and updated in some respects by reference to the US-EU Safe Harbor principles and FAQs mentioned above, assuming those achieve recognition on both sides of the Atlantic.

Alternative Dispute Resolution Models.  Private-sector dispute resolution mechanisms have a long history and have been in use for over 100 years, at times finding more favor and at other times less.  Traditionally, they have fallen into two basic categories: assisted negotiation and arbitration.  The most common form of assisted negotiation is mediation by a neutral third party, which usually does not prevent a dissatisfied party from subsequently taking the dispute to a court or administrative body with competent jurisdiction.  Binding arbitration is administered in a more formal manner than mediation and is meant to preclude ultimate recourse to the courts.  In mediation and other forms of assisted negotiation, decisions remain in the hands of the parties at all times and the results must be agreed between them.  Arbitration was traditionally binding, placing the decision in the hands of one or more arbitrators.  More recently, hybrid alternative dispute resolution (“ADR”) mechanisms have been employed, including court-annexed arbitration and mediation and arbitration proceedings that, by agreement, are advisory as to outcomes but may be determinative as to facts (i.e., the arbitral findings become the stipulated record if one of the parties insists on litigating the dispute in court).

Assisted Negotiation.  Assisted negotiation is achieved through a broad variety of methods and essentially relies on mediation.  Mediation is a framework for negotiation in which a neutral third party intervenes to assist the parties in reaching a mutually agreeable settlement.  The mediator has no power to make decisions for either party, but rather meets with the parties together or separately to facilitate an outcome.  Mediation is associated with a high degree of compliance since the parties have more autonomy in the process and control over the outcome, and they are unlikely to enter into the process unless they believe that a settlement is possible. 

Binding Arbitration.  In formal binding arbitration proceedings, the neutral third party is an individual (or panel of individuals) who is typically expected to be an expert in the field at issue.  In binding arbitration, the parties agree to present their cases to the arbitrator(s) and then to be bound by the decision as if by a judge’s order.  The traditional model of binding arbitration suggests a process that will substitute for formal proceedings.  In general, in those countries with arbitration laws (especially those that conform to the New York Convention), binding arbitration decisions can only be reversed by the courts in cases where the arbitrator is accused of fraud or  other egregious misconduct in the proceedings.  In business disputes, the arbitrator is usually an expert in the relevant field and familiar with the customs of both parties. A popular form of binding arbitration employed by individuals can be found on television, in what the Wall Street Journal dubbed rent-a-judge shows (following the practice in California, New York, and some other states, where consumers and businesses can avoid court delays by submitting to binding arbitration by retired judges and magistrates).  In such cases, the parties have no previous contractual agreement to engage in ADR proceedings, but they agree after the dispute erupts to  hire a private arbitrator and to be bound by the decision.  Only in California are such judgments subject to appeal in the courts.

Hybrid Approaches.   Other types of alternative dispute resolution involve some type of mediation or serve to contribute to the mediation process, but  they may not be entirely voluntary and non-binding.  These include:  
·	neutral evaluation, where a lawyer or other expert listens to the facts relevant to the dispute and predicts the probable range of litigation outcomes;
·	ombudsman and complaint programs, where a neutral individual is furnished by a government agency, trade association, or by the respondent company itself to hear individual complaints and attempt to mediate a settlement or suggest a resolution;
·	minitrials, an expedited and streamlined hearing chaired by a neutral facilitator, in which lawyers or other representatives for corporate parties (typically in a business dispute) present arguments to senior executives of both parties, who then attempt to reach an agreement;
·	summary jury trials,  abbreviated mock trials before a jury selected from the regular jury pool who deliver a non-binding verdict (mainly used in business-to-business disputes);
·	court-annexed arbitration, which may be ordered by the court or required for certain categories of cases but which does not produce a binding decision; either party may still seek a trial de novo in court, although there may be disincentives to do so, such as an obligation to pay costs and fees.

Policy Issues.  In general, ADR is viewed as providing cost savings, time savings, and higher rates of satisfaction with the outcomes.  A 1997 study by Cornell University and PricewaterhouseCoopers found that 80 percent of the top 1,000 U.S. companies believed ADR was a more satisfactory process than litigation.  The reasons cited were that ADR helps preserve relationships that otherwise might be damaged in litigation and is cheaper and speedier than going to court.  Of these companies, 88 percent had used mediation and 79 percent had used arbitration.   The American Arbitration Association (“AAA”) reports that over 85 percent of all ADR procedures result in settlement.
	Consumer satisfaction rates with ADR are also generally higher than for adjudication, particularly when mediation is the ADR model used.  This satisfaction extends to both the process and the outcome.   For example, one study found that 66.6 percent of those relying on mediation were completely satisfied with the process, compared with 54 percent of those relying on adjudication.  And, in mediation, 67.1 percent thought their settlements fair, versus 59 percent of those relying on litigation.  (Goldberg, Sanders, Rogers, at 153.) 

While ADR is now generally accepted as a means for resolving business-to-business disputes, its use still raises a range of policy issues, particularly in the consumer/business context, the context in which virtually all online data protection disputes will occur. 

	Benefits and Shortcomings of Private ADR.  For private ADR procedures (not under the auspices of a court), costs are a serious issue for consumers and small businesses.  A third-party mediator typically charges fees of from $150 to $500 per hour, and up to $7500 per day.  However, ADR proponents claim that ADR often saves clients more than 60 percent of traditional litigation costs, including lengthy pretrial motions and discovery.  The timelines for ADR are also often shorter.  While civil cases typically take from two to five days to hear in court, on average an ADR case can be resolved in a few hours or days. 
Depending on the ADR method used and the subject area of the case, some argue that ADR does not in fact save time and money over settlements in the context of court litigation (the vast majority of civil actions filed in state and federal courts are, of course, settled before trial proceedings).  In the case of intellectual property disputes, for instance, the cost of discovery in preparation for a binding arbitration hearing can be just as costly as in the case of discovery in connection with litigation, and the arbitral hearing fees and costs are additional.  
Both assisted negotiation and arbitration have, by their nature, strengths and weaknesses from business and consumer perspectives.  Because mediation and other hybrid approaches are not binding, businesses often feel that the outcomes are not as predictable or as final as in binding arbitration, and that unhappy participants are then likely to engage in further judicial litigation.  On the other hand, consumers cite the non-binding aspects of mediation as an advantage, since they have more control over the outcome and cannot be compelled to settle until they are satisfied with the conditions (or the futility of further proceedings).  Binding arbitration does provide finality for businesses in disputes but may intimidate consumers who fear a non-reversible outcome that they might not consider fair and comprehensive.  
Perhaps the most crucial shortcoming of ADR is the concern over a perceived trade-off between efficiency and justice.  Three basic concerns are at issue: power disparities among the parties; the fairness (and perceived fairness) of outcomes; and the role of law and court adjudication in our society.  Other issues, such as the confidentiality of the proceedings and their use in subsequent court proceedings, as well as the qualifications and standards for third-party neutrals, also need to be addressed in order for the parties to repose confidence in ADR techniques.
	Critics argue that ADR may involve significant disparities in power between the parties.   They argue that fairness is often a concern since parties may not know what would otherwise be available to them from a judicial resolution.  These critics charge that court-mandated mediation and arbitration in the United States undermine plaintiffs’ constitutional Seventh Amendment right to a jury trial.  These critics also argue that ADR deprives society and prospective plaintiffs of the benefits of published judicial precedents and the legal clarifications and advances they would imply.   These critics take the view that ADR works only when both sides fully understand the process and enter into it voluntarily.
	These issues are often exacerbated in business/consumer transactions.  Here, the business is likely to choose and impose the system on the consumer through a form contract that is seldom negotiated.  In addition, the business is more likely to use ADR repeatedly and therefore to become more familiar with its use.  In the context of business/consumer ADR, industry-led and industry-funded consumer ADR initiatives may be perceived as biased or unfair.  The concern is that self-interest precludes businesses from seeking real justice for consumers.   For example, if a company pays for dispute resolution on behalf of the consumer, does this create a conflict of interest?  Alternative means of funding ADR for business/consumer transactions can also raise fairness issues.  Critics argue that it is not fair to charge a consumer for bringing a dispute against a business, on the grounds that it provides a disincentive for consumers to seek redress.  The recent controversy over an American Express requirement that cardmember disputes be resolved through binding arbitration underscores that these techniques are not universally accepted.  
Nonetheless, US courts for the most part have upheld the practice of including mandatory arbitration schemes in form contracts. Many banks and stockbrokers, for example, include mandatory ADR provisions in their agreements with depositors, cardholders, or investors.  In at least one case, however, a court refused to enforce a commercial loan agreement because the agreement required the consumer to pay a fee to engage in dispute settlement, and to do so in a state where the consumer was not resident.  See Patterson v. ITT Consumer Financial Corp., No. A057729  (Cal. Ct. Appl., 1st Dist., 4th Div., April 19, 1993).
  	Thus, an ADR scheme that is fair and does not impose undue burdens on the consumer is likely to be upheld, at least in the United States.  As a society, we have embraced settlement of disputes as preferable to litigation, and settlement also deprives parties of jury trials and society of the benefits of court developed precedent.  Similarly, power disparities without more do not seem to be a sufficient basis for rejecting ADR.  Power and/or financial disparities between the parties can give rise to charges of unfairness in judicial proceedings as well.  Indeed, ADR’s proponents respond that the greater informality of ADR and the ability to proceed without a lawyer work to dispel some of the disparities that exist in court proceedings.   

To some extent, these concerns can also be addressed by developing fair standards or procedures for the ADR method chosen as well as through other means, such as establishing qualifying standards and/or codes of conduct for the mediators or arbitrators themselves. (Goldberg, Sanders, Rogers at 159-178.)  Similarly, to some extent, the right to a jury trial and general fairness between consumers and businesses can also be dealt with by preserving some element of voluntariness.  Accordingly, where mediation is the option or the arbitration is mandatory but not binding, forgoing the right to a jury trial and fairness would arguably be less of an issue.  They might, however, raise issues of predictability and finality from the perspective of business parties, unless experience demonstrates that relatively few consumers pursue court remedies after mediation or mandatory non-binding arbitration. It is also important in weighing the arguments against ADR to ensure that the alternatives being contrasted are real rather than idealized.  For example, in this context, given the small monetary sums involved in most data protection disputes, and the difficulty of bringing online vendors and consumers together in court in either country, litigation is an unlikely alternative to ADR.  The more likely alternative is the foregoing of any remedy.  Similarly, it is worth noting that there is a relatively low rate of compliance with judgments entered by small claims courts, even where the parties do resort to them.  (Goldberg, Sanders, and Rogers at 154.)  When the basis of comparison is either no alternative or an ineffective one, then concerns about lack of precedent and disparities of power are less compelling and should not be considered a sufficient basis for rejecting ADR entirely.  Rather, those concerns should be taken into account in specifically designing ADR methods for online consumer transactions. 
Instructive precedents are found in the fields of automobile sales and repairs, as these businesses deal with consumers on a truly mass-market scale.  There are well-developed dispute-settlement schemes in these fields.  These include the industry-sponsored AUTOCAP panels that hear consumer complaints and hand down non-binding decisions, as well as the Better Business Bureau, which provides binding arbitration services for the major US auto manufacturers in handling consumer complaints. 
 
ADR and Public Policy Issues.  The issues of how ADR is administered, by whom and under what conditions deserve careful examination in light of the fact that ADR is either private (and thus not subject to court-supervised procedures) or mandated by the courts themselves (and thus not voluntary).  Binding arbitration, for example, has been criticized for sacrificing the quality of justice for the sake of efficiency, since this method is often used in place of litigation for its supposed time-saving benefits.  Furthermore, since binding arbitration awards are difficult to appeal (typically this can be done only in cases of demonstrable unfairness in the procedures), some argue that it leaves the parties vulnerable to unjust or incomplete results in the awards issued by third-party arbitrators.                                                                                   
Another concern, particularly in court-annexed mediation, is the application and enforcement of ethical codes of practice for the neutral third-party mediator or arbitrator.  Members of such private organizations as AAA are bound by codes of practice and can be expelled for violations.  However, in the case of D.C. Superior Court, for example, the mediators (who do not have to be attorneys) are not subject to any professional codes of conduct, although ethical practices are covered as part of their mandatory training course.

Adapting ADR to the Online Environment.  As e-commerce grows, businesses will continue to explore the possibilities of online complaint mechanisms and dispute settlements as a way of attracting and keeping customers.  The effectiveness of such programs requires many of the same components of ADR in the offline world: effective, neutral third parties; the willingness of both parties to negotiate; the suitability of an ADR method for the case; and insurance of confidentiality.  The research and experimentation that has been done to date on online dispute settlement has been careful to balance the advantages that the Internet can bring to ADR with some of the challenges created by conducting trust-building negotiations on a medium as impersonal as the Internet.  
The advantages of online ADR are easily summarized:
·	Convenience (the parties can choose their own time to participate and need not travel);
·	Reduced tensions (the parties take their time to reply, outside the presence of their adversary);
·	Automatic records of the proceedings (since they are in the form of electronic messages);
·	Ready access online to legal and other information; and  
·	Reduced costs. 

Potential problems with online dispute resolution arise from its novelty and the fact that the parties may not be equally familiar with the technology and procedures, as well as the perception that online ADR may seem too impersonal for individuals seeking an opportunity to air their concerns and receive reassurance.  Some commentators express the concern that online mediation assumes that all parties are equally comfortable and skilled using computers to communicate, yet statistically men are more likely to use the Internet than women and highly educated consumers more often use computers than lower income consumers.  With the growth of Internet use and consumer education about online resources, this possible imbalance is likely to shrink, however.  
The impersonal nature of online forms of ADR may be more troubling, as the aggrieved consumer never meets either the company representative nor the third-party neutral in person.  Face-to-face interaction has long been viewed as integral to the success of ADR techniques, as it allows trust to develop between the participants and their mediator or arbitrator.  On the other hand, consumer organizations report a high degree of satisfaction with conciliation programs based entirely on telephone communications.  Individuals in modern society are becoming accustomed to interacting with others at a distance.  
One issue that could be problematic for online data privacy dispute resolution is that there is not always an agreement between the web-surfing individual and the website operator.  Consumers may believe their information has been used inappropriately where they have merely visited a company’s website, without entering into a sales contract.   In that context, there is arguably no basis for requiring that the consumers resort to a specified ADR technique.  This may, however, be more of a theoretical concern than a real one, since for all the reasons noted above, consumers may have little in the way of real alternatives to whatever ADR approach has been selected by the company.  And the consumer should be able to compel the company to pursue the designated ADR mechanism, based on the company’s representations (on its website or otherwise) that it participates in a designated trust seal program, follows certain announced data protection policies, or certifies compliance with Safe Harbor principles. 
	A perhaps more difficult issue is the development of appropriate business models that create incentives for businesses to relinquish their current control over dispute resolution (outside of litigation) and to fund third-party ADR approaches, either through organizational dues, trust seal royalties, or fees for resolving individual complaints.  Much of the literature on consumer use of electronic commerce cites the need to build trust and confidence in this new medium.  It remains to be seen, however, whether this perceived need will be sufficient to drive companies to the use of ADR online, or whether other incentives will be needed.  Some companies may be driven to resort to trust seal programs, for example, in order to certify compliance with the proposed US-EU Safe Harbor.  In addition, the various third-party trust seal programs are new and will have to prove their worth in practice.  Intermediaries may also insist on recourse to ADR.  For example, Ebay (the popular auction website), AOL and ISPs, the operators of electronic commerce mega-sites or host servers, or credit card issuers could all require merchants (and often customers and cardholders) to cooperate in prescribed ADR programs.  They might do this to increase confidence in their own offerings and to avoid being dragged into litigation as third parties.   One precedent is the obligation to cooperate in the investigation and resolution of disputed charges (“chargeback procedures”) that issuers of credit cards in the United States customarily place in their merchant agreements (partly to comply with federal law on fair credit billing practices).  

Another issue that will need to be addressed is the language in which online dispute resolution will be conducted.  The global nature of electronic commerce ensures that in some cases the consumer’s language will be different from that of the personnel of the online business.  As in the offline world, participants are likely to feel unfairly disadvantaged if they are required to negotiate in a language other than their own, and it may be necessary to pass messages through an interpreter.  

Online Models.  While most existing dispute resolution programs that are conducted in part or full on the Internet involve assisted negotiation and not binding arbitration, the development of such schemes is in its infancy.  The models discussed below represent pioneering programs for online dispute resolution in the areas of consumer transactions and data privacy protection.

Ebay.   This company operates a website that serves as a venue for buyers and sellers in online auctions; Ebay itself does not offer the products.  As a facilitator rather than a party in the transaction, it is able to disclaim responsibility for the quality, safety, or legality of the items listed on the site, or the trustworthiness of either party.  Ebay’s site includes trust-building mechanisms, however, which may have even greater credibility because Ebay is not a party to the transactions.  One trust mechanism is a user-initiated feedback form that allows buyers and sellers to comment on the experience of trading with one another; this allows other vendors and customers to evaluate their potential trading partners.  Ebay also encourages users to consider using third-party escrow services and identity verification services, and it provides information  about these services on its website.  Ebay also provides the opportunity for buyers and sellers to contact each other by email through the website, in order to resolve disputes.  Failing that, the company suggests that users fill out an online feedback form to document their experience.   If a disputed transaction may involve mail fraud, which is subject to federal enforcement, Ebay provides an online Fraud Reporting System to inform the authorities.
Ebay is developing a trial mediation service with the help of the Online Ombuds Office, sponsored by the University of Massachusetts.  During a recent one-month trial, neutral third parties facilitated mediation online for 500 cases, with a 75% settlement rate.  Before making this a regular service for their customers, Ebay is evaluating the results of the trial in order to determine, among other things, if it is cost-effective to administer.
	BBBOnline Privacy Program.    BBBOnline will handle the complaint of anyone who
feels her personal information has been handled in a manner that violates a company’s published online policies, where the person has first made a good-faith effort to resolve the dispute directly with the company, does not solely seek monetary damages or solely allege fraud or other legal violations, and can provide information in support of her claim.  The company does not need to be a BBBOnline participant (so long as it is not a member of another seal program).
	BBBOnline’s dispute settlement process has strict time limits at every phase of the process, with which all parties must comply to avoid a decision against them.  The first step, the complaint process, occurs online.  The BBB’s Privacy Policy Review Service forwards the complaint to the company and then a tightly controlled, fast-paced process ensues, with opportunities for comment by each party.  The parties may decide at any time to withdraw or to resolve the matter between themselves.  After each party has commented, the review service decides the matter.  If it rules in favor of the consumer, the company must either comply or explain why the ruling is impossible to follow.  A ruling in favor of the company closes the complaint.  Either side may appeal a ruling within five days after receipt of the decision, in which case the Privacy Review Appeals Board appoints a three-member panel to consider the appeal.  If new information that would affect the ruling of the review service becomes available, the case is remanded to the review service.  Company noncompliance or nonparticipation results in the loss or suspension of its seal, and/or the referral of the case by the review service to the appropriate federal agency.  Nonparticipation on the part of the consumer results in a discontinuation of the investigation. Decisions of the review service and board are published online immediately after they are handed down.
	BBBOnline Complaint Procedure.  As an adjunct to the role of the local Better Business Bureaus in publicizing and mediating consumer complaints, BBBOnline also offers an online complaint form and procedures to allow consumers to publish objections to misleading advertising, improper selling practices, non-delivery of goods or services, misrepresentation, dishonored warranties, unsatisfactory service, credit/billing problems, unfulfilled contracts, and other improper online commercial practices.  The organization encourages consumers first to contact the business to attempt to verify and resolve the issue before approaching BBB.  Once a complaint form is submitted to BBBOnline, the organization forwards it to the local Better Business Bureau, based on the postal zip code of the business involved.  The local office will then forward the complaint to the business, requesting resolution.  BBBOnline claims that business responses are generally positive and that most forwarded disputes are resolved.  Those that are not remain in the BBB’s complaint file (so that prospective customers can call the BBB and learn if the company has a history of complaints) and may in some cases be referred to local consumer protection or law enforcement agencies.  
TRUSTe.  The privacy trust seal program offered by TRUSTe requires participants to post a privacy policy on their websites, in order to display the TRUSTe seal.  The program includes a quick and simple dispute resolution procedure.  The time frame for the entire assisted negotiation process is can take from three to eight weeks; appeals take about a month.  A consumer is expected to make a good-faith effort to negotiate directly with the company to resolve her complaint.  If unsatisfied, a consumer can file an electronic complaint with TRUSTe within ten days.  TRUSTe then forwards the complaint to the company, which generally has five days to file a written response.  TRUSTe forwards the company’s response to the consumer.   TRUSTe then either renders a decision or conducts an on-site review of privacy practices, which requires ten days’ notice and two to five days for the review.  This then is followed by the written decision, based on the extent of compliance or noncompliance with the company’s published privacy policies.  Either party may appeal within ten days.  If the consumer loses, the case is considered closed.  If the company loses and declines to comply with the decision, its license to display the TRUSTe seal is suspended or revoked and, in appropriate cases, TRUSTe will refer the case to the proper governmental agency for further action.  No attorneys need to be involved in the process.  No fees are collected from the consumer; the procedures are funded by license fees from the companies that wish to display the TRUSTe seal on their websites.  The decisions are not binding; a consumer could subsequently pursue litigation.
	 
Conclusion

	There is a real risk in the area of online data privacy that divergent state and national laws and procedures will inhibit vendors and consumers from dealing with each other across borders.  Existing jurisdictional doctrines will often result in courts in both (or several) states or countries having the authority to adjudicate, and to apply the law of the forum.  This produces uncertain results.  In any event, data privacy disputes seldom entail substantial monetary damages, making it hard to fund litigation even on a class or contingency basis, and litigation is usually pointless from the consumer’s perspective unless the court can exercise injunctive power over the defendant.  A better approach for both parties would be online alternative dispute resolution, and several initiatives are underway to implement such mechanisms.  As they gain experience and credibility, those mechanisms should also be accorded respect by courts and regulators in making decisions on choice of law, choice of forum, and the adequacy of “foreign” remedies.4

APPENDIX
Alternative Dispute Resolution (ADR) Models

 Court-Assisted Negotiation
A number of federal courts have adopted early neutral evaluation procedures in which litigants are required to meet with experienced practitioners after a complaint is filed.  The evaluator reads the written submissions, conducts an interview with both parties and then delivers a non-binding opinion about the range of possible court outcomes given the strengths and weaknesses of the case.  This serves to encourage the parties to have a more realistic idea of the relative strength of their cases in hopes that they will reach an agreement before trial. 
A county court in New York State is experimenting with summary jury trials in civil cases as a way to cut costs while maintaining the vital role of the jury in delivering a fair verdict.  The decision to use a summary jury trial versus other ADR methods is mandated by the judge.  Under the rules developed for this system, each side is allowed one hour to present evidence and call no more than two witnesses for live testimony.  After each party has made its presentation, the jury retires to reach a verdict.  Both parties must agree beforehand whether the verdict will be binding or advisory.  Typically, the jury is not advised ahead of time that this is a mock trial.  Summary jury trials are also being experimented with in Pennsylvania courts.  
The Washington, D.C. Superior Court operates a Multi-Door Dispute Resolution Division that is divided into four sections: civil, tax and probate, small claims, and family law.  In the small claims area (civil claims for less than $5,000 in damages), consumers who have filed a suit are required to undergo court-sponsored mediation before resorting to litigation.  The office employs trained mediators who contact businesses by phone and letter and attempt to effect conciliation on behalf of the consumer by telephone, or alternatively conduct face-to-face mediation.  Consumers are required to have contacted the business before the mediation takes place in a good-faith effort to settle the dispute.  For civil cases (amounts at issue in excess of $5,000), the D.C. court requires some type of ADR before a trial date can be set.  In the initial scheduling meeting, shortly after a filing, the judge and representing attorneys determine the type of ADR method to be used.  In most cases this is mediation or non-binding arbitration.  The court sets a date for the initial ADR session, which is typically scheduled for two hours.  In the majority of successful ADR settlements, the agreement is reached during this initial session or with one follow-up meeting.  However, negotiations can continue up to the pretrial date.  The success rate for ADR agreements in civil cases in 1998 was roughly 72 percent – those cases were resolved without further litigation.  In all of the court-sponsored ADR programs, the parties are not charged costs or fees, and negotiations between the parties are not limited to the English language (in the District of Columbia, they can take place in any of 143 languages).


Binding Arbitration Models
National Association of Securities Dealers, Inc. (NASD).  The arbitration procedures developed by NASD to handle disputes between individual or institutional investors and NASD members is a relatively formal but efficient process. The decision is final and binding, and the parties give up their right to pursue the matter through the courts, although the complainant may simultaneously or subsequently refer the matter to the relevant state or federal regulatory agencies (such as the Federal Securities Exchange Commission). The process is fast-paced and often takes no more than two months, with the following sequence of events:
·	Complainant files detailed claim;
·	Respondent replies in writing; 
·	Pre-hearing conference;
·	Hearing scheduled (if requested by either party);
·	Hearing (for all complex claims, or if requested for small claims);
·	Award.

NASD arbitrators may be attorneys, but that is not required.  NASD points out to complainants that most of the respondent brokerage firms will have their own legal representation.  NASD arbitration costs and fees must be paid by the claimant, based on the amount of the claim; if the claimant is an individual consumer, however, the costs and fees are substantially reduced by comparison to business-to-business cases.  Additional fees may be charged for supplemental services such as interpretation, transcription, and postponement of hearing.  Multiple claims may be consolidated if they share an underlying factual context.  Arbitration is binding except in a very limited number of cases; neither party may initiate court litigation.  The arbitrator is authorized to issue a preliminary order (or to seek a court injunction), where necessary to permanent damage to the claimant during the arbitration proceeding.

National Arbitration Forum.  This arbitration organization supports a formal arbitration process, but one that is likely to be quicker and less expensive than court proceedings.  The process follows a similar sequence of events to those outlined in the NASD rules discussed above.  As in the NASD model, party representatives need not be attorneys, and costs for arbitration are paid by the claimant, based on the amount of the claim.  Individual consumers pay substantially reduced fees; fees may be waived for indigent claimants.  Multiple claims based on the same or similar facts may be consolidated.  The arbitrators may grant any remedy allowed under applicable substantive law.  Arbitration is binding except in a very limited number of cases.  A party that subsequently attempts to prosecute a lawsuit is liable to pay an indemnity.  The entire arbitral process often takes no more than ninety days.

Third-Party Neutrals  
For private mediation and arbitration, third-party neutral mediators or arbitrators need not be attorneys, but relevant expertise is typically expected.  The American Arbitration Association requires that persons listed on their National Roster of Mediators and Arbitrators have at least ten years of experience in law or another professional field, academic degrees and professional licenses in the relevant field of expertise, and training in dispute resolution.  However, of their 18,000 members, some 90 percent are in fact attorneys with arbitration training.  In court-mandated arbitration or mediation in civil cases, the arbitrator as well as all representatives to the parties (if they not representing themselves pro se) are typically required to be licensed attorneys.

