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Whose Internet is it Anyway?

The Law of Jurisdiction in Cyberspace:
Achieving Legal Order Among the World’s Nations

by 

Thomas P. Vartanian 	Thomas P. Vartanian is the Chairman of the Financial Services Transactions and Electronic Commerce practice in the Washington, D.C. office of the law firm of Fried, Frank, Harris, Shriver & Jacobson.  He is the Chairman of the American Bar Association’s Cyberspace Law Committee and its Transnational Jurisdiction Project.  He is an Adjunct Professor of Law at Georgetown University Law Center and Boston University Law School.  He is a former General Counsel of the Federal Home Loan Bank Board and the FSLIC.  He is the author numerous books and articles, including his latest technology book entitled, “21st Century Money, Banking and Commerce.”  Further information about Mr. Vartanian and his practice are available at www.ffhsj.com/bancmail/bancpage.htm.

I am honored to be here today among this very distinguished group of Internet aficionados to discuss the law of Jurisdiction in Cyberspace.  I am grateful to Governor Gilmore, Congressman Bliley and Dean Grady for the invitation to speak with you today.

The transcendence of geographic borders is the hallmark of Internet commerce.  Because of that, there is no more fundamental issue to the development of efficient electronic distribution channels than the question of what laws apply.  In this world of portable and instantaneous information, if you can put data, software applications, a digital signature and money on a 64k microprocessor chip in the face of a ring, as I have here, the locality-based way that laws are applied is fundamentally challenged.  Jurisdictional certainty is critical to the entrepreneurial and business instincts of every “dotcommer.”  In business-speak, executives must know whose laws apply in order to price their products and understand their liabilities.

Why should the laws of Cyberspace be any different from the laws of the physical world?  Perhaps they need not be.  My own instinct -- and that is what I will give you today, not the views of the ABA 	The views expressed herein are those of the author and not those of the American Bar Association or the Jurisdiction Project.
 -- tell me that there is more about electronic commerce that is the same as physical commerce, than is different.  But in order to feel comfortable about this conclusion, global parties, courts, governments and governmental agencies must all agree.  

In cross-border Cyberspace transactions, who protects the parties?  Who can levy taxes?  Who can enforce a commercial transaction?  Agreement on these questions will be difficult to attain.  

Cyberspace has changed the dynamics of commerce.  That allows governments that see the assertion of jurisdiction as the precursor to the imposition of taxation, or businesses which see jurisdictional confusion as a shield behind which they can hide, to leap into the void purportedly created by these new dynamics.  The question of jurisdiction may ultimately be a question  of revenue:  if jurisdiction can be established, can taxation be far behind? 

Where is Cyberspace?

To create a law for Cyberspace, we must decide whether Cyberspace is:

1.	a place,
2.	a means of communication, or 
3.	a state of mind.  

Whatever the starting point, it is clear that if this new means of conducting business is to fully succeed and be as efficient and economical as possible, it needs rules that are at least predictable, if not certain. 

The Need for Business Predictability

Predictability requires a legal infrastructure that allows the participants to an electronic transaction to consummate it without undue concern over the risk of:

1.	repudiation, 
2.	the means of enforcement, or
3.	the rules of dispute resolution.  

Unfortunately, predictability requires agreement that, so far, has been elusive.  For example, jurisdictional predictability for a business may suggest that the law of the country of origin should apply, while for a consumer, it will mean that the law of the country of destination should apply.  Is there an easy compromise to these polar alternatives?  

American Bar Association Jurisdiction Project

To attempt to answer these questions, or at least establish the academic and practical boundaries for their exploration, the American Bar Association established its “Transnational Jurisdiction Project” in April 1998, through the sponsorship of six separate sections, and under the direction of the Cyberspace Law Committee of the Business Law Section.  More than 130 lawyers in approximately 25 countries are working toward the release of a white paper at the July 2000 meeting of the ABA in London.  The paper will explain how the rules of jurisdiction have traditionally operated, how the Internet has affected it and what options are available to the market to deal with these changes in the areas of (a) taxation, (b) the sale of goods and services, (c) financial services and securities, (d) intellectual property, (e) public laws and gambling, (f) consumer protection, and (g) data protection.  The Project’s initial work products and request for comments are at www.kentlaw.edu/cyberlaw/.

The Dynamics of An Online Purchase

When an online purchase is made, either directly or through the intervention of an electronic agent or “Bot”, has the buyer stepped into a new place or simply used a different means of communication, much like a phone, fax or satellite link, to affect that purchase?  Should it matter where the hardwires, servers and routers are?  

If I order a book online from my home in Virginia from a seller physically located in California, is it as if the bookseller boarded a plane and delivered the book to me in Virginia, or is it as if I flew to California to purchase the book off his shelf?  Does the “push” and “pull” of technology make a difference in how the law of jurisdiction should be applied? 

The defense that jurisdiction should not attach where digital transmissions are “pulled” into a locale was unsuccessfully made in United States v. Thomas, 74 F.3d 701, 706-07 (6th Circuit 1996), a criminal case in which Mr. Thomas argued that he had not “pushed” pornographic pictures into Tennessee from his server in Los Angeles and should not be subject to Tennessee’s pornography laws.  Rather, he asserted that, given the way digital technology works, the 0’s and 1’s he transmitted were actually “pulled” into Tennessee by a computer that must have had a dirty mind, as it took those 0’s and 1’s and created a pornographic picture.  A loser of an argument, perhaps, but the question seems valid.  Should a business be subject to the laws of whatever jurisdiction that a consumer drags its digital message into?  What are the commercial costs of such a result?  And how are such results enforced?

A similar set of issues are raised in Minnesota v. Granite Gate Resorts, Inc., No. C6-95-7227, 1996 WL 767431 (Minn. Dist. Ct. Dec. 11, 1996), aff’d, 568 N.W.2d 715 (Minn. Ct. App. 1997) and aff’d, 576 N.W.2d 747 (Minn. 1998), which applied the laws of Minnesota to an online gambling business located in Las Vegas, which operated through a server in the country of Beliz.  Sweeping legal assertions that every transmission viewable in a state is subject to the criminal and civil laws of that state, such as Minnesota has made, are difficult to harmonize, since they essentially mean that each such state regulates the entire Internet!  Is that what Al Gore intended when he invented it!  Can every jurisdiction impose its advertising, gambling, consumer protection and tax laws to every website that can be seen by a visitor to that site?  At least one federal court in New York has concluded that such a result would violate the Commerce Clause of the U.S. Constitution and that the Internet should be viewed as a federal presence.  (See, American Library Association v. Pataki, 969 F. Supp. 160 (1997).

While understanding where one may be haled into court is worthwhile, the issues subsumed by the concept of jurisdiction in Cyberspace are far broader and more important.  For example, when an online distributor of financial products, such as mutual funds, located in Germany sells to a resident in Denver, there are “jurisdictional” questions that both parties should be interested in beyond the question of where one party may sue the other over a dispute:  

	1.	Where does the seller reside for organizational purposes?
	2.	What countries can regulate Cyberspace solicitations and/or sales transactions?
	3.	Who can tax the business as well as the transaction?
	4.	Under which laws are the terms of the transaction enforceable?

Such transactions have become even more difficult to analyze than would appear at first blush.  For example, if the words of a book are sold online and are downloaded to the purchaser, rather than actually shipping a hard copy of the book, has a product been sold or a service provided?  Electronic commerce actually blurs the lines of demarcation between products and services, a distinction which could be critical to regulation and taxation of electronic transactions.  And, if an electronic agent or BOT executes decisions for a party in a way that does not necessarily suggest a physical location for the action, how is the jurisdictional analysis affected? 

New Jurisdictional Paradigms

In an attempt to develop alternative sets of principles that may be used to solve the jurisdiction question, certain jurisdictional paradigms are being evaluated and explored by the ABA: 

	1.	Deference and Harmonization:  Deference principles assume that the contractual obligations, rights and protections “negotiated” between parties control the relationship, no matter where the seller and buyer are located.  Clearly, to the extent that the laws of all jurisdictions begin to become “harmonized” and look alike, the issue of jurisdiction becomes somewhat less important.  Country A would be more likely to allow the laws of Country B to determine the rights of a consumer in Country A, if the laws and protections of each were identical.  But, the political and legal practicality of harmonization seems highly questionable.  

2.	The Development of Global Protocol Standards (“GPS”):  Perhaps the technology that has created these issues can assist interested industries in their solution by combining concepts of deference with the use of universal electronic protocols that employ intelligent electronic agents to:

2.1.	communicate the country of origin; 
2.2.	disclose to each other the laws, rules, respective protections and dispute mechanisms that would apply; and
2.3.	rely upon the user’s preprogrammed choices to reject the “site,” or give the user the choice to override the program and transact business under terms that do not match the preprogrammed preferences. 	Using currently available technologies, such a global protocol standards could be implemented.  They would include a software application built around an agreed upon set of protocols or principles which would assist the user to determine whether he or she wishes to do business under the circumstances that the provider offers.  This would allow for a standardized set of disclosures between the parties.  This would minimize the burden on the user and at the same time, give him her the power of choosing when, where and on what terms to proceed.  The language, terms and application of the GPS would have to be agreed upon by a critical segment of electronic commerce user states and countries . 
 

3.	Targeting:  Many believe that the maintenance of a website alone should not create a jurisdictional basis in every location where it can be viewed.  Language, graphics and software can be used to focus the direction of a website.  Thus, the law of jurisdiction is rightly turning to situations where parties use the Internet to target commerce to particular jurisdictions.  A set of uniform principles could be established to govern how sellers should electronically target, screen and filter users so that they could predictably know where they will be subject to laws and regulations. 	At least one court has determined that the failure of a seller to adequately screen residents of a particular jurisdiction from using the site to purchase unregistered securities and engage in online gambling left the seller susceptible to the laws of that jurisdiction.  New York v. World Interactive Gaming Corp., 1999 N.Y. Misc. LEXIS 245 (N.Y. Sup. Ct. July 22, 1999).  

4.	Systemic Chokepoints:  Should the systemic chokepoints in the flow of electronic commerce and money be identified and be used to impose jurisdictional standards and rules?  For example, payments flow through credit card, automated clearing house, central bank and bank sponsored payments systems.  Most links to the Internet are through internet service providers.  Is it productive or counterproductive to use such systemic junctures to enforce jurisdictional rules or even monitor the collection of taxes?

5.	The Hunter & the Prey:  Electronic commerce may require a reevaluation of the extent to which certain legal principles meant to protect users may need to be altered.  Electronic commerce has changed the leverage between the seller and the buyer and, perhaps, the kinds of protection which consumers need.  For example, to the extent that markets become transparent to purchasers who can identify, with the use of technology, every seller of a product, every term of sale, and every price at which the product is available on the planet, the need for intermediaries changes, and the user has greater control of the purchasing process.  To what extent does that affect the protections that the user needs?  Might there be situations in which the seller needs protection from the buyer?

Conclusions

In our Jurisdiction Project Report, we will attempt to evaluate the extent to which factors such as these are affecting the application of laws to electronic commerce throughout the world.  But, without prejudging or predicting the outcome of our Report in July, permit me to offer several focal points:

1.	Governmental entities should be cautious about imposing jurisdictional oversight and protections that will have extra-jurisdictional implications.

2.	A multinational Global Online Commerce Commission should be empanelled to study jurisdiction issues, subject to a specific sunset date.

3.	Technology -- such as intelligent electronic agents -- should be employed to solve the jurisdiction issues that Internet commerce has raised.  In that way, the right to enter into private contracts can play a more prominent role in creating jurisdictional balance.

4.	Dispute mechanisms will need to be responsive to the borderless, real-time features that commerce is taking on.  Online dispute resolution and voluntary commercial dispute tribunals should be evaluated in both the business-to-consumer and business-to-business contexts.

5.	The temptation to allow the location of servers and other physical embodiments of electronic commerce to serve as a proxy for a traditional physical presence should be rejected, until the economic and legal impact of such positions are completely understood.

	I thank you for your time.  My remarks are available in hard copy and can be downloaded from the following website:  www.ffhsj.com/bancmail/bancpage.htm..

