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Technology protection measures, 

DMCA Anti-circumvention Provisions, and the Future of P2P

	URL #1

http://www.technewsworld.com/story/32673.html
CONTENT DESCRIPTION
This site contains answers to questions about the privacy protection measures and the future of P2P networks from a recent interview with StreamCast CEO, Michael Weiss.  StreamCast is the creator of Morpheus®, which is currently second to only Kazaa® in the P2P filesharing software arena.  Mr. Weiss discusses the bottleneck in P2P technology and predicts future technological advances to get over the bottleneck.  He also touches on the threat of potential legislation, which could place restrictions on filesharing software.  Technewsworld.com also has a number of other useful articles, including an interview with CTO of Sharman Networks, the maker of Kazaa®.

IMPACT
Lawyers practicing copyright law will find the material here to be valuable in preparing for future issues associated with P2P filesharing software.  For example, because of the technology discussed in this article, it will be more difficult to enforce legislation aimed at punishing users of P2P filesharing clients because they may be virtually impossible to track down.


	URL #2
http://ntrg.cs.tcd.ie/undergrad/4ba2.02-03/p10.html
CONTENT DESCRIPTION
This site contains an in-depth description of the technology problems associated with P2P networking.  It discusses the possible threat of software theft from companies by individuals that use encryption tools to disguise company source code and other copyrighted materials as undetectable files.  As a result, a person outside the company’s network can use a P2P filesharing client such as Morpheus® to download the disguised file.  It provides several technical protection measures to overcome problems with P2P filesharing.
IMPACT
This site could be useful to lawyers and judges in various ways.  First, the fact that technical protection measures are available to prevent software theft could be a factor in determining the amount of damages or liability of an individual accused of software theft.   The types of technical measures available to prevent software theft also play a role in deciding the type of legislation to enact.  By staying up-to-date on current and future technical measures available to prevent software theft, lawyers can make more informed arguments for their clients and Judges could gather the technical facts to make a fair, well-informed decision.


	URL #3
http://www.slyck.com/news.php?story=164
CONTENT DESCRIPTION
Because of the crackdown by the RIAA on P2P file swappers, new technology focusing on keeping the identities of P2P file sharers anonymous is becoming increasingly popular.  This site discusses 5 new technological solutions for keeping the identities of P2P file sharers anonymous.  These include blocking the IP addresses of ‘p2p enemies,’ such as the RIAA and using proxies to deter government agencies from tracking down a user’s IP address.  
IMPACT
Judges and lawyers will find this site helpful in learning how technology is changing to avoid liability for copyright infringement.  This shows that it may be necessary for future legislation to target the companies that make P2P filesharing software instead of the end users.


	URL #4
http://www.davenportlyons.com/www/legal_services/music_entertainment/articles/file_swapping_services.htm
CONTENT DESCRIPTION
This site focuses on the impact of recent legislation on P2P filesharing networks.  It discusses the difficulty of finding a legislative solution to the problems posed for copyright owners by P2P networks.  It predicts that the DMCA’s anticircumvention provisions are unlikely to affect the current state of P2P networks, since P2P services studiously try to avoid engaging in acts to circumvent copyright infringement technology protection measures.
IMPACT
Unlike most other sites, this site specifically addresses the impact of the DMCA anti-circumvention measures on P2P filesharing networks.  Judges and lawyers will find this site helpful in determining whether these measures actually serve to protect copyrighted works in the digital realm.  The author is an attorney, and therefore, is probably a somewhat reliable source for interpreting the law and its impact in the P2P arena.  Since most P2P filesharing clients are small clients, designed to transport files from one computer to another, they rarely incorporate any additional circumvention functionality.  The DMCA’s anti-circumvention provisions maintain the status quo and P2P clients continue to lack of this functionality, as a result.


	URL #5
http://www.fenwick.com/pressroom/5.1.1.asp?mid=57&loc=FN
CONTENT DESCRIPTION
This article talks about the struggle between the entertainment industry and the computer industry over whether technology protection measures are the right solution for maintaining control over copyrighted works.  The computer industry says that technology protection measures dictated through legislation or regulations are not practical.  They don’t want the government to impose requirements that need to be incorporated into P2P software.  On the other side, the entertainment industry, which is most interested in maintaining control over it’s copyrighted works, says it will do whatever it takes to protect them, even if it has to do it through new legislation.
IMPACT
Lawyers and Judges will find arguments here that should be considered before policy decisions regarding technology protection measures to prevent theft of copyrighted material in the digital realm are made.
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