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The Problem of Mass Surveillance

Richard Warner
If the nineteenth century was a world of privacy and prudery, a world of closed doors and drawn blinds, both literally and figuratively, then the world of the twenty-first century is the world of the one-way mirror, the world of the all-seeing eye.

Think of your life as a line of events.  If a business records personal information about an event, color it red; color it blue otherwise.
  How red is your line?  Very.  “It has become increasingly rare to deal with any . . . private-sector organization without generating and relying upon a database of personal information,”
 and the information generated for one database often finds its way into another.  The consequence is a loss of informational privacy.  Informational privacy is a matter of control.  It is “the claim of individuals, groups, or institutions to determine for themselves when, how, and to what extent information about them is communicated to others”
 and for what purpose others use that information.  The degree of informational privacy we once enjoyed has vanished.
  Advances in information processing technology now give others considerable power to determine when personal information is collected, how it is used, and to who distributed.
  Privacy advocates sound the alarm. 
  They do so in regard to both the governmental and private sectors; I focus entirely on the latter, and, within the latter, exclusively on commercial interactions.  I do not mean to minimize governmental concerns; however, increasingly worrisome threats of excessive governmental intrusion have already sparked a strong chorus of concern,
 and, in any case, private sector commercial interactions merit separate consideration.       


Privacy advocates raise a diverse array of concerns: “Theorists have proclaimed the value of privacy to be protecting intimacy, friendship, individuality, human relationships, autonomy, freedom, self-development, creativity, independence, imagination, counterculture, eccentricity, creativity, thought, democracy, reputation, and psychological well-being.”
  The diversity of concerns reflects the remarkably broad impact of the power others now have over one’s personal information.  James Rule offers an insightful explanation of why the impact has been so far-reaching; he notes that current business practices in regard to personal information

share a distinctive and sociologically crucial quality:  they not only collect and record details of personal information; they are also organized to provide bases for action toward the people concerned.  Systematically harvested personal information, in other words, furnishes bases for institutions to determine what treatment to mete out to each individual.  I call such operations systems of mass surveillance.  Mass surveillance is the distinctive and consequential feature of our times.  Whether carried out by government agencies or private-sector organizations, it shapes the ways we approach major institutions and our treatment at their hands.

I assume that we should limit “mass surveillance”—the use of “systematically harvested personal information . . . to determine what treatment to mete out to each individual.”  I will not argue for this assumption; I rely instead on the arguments and examples offered in the privacy literature.  My question is how we should limit mass surveillance.  

An adequate answer must acknowledge that increased information processing power yields significant benefits, including increased availability of relevant information, increased economic efficiency, and improved security.
  The answer must explain how to balance the benefits against the values whose realization is impaired by losses of information privacy.  Many find the solution obvious:  statutorily require businesses to obtain free and informed consent before they collect certain types of information.
  The answer appears attractive.  The requirement of consent not only appears to ensure control over one’s personal information, it also seems to yield an acceptable tradeoff between privacy and competing concerns.  The overall pattern of giving or withholding consent is plausibly regarded as defining the line between permissible and impermissible uses of personal information.  


The appearance is an illusion.  We cannot rely—not exclusively or even primarily—on a statutory consent requirement to ensure an adequate degree of informational privacy.  This is not to deny that our goal should be to ensure an adequate degree of free and informed consent.  There is no other way to ensure an adequate degree of informational privacy.  Informational privacy is, after all, the ability to control what personal information others collect about one, and how they use and distribute it; it is difficult to see how such control is to be achieved other than through freely giving or withholding informed consent.  My claim is that mandating that businesses obtain free and informed consent will not in fact ensure that such consent exists.  The key to achieving that goal lies instead in informational norms.      

Informational norms are social norms that constrain the collection, use, and distribution of personal information.
  Such norms explain why, for example, you expect your pharmacist to inquire about drugs you are taking (to prevent harmful drug interactions), but not whether you are happy in your marriage.  Such norm-governed exchanges not only implement acceptable tradeoffs between informational privacy and competing goals, they also ensure consumers give free and informed consent to those tradeoffs.  These claims require on crucial qualification:  they hold only under ideal conditions.  The qualification does not deprive the claims of interest; rather, it shows that there interest is normative, not empirical.  The conditions—call them ideal transaction conditions—define a normative goal we should strive to ensure that practice approximates.  Unfortunately, existing informational norms fail to adequately constrain businesses’ technology-enhanced information processing practices, and the result that is a significant failure to adequately approximate ideal transaction conditions.  The obvious response is to create the necessary norms.  What combination of legal regulation and market and social factors will most effectively do so?  That is the critical question, and the question with which I conclude this essay.  
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� The erosion began in the 1950’s with the development of credit reporting practices.  Rule, Peril, supra note 2, at 99.  For a fuller discussion, see Priscilla M. Regan, The United States, in Global Privacy Protection:  The First Generation 50 (James B. Rule & Graham Greenleaf (eds.)  2008) (also suggesting the breakdown began in the 1950’s).  





� James B. Rule, Toward Strong Privacy:  Values, Markets, Mechanisms, and Institutions, 54 Univ. of Toronto Law J. 183, 183 (2004) (noting that “it has become increasingly rare to deal with any governmental or private-sector organization without generating and relying upon a database of personal information”).  





� Three recent books illustrate tenor of the literature.  Daniel J. Solove, Understanding Privacy (2008) 4 (“[T]he profound proliferation of new information technologies during the twentieth century . . . made privacy erupt into a frontline issue around the world”); Jon Mills, Privacy: The Lost Right xi (2008) (comparing contemporary society to the society of The Brave New World and insisting that “intrusion is commonplace,” and that “[e]very single individual is at risk”); Rule, Peril, supra note 2, at 200 (warning of the “endless erosion of privacy”).  





� The last three hundred years of political philosophy has emphasized the critical role of privacy in limiting the power of the state, and, although we may disagree about how, and how much, to protect privacy, by now we surely all agree that allowing the state to reach too deeply into its citizens’ lives puts freedom at risk.  Recent examples include Solove, supra note 7; Mills, supra note 7.  Rule, Peril, supra note 2; Jed Rubenfeld, The End Of Privacy, 61 Stan. L. Rev. 101 (2008), and Froomkin, note 4.      
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� See Jerry Kang, Information Privacy in Cyberspace Transactions, 50 Stan. L. Rev. 1193, 1217 – 18 (1998) (noting that allowing the processing of personal information makes commerce more efficient, increases the relevant information businesses send consumers while decreasing the irrelevant, prevents fraud, and increases transparency), and Kenneth A. Bamberger & Deirdre K. Mulligan, Privacy Decisionmaking in Administrative Agencies, 75 Chicago L. Rev. 75, 86 (2008) (“policy decisions frequently counterpose privacy against two other powerful values:  efficiency and security”).       





� Joel Reidenberg is among the many who suggest this approach.  Joel R. Reidenberg, Privacy Wrongs in Search of Remedies, 54 Hastings L.J. 877 (2003) (analyzing and criticizing the current state of privacy law).  James Rule also suggests a consent requirement.  Rule, supra note 1, 196.   





� See infra Section I.  








