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Why not simply require by statute that businesses obtain informed consent before they collect certain types of information?
  Consent is not informed unless consumers are aware of how the business will process information, and the requirement I criticize assumes that consumers will obtain this information primarily by reading privacy policies and contracts governing sales of goods or the provision of services, where the latter includes terms of use agreements governing the use of web sites.  I will call these collectively, privacy notices.  A consent requirement will not ensure an adequate degree of informational privacy.  First, individuals simply do not invest the time, attention, and effort needed to articulate their preferences about privacy.  Second, even if they did, it would be impossible as a practical matter to devote enough time to the project to obtain and understand all the relevant information.  Third, even if they could obtain and understand all the relevant information, they would, in a wide range of cases, make an undesirable tradeoff between informational privacy and competing concerns.  I consider each objection in turn.  


Consumers do not take the time to read privacy notices.  It is commonplace to note that consumers typically do not take the time to read privacy provisions in contracts or privacy polices.
  “Judging by behavior in the marketplace, most consumers have better things to do with their time than read privacy notices . . . [P]rocessing privacy notices is a cost that most consumers apparently do not believe is worth incurring. The perceived benefits are simply too low.”
  There is good reason for consumers to adopt this attitude.  To begin with, reading and understanding a privacy notice requires reading and understanding a considerable amount of information, some of which is couched in legalese.  Imagine, for example, that George downloads the latest version of the Adobe reader.  Three documents address Adobe’s rights to use personal information related to the download and use of Abode 9:  the privacy policy (approximately three single space pages), the terms of use agreement (twenty-one numbered paragraphs), and the license agreement (five pages single-spaced).  The latter two contain a number of terms that require a significant knowledge of contract law to fully interpret and understand.  Reading these documents requires a significant amount of time, and reading with full understanding is simply beyond the capacity of those without the relevant legal knowledge.  Simplifying the notices to make reading them faster and easier will not yield informed consent.  Notices that attempt to provide enough information for consent to be informed tend to be like the financial privacy notices on receives from one’s bank—“long, complex, and filled with legal jargon.”
  In general, “any notice that provides meaningful information about the actual uses of information in the modern economy will necessarily impose costs on consumers who must read and process the information.”


Informed consent as a practical matter is impossible.  Even if they did read and understand privacy notices, consumers would not obtain all the information necessary to give informed consent.  The problem is that information is collected on one occasion for one purpose is typically retained, analyzed, and distributed for a variety of other purposes in unpredictable ways.  As noted earlier, the unpredictability of future uses makes informed consent a practical impossibility.
  

The overall pattern of individual free and informed consent would yield undesirable tradeoffs.  Suppose consumers could obtain and understand all the relevant information.  The resulting overall pattern of consent would determine a tradeoff between privacy and competing concerns.  Is there any reason to think that the tradeoff will result in the socially optimal balance between informational privacy and competing concerns?  There would be if:  (1) the giving or withhold of consent signaled consumers’ preferences with regard to consent to sellers; (2) sellers responded to these signals by altering their offerings to reflect these values; (3) buyers responded by preferring products and services consistent with their preference about consent to those not consistent; (4) this feedback mechanism yielded the socially optimal allocation of information.  But even if (1) – (3) are true, there is no reason to think (4) is.  To take a simple example, consider telephone books.  Telephone books usefully facilitate communication—the more so, the more numbers they contain.  Suppose, however, while most of us prefer telephone books with most other people’s numbers in them, a majority of us also prefer not to have our individual numbers listed.  If consent was required before a number could be listed, reasonably comprehensive telephone books would not exist, and we would lose the aid to communication that most of us prefer.  Similar suboptimal results are likely in reality.  “There is often little individual incentive to participate in the aggregation of information about people, [yet] an important collective good results form the default participation of most people.” 
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